04-29-2016-17:04:00 to 04-29-2016-18:04:00

@
1"PT SwNn [ )

oV

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |
8004
600-
M dover.idf.il
l M nadimatal .idf.il
400- W aka.idf.il
i B nobile.idf.il
Nur(;ber Jook M refuah.idf.il
At acks .n"atpa.sh.lfjf.ll
I navy.idf.il
0- : M anan.idf.il
3 3 S A A . .
&:\& ®'.\$\ %\6 z\é\ é\\b .\6\ \?\1\& \& .\8\ (&\5\ maar achot . i df . il
60& 5 ¥ N &S & & éé‘ é\o\ ¥ B chi nuch. aka. i df . i
6\6" &® < @Q & ro‘?
Top Tar get

Nunber
(6]
At acks

M 85. 64. 255. 252
167. 114. 156. 16
I 168. 61. 42. 209
66. 249. 79. 102
W 197. 45. 132. 217
M 46. 19. 85. 109
[ 176. 13. 16. 224
W 77.87.228.66
46. 116. 200. 178
M 208. 115. 113. 89

Top Attackers



04-29-2016-17:04:00 to 04-29-2016-18:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
37.26.146. 161 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 30122
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 8409
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1837
84. 108. 244. 204 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 105
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 6
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

69. 248. 129. 181 Lhited Sates 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 2
71.227.229.178 Lhited Sates 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2
185.94.111.1 Russi an Federation 147.237.76. 177 ncore.idf.il B ock Up Al Nets drop 1

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DOS- Var 1 dest - r eset 1
185.94. 111. 1 Russi an Federation 147.237. 76. 201 eatal.idf.il B ock_ Wp Al _Nets drop 1
185.94.111. 1 Russi an Federation 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address ‘Attacker Qountry|Ste

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3

66.249. 93. 243 [147. 237. 77. 176 |Eur ope nat pash. i df .i | ET SCAN NVAP -sA (2) 2

85.173.78.61 |147.237.76. 147 F;;z::;”ion chinuch. aka.idf.il |ET SCAN Potential SSH Scan 2

85.173.78.61 |147.237.0.200 |RSSI &N Ui df | ET SCAN Potential SSH Scan 1
Federati on

58. 218. 204. 211 |147. 237. 76. 201 |Chi na e atal.idf.il ET SCAN Potential SSH Scan 1

58. 218. 204. 211 |147. 237. 76. 42 |Chi na refuah.idf.il ET SCAN Potential SSH Scan 1

109. 67. 159. 96 [147. 237. 72. 166 || srael aka.idf.il portscan: TCQP D stributed Portscan 1

89.216.119.94 |147.237.77.19 | awe forumi df il ET SCAN NVAP -sS wi ndow 3072 1

85.173.78.61 |147.237.77.61 |RSSI & e cogat.idf.il ET SCAN Potential SSH Scan 1
Feder at i on

85.173.78.61  |147. 237, 72. 217|SSian eidf.il ET SCAN Potential SSH Scan 1
Feder at i on

85.173.78.61 |147.237.0.35 |RSSIan akavs. i df .i | ET SCAN Potential SSH Scan 1
Feder at i on

66.249.93. 111 [147. 237. 77. 216 |Eur ope dover.idf.il portscan: TCP D stributed Portscan 1

58.218. 204. 211 |147. 237.76. 86 |China navy.idf.il ET SCAN Potential SSH Scan 1

198.20.69.98 |147.237.72.156|lhited Sates anan.idf.il ET DRCP Bshiel d B ock Listed Source 1

58. 218. 204. 211 |147. 237. 76. 38 |China eenmitav.idi.il |ET SCAN Potential SSH Scan 1

_ . |ET SCAN Behavi oral Whusual |y fast Terminal Server Traffic,
111. 198. 20. 146 [147.237.0.15 [China kosher -kravi .idf.il . . 1
Potential Scan or Infection
104. 219. 238. 10 |147. 237.76.39 |Lhited Sates nobi | e. nei tav. i df.i |[ET SCAN NVAP -sS wi ndow 1024 1
85.173.78.61 |147.237.77. 205 F;;z::;”ion prisha.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature Action ‘Count

168. 61.42.209 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 108
Sreamng Engine: TP Invalid i i ssi

66.249.79.102 |United Sates 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 99
Ret r ansmi ssi on Packet dropped.

197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 28

208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 21

77.87.228. 66 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20

139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 18
Sreamng Engine: TCP Invalid i i ssi

46.116. 200. 178 | srael 147. 237.77. 243 |mobi l e. i f i 9 =g Inval id segnent retransmssion. |, 18
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

87.70.52.243  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. 18
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

176.13.16.224 |l srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Inval id segnent retransmssion. |, 18
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

109. 253. 146. 43 |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. 15
Ret ransm ssi on Packet dropped.

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 14

157.55.39.106 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12

157.150.193.1 |Uhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 12

198. 58. 99. 82 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12

149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11

68.180.231.43 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
Sreanming Engine: TCP Invalid i i ssi

5.29.93. 145 I srael 147. 237, 77. 243 |nobi 1 e. i of . i | g =g Invalid segnent retransmssion. g 10
Ret ransmi ssi on Packet dr opped.

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
Sreamng Engine: TCP Invalid i i ssi

2.53.28.103 I srael 147. 237. 77. 243 |nobi l e.i df . i | g =g Invalid segnent retransmssion. g 9
Ret r ansmi ssi on Packet dropped.

50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i ssi

79.178. 140. 110 | srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.

147.75. 208. 225 |Satzerland 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8

69. 62.29. 111 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8

46. 19. 85. 109 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 6

46. 19. 85. 109 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid i i SSi

5.22.135.161 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.

147.75. 208. 224 |Satzerl and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop

212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop

147.75.208. 229 |Sntzerland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
Sreaming Engine: TCP Invalid i i ssi

2.53.43.184 I srael 147. 237. 77. 243 |nobi 1 e. i of . i g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dr opped.

46. 19. 85. 109 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi

149.78.29.191 |Wited Sates 147. 237. 77. 243 |nobi l e.i df . i | g =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dropped.

45, 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6

. . SYNPAXK retransmt with different .

185. 24.207.58 |Israel 147.237.77. 176 |natpash.i of .i||Bad TCP sequence wi ndow scal e noni t or 6

24.205.183.200 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6

147.75. 208. 235 |Sntzerland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6

46. 19. 85. 109 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence I'nval i d AGK nunber aert 6

199.7.131. 173 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6

52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi

80. 246. 136. 102 |I srael 147. 237. 77. 243 |nobi l e.i df . i | g =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dropped.

185.24.207.57 |Israel 147.237.77. 216 |dover.idf il [Bad TCP sequence SAK retransmt with different | oo 6

w ndow scal e

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5

207.46.13.137 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5

5.102. 242. 40 | srael 147.237.72. 156 |anan. i df .i| Bad TCP sequence Invalid ACK nunber noni t or 4

147.75. 208. 228 |Snitzerl and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i ssi

46.121.80.247 |israel 147.237.77. 243 |nobil e.i of . 9 =9 Invalid segnent retransmssion. 4
Ret ransmi ssi on Packet dropped.

147. 75. 208. 233 |Shitzerl and 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 4

89. 46. 182. 240 glcisgi'géa” Territory.1147. 237. 77. 216 |dover.idf. il |drop First packet isn't SIN drop 4

147. 75. 208. 234 |Shitzerl and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
85. 64. 255. 252 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 262
2.53.163. 119 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
176.13.16. 224  |israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 4
79.182.63.159 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 79. 182. 63. 159 B ock 4
46. 116. 200. 178 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code Bl ock 4
- - . {Uhaut hori zed URL Access to
185.3.147.119 |l srael 147.237.0.19 |madimatal .idf.i naci matal i df i |/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 4
2.53.28. 103 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
109. 253. 146. 43 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code Bl ock 3
79.178. 140. 110 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 3
46.19. 86. 24 | srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to v navy. i df.il/tenpl at es/ fag/ nobil e B ock 3
2. 53. 147. 200 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
213. 8. 204. 64 I srael 147.237.77. 170 |n@ar achot . i df . i | [Mil ti pl e Unaut hori zed URL Access from 213. 8. 204. 64 B ock 2
66.249.81.212 [Israel 147.237.77. 216 |dover.i df . i | Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 2
66.249.66. 177 [Israel 147.237.77.216|dover.idf .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 66. 177 Bl ock 2
131. 253. 25. 153 [lhited Sates 147.237.77. 216 |dover . i df . i | Dstributed Lhaut hori zed URL Access on v idf.il/error. htm B ock 2
79.182.128.28 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to www aka. i df.il/spx B ock 2
65. 184. 151. 4 Lhited Sates 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx Bl ock 2
80. 95. 38. 200 RJSIS:;ni(m 147.237.0.19 |nadimatal.idf.i|Paraneter Type Vol ation ReturnU| in nadimatal.idf.il/login. aspx B ock 1
- . Unhaut hori zed URL Access to
66. 249. 79. 93 I srael 147.237.72.166 |aka. i df . i | 147.237. 72. 166/ mai n/ smal i showbi g. aspx B ock 1
. . Unaut hori zed URL Access to
37.26.148.172 |l srael 147.237.76.42 |refuah.idf.il vow refua. atal i of i1/ tenpl ates/ general /nobi | e B ock 1
157.55.39.209 |lhited Sates 147.237.77. 216 |dover . i df . i | Dstributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
87.70. 96. 244 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from87.70. 96. 244 Bl ock 1
79.177.145.137 |israel 147.237.72. 166 |aka. i df . i | Wnaut hori zed Method FEAD for B ock 1
wwy aka. i df . i | / mai n/ sachar/ vi enpaysl i p. aspx
. . . |Unknown Par aneter PageNumin
66.249.64. 177 |Israel 147.237.76.200|ei tan. aka. i df .i | Wi ei tan. aka. i o i |/ 938-en/ i tan. aspx None 1
141.212.122. 161|Uited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
5.29.57. 60 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i|/mai n/ sachar/ undef i ned B ock 1
80. 246. 136. 102 [Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 1
38. 81. 65. 42 Lhited Sates  |147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to 147.237.77. 216/ robots. t xt B ock 1
’ - - Unhaut hori zed URL Access to
157. 55. 39. 209 Lhited Sates 147.237.77. 216 |dover . i df . i | waw i df i 1/t enpl at es/ t enpl at econt r ol s/ nevsf | ash/ v ynet . co. i | B ock 1
2.53.43.184 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
213. 8. 204. 64 I srael 147.237.77. 170 |n@ar achot . i df . i | [Whaut hori zed URL Access to maarachot.idf.il/pdf/files/6/ B ock 1
147.75. 208. 230 |Sai tzerl and 147.237.77.216|dover.idf .i | D stributed Unaut hori zed LRL Access on waidf.il/error. htm Bl ock 1
13.76.128. 61 S ngapor e 147.237.77.216|dover . i df .i | Paraneter Type Mol ati on PageNumin waw i df . il/1398-en/ dover. aspx |B ock 1
84.109. 206. 113 |l srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Connection - Qpen Mode None 1
66.249.81.215 |[Israel 147.237.77.216|dover.idf .i | D stributed Unaut hori zed LRL Access on waidf.il/error. htm Bl ock 1
Russi an . . Unaut hori zed URL Access to
217.118.78.91 eration 147.237.72. 166 |aka. i df . i | voww aka, i df i1 /si p storagelfi| es/ 6/ 66846, ppt” B ock 1
- - Unhaut hori zed URL Access to
66.249. 66. 177 |l srael 147.237.77. 216 |dover. i df .i | ww i of i |/ tenpl at es/ arti ol ef i nst agram confi df onl i ne B ock 1
149.78.29.191 |lnited Sates 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
13.76.128. 61 S ngapor e 147.237.77.216|dover.i df .i | Paraneter Type Molation SortOr in wwidf.il/1398-en/ dover.aspx B ock 1
66.249.81.218 |[Israel 147.237.77.216|dover.idf .i | D stributed Unaut hori zed LRL Access on waidf.il/error. htm Bl ock
141. 8. 132. 95 RJSIS:;ni on 147.237.77. 216 |dover . i df . i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
66.249. 69. 124  |Israel 147.237.72. 156 |anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
13.76.128. 61 S ngapor e 147.237.77. 216 |dover.idf . il Paraneter Type Mol ation lang in wwidf.il/1398-en/ dover. aspx Bl ock 1
157.55.39.106 |Uhited Sates 147.237.77.216|dover. i df .i | Abnornal |y Long Request URL B ock 1
2.53.27.191 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
87.69. 245. 45 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
] . . Unaut hori zed URL Access to
68.180.230.45 |lhited Sates  [147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 8948- he/ r ef uah. aspx B ock 1
207. 46. 13. 22 Lhited Sates 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to www i df . il/1283-18863-en/ dover.aspx. |B ock 1
141. 8. 183. 17 RJSIS:;ni on 147.237.77. 216 |dover . i df . i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
2.55.161. 52 | srael 147.237.76.31 |nakchal .idf il [Wauthorized LR Access to Bl ock 1

147.237.76. 31/ si p_storage/ fil es/ 8/ 1668. doc
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