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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action

0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1343
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 736
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3
81.218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3

62. 75. 207. 109 CGer many 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 1

62. 75. 207. 109 Ger nany 147.237.76. 197 e. hinush.idf.il B ock Wp Al _Nets drop 1
198. 20. 69. 74 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |B ock Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4

46.121.200. 140 |(147.237.72. 166 |l srael aka.idf.il ET SCAN NVAP -sA (2) 2

188. 210. 114. 110|147 237 0.34 [/ran Islanic Cikshov.idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net 1

T T Republ i ¢ of o Gonnections, Potential Scan or Brute Force
107. 158. 255. 194[147.237.8.50 |Uhited Sates e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 155 |147.237. 77. 212 |krai ne e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
L ET DO Large anount of TGP Zer oWndow - Possible Nkiller2

84.94.105. 215 |147.237.77. 233l srael atal.idf.il 1
DDos attack

163.172. 140. 23 |147.237.0.33 |United Kingdom |idf.il ET SCAN Potential VWNC Scan 5900- 5920 1

91. 201. 236. 155 [147.237.77.212|krai ne e dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1

91. 201. 236. 155 |147.237.77. 212 |krai ne e dover.idf.il ET SCAN NVAP -f -sS 1

. . |ET SCAN Behavioral Lhusual ly fast Terminal Server Traffic,

202. 124.226.211|147.237.0.16 |Palau ny- kosher -kravi . i df . i . . 1

Potential Scan or Infection
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
86.12.161. 84 United Kingdom|147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 175
77.87.228. 66 Ger many 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 86
197. 231. 221. 211|Liberia 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 44
188. 207. 97. 208 |Net herl ands 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 33
66.249.93.119 |Europe 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 33
87.70.52.243  |israel 147237, 72. 166 |aka i o 11 | SAM NG Engine: TGP Inval i d Invalid segnent retransmssion. drop 30
Ret r ansm ssi on Packet dr opped.
66.249.93.111 |Europe 147.237.77. 216 |dover.i df il [dr op First packet isn't SN drop 28
66.249.76.146 |Uited Sares  |147.237.72. 166 |akaicr.i1 | S N9 Engine: TP Invalid Invalid segnent retransmssion drop 27
Ret r ansn ssi on Packet dr opped.
87.71.18.163 | srael 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SN drop 26
54.72.73.168 Irel and 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 20
185. 89. 217. 225 |Net herl ands 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 18
87.203. 102. 200 |G eece 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 18
185. 89. 217. 228 [Net her | ands 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 18
207.46. 13. 22 Lhited Sates 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 16
84.109.210.87 | srael 147, 237. 77, 243 bl . i o | T S2M NG Engi ne: TCP I nval i d Invalid segnent retransmssi on drop 16
Ret ransn ssi on Packet dr opped.
185. 89. 217. 229 |Net herl ands 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 14
185. 89. 217. 231 |Net herl ands 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 14
109. 186. 150. 36 |l srael 147, 237.77. 243 ot e, o [ T @M NG Engi ne: TCP Invalid Invalid segnent retransmssion. drop 14
Ret ransm ssi on Packet dr opped.
185. 89. 217. 233 |Net herl ands 147.237.77. 216 |dover.i of .i | [dr op First packet isn't SYN drop 14
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.i of .i | [dr op Frst packet isn't SN drop 14
66.249.81.218 |Europe 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 13
84.228.84.83  |israel 147, 237. 77, 243 |rwbi L e, i o | T SAM NG Engi ne: TCP Inval i d nvalid segnent retransmssion. drop 13
Ret r ansm ssi on Packet dr opped.
66.249.81.212 |Europe 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 13
52.29.223.39 Ger many 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 12
54.72.0.55 Irel and 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SN drop 12
46. 19. 85. 218 | srael 147.237.77. 216 |dover.idf.il[SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
198.58.102. 117 |Lhited Sates 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 12
147.75. 208. 236 |Swtzerland 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SN drop 12
176.13.3.165 |l srael 147 237.77. 243 ot e, o, [T @M NG Engi ne: TCP Invalid Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.
198.58.103.91 |lhited Sates 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SYN drop 12
66. 249. 81. 215 :ZZ::FI on 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 11
2.53.62.174 I srael 147.237.77. 243 |rvi e o | | €3M NG Engine: TGP I nval i d nvalid segnent retransnssi on drop 9
Ret r ansn ssi on Packet dr opped.
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 9
89. 187.219. 146 |Lebanon 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 9
149.78.154.69 |l srael 147.237.77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 9
80. 246. 133. 55 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 9
128.242.249.12 |lhited Sates 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 8
157.55.39.209 |lWhited Sates 147.237.77. 216 |dover.i of .i | [dr op First packet isn't SYN drop 8
66. 249. 93. 111 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 8
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.i of .i | [dr op First packet isn't SYN drop 6
207.46.13.137 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 6
185. 89. 217. 226 [Net her | ands 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 6
141. 8. 132. 112 :Z:::t”i o 147.237.72. 166 |aka. i df . ;; ?ZTS?S si?gcln:e: TP Invalid :):‘éi'eitd dsrec?gsgé. retransmssi on. drop 6
66.249.93. 115 |Europe 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop
147.75. 208. 225 |Satzerland 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop
79.179.180.48 | srael 147237, 72. 166 |aka i o 11 | SAM NG Engine: TCP Inval i d Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
147.75.208. 231 S tzerl and 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 6
109. 253. 219. 233|i srael 147 237. 77, 243 bl e, i o | T SAM NG Engi ne: TCP Inval i d Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dr opped.
185. 89. 217. 234 |Net herl ands 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.53.22.4 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 44
84.109.210.87 |[Israel 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 5
109. 186. 150. 36 |l srael 147.237.77.243|nobi [ e.i df . il D stributed Suspici ous Response Code B ock 4
37.46.39.7 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.108. 95. 55 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 84. 108. 95. 55 B ock 2
109. 253. 219. 233]I srael 147.237.77.243|nobi [ e.i df . il D stributed Suspici ous Response Code B ock 1
79.51.194.114 |itay 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw idf.il/ https:/twtter.cond B ock 1
66.249.78.111 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ sachar/tfasi maspx  |B ock 1
2.53.62. 174 I srael 147.237.77.243|nobi [ e.i df . il D stributed Suspici ous Response Code B ock 1
185. 3. 144. 33 I 'srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ f avi con. i co Bl ock 1
66.249.81.212 |Israel 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 1
50.232.195. 6 Uited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/tenpl at es/ honepage/ nobi | e B ock 1
147.75.208. 225 |[Satzerland 147.237.77. 216 |dover . i df . i | Ostributed Lhauthorized UR. Access on waw idf.il/error. htm Bl ock 1
79.183.129. 128 |[lIsrael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
66.249.78.234 |l srael 147.237.72. 166 |aka. i df . i | D stributed Unauthorized URL Access on 147.237.72. 166/ robot s. t xt B ock 1
5.29.179. 244 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1517- he/ at al . aspx Bl ock 1
87.69. 122. 69 I srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77. 233/ 1274-he/ atal . aspx B ock 1
66.249.81.215 |[Israel 147.237.77.216|dover . i df . i Distributed Whaut hori zed URL Access on wwidf.il/error. htm B ock 1
54.189.220.2  |[thited Sates [147.237.0.34 [tikshuv.idf.il mar:?tkesrhﬁ he dx ?II ﬁﬂjfgf:}) guinzl ¢ or um asi Bl ock 1
147. 75. 208. 228 |Saitzerl and 147.237.77.216|dover . i df . i Distributed Whaut horized URL Access on wwidf.il/error. htm B ock
84.94.105.215 |[Israel 147.237.77.233|atal .idf .il Uhaut hori zed URL Access to wawu atal .idf.il/tenplates/ honepage/ nobile |B ock
66.249.78. 246 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi mi yoman/ yorman. asp B ock
88.135.250.93 |Wkraine 147.237.72. 166 |aka. i df . i | m”;:;’_ 'i' dzf?l ﬁ‘pfgtcgf:g;ﬁi | es/ 6 66846, pot” a0 B ock 1
66.249.81.218 |[Israel 147.237.77. 216 |dover . i df . i | Ostributed Lhauthorized UR. Access on waw idf.il/error. htm Bl ock 1
66. 249. 75. 16 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237.76.42/ styl e/ 1. he/ scrol | er/ skin.css |B ock
149.78.175. 142 |Israel 147.237.72. 166 |aka. i df . i | mn;’k":ifi?f ?Ff;;rn/gl\!h%éz%nm?a;pz None 1
66. 249. 79. 89 I srael 147.237.77.216|dover.i df . il Unaut hori zed URL Access to waw i df.il/navy/ htm/profs. asp Bl ock 1
40.77.167. 38 Uited Sates [147.237.77.243|nobile.idf.il D stributed Suspici ous Response Code B ock 1
66.249.93.111 [Israel 147.237.77. 216 |dover.i df . il Mitiple URL is Above Root Directory from66.249.93. 111 B ock 1
66. 249. 75. 24 I 'srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237. 76. 42/ styl el shar ed/ | ayout . css B ock 1
157.55.39. 133 |Uited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/mai n/misrot.aspx B ock 1
84.108. 95. 55 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df.il/mai n/giyus/ | ogi n. aspx Bl ock 1
66.249.79.109 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
46. 116. 7. 180 lsrael 147. 237.72. 166 |aka. i df . i | Unknown Paraneter ctl 00$ct | 00$cphMai n$cphSachar $ctl 17 in None 1

v aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
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