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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 6509
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2160
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 4

31.168. 103. 2 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3

5. 206. 231. 84 Port ugal 147.237. 76. 34 yohal an.idf.il |Block Wdp All _Nets drop 1

176. 31. 60. 249 France 147.237.76. 31 nakchal .idf.il |B ock Wp Al Nets drop 1

52.20. 183. 8 Lhited Sates 147.237. 76. 42 refuah.idf.il ock Udp Al _Nets drop 1
185.94.111. 1 Russi an Federati on 147.237.76. 177 ncore.idf.il Bl ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
213.57.177. 137 |147.237.76.86 |lsrael navy. i df .il ET SCAN NVAP -sA (2) 2
66.249. 64. 181 |147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
109. 253. 210. 216|147. 237. 77. 233 |l srael atal.idf.il ET D5 Large anount of TCP ZeroWndow - Possible Niller2 2
DDos attack
174.37.194. 144 |147.237.8.14 |Wited Sates e orchot.idf.il ET SCAN NVAP -sA (2) 2
119.188.7.134 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
89.248.167. 131 |147.237.8.46 [Netherlands e.chinuch.idf.il ET SCAN Potential SSH Scan 1
119.188.7.134 [147.237.0.16 |China ny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
89.248.167.131 [147.237.0.16 |Netherlands ny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
113. 240. 250. 154|147. 237. 76. 176 |Chi na test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.24.113.2 147.237.8.50 |China e tikshuv.idf.il ET SCAN NVAP -sS w ndow 2048 1
108. 228. 245. 226|147. 237. 76. 199 |Lhited Sates |e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.193.74.175 |147.237.76.176|Gbral tar test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.193.74.175 |147.237.76.34 |(Gbraltar yohal an. i df . il ET SCAN NVAP -sS w ndow 1024 1
174.37.194. 144 |147.237.8.14 |lhited Sates |e. orchot.idf.il ET SCAN NMAP -sS wi ndow 3072 1
89.248.167. 131 |147.237. 77. 243 [Net her | ands nobi | e. i df.il ET SCAN Potential SSH Scan 1
159. 203. 4. 15 147.237. 77. 216 |Canada dover.idf.il SERVER- WEBAPP admi nl ogi n access 1
89.248.167. 131 |[147.237.77.74 |Netherl ands lawidf.il ET SCAN Potential SSH Scan 1
119.188.7. 134 |147.237. 76. 197 [Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
89.248. 167. 131 |147.237. 76. 147 [Net her | ands chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
119.188.7.134 |147.237.76.34 |China yohal an.idf.il ET SCAN Potential SSH Scan 1
89.248.167. 131 [147.237.0.200 [Netherlands mu.idf il ET SCAN Potential SSH Scan 1
113. 240. 250. 154|147. 237. 77. 178 |Chi na e. mat pash. i of . il ET SCAN NVAP -sS w ndow 1024 1
218.24.113.2 147.237.8.50 [China e tikshuv.idf.il ET SCAN NVAP -f -sS 1
91.193.74.175 |147.237.76.201|Gbral tar eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
197.252.2.238 |147.237.77. 216 |Sudan dover.idf.il SERVER- WEBAPP admi nl ogi n access 1
91.193.74.175 |(147.237.76.42 |Gbraltar refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
174.37.194. 144 |147.237.8.14 |lhited Sates |e.orchot.idf.il ET SCAN NMAP -sS wi ndow 4096 1
91.193.74.175 |(147.237.76.30 |[Gbraltar hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
89.248.167. 131 |147.237.77. 176 |Net her| ands mat pash. i df . i | ET SCAN Potential SSH Scan 1
121. 40. 195. 144 |147.237.76. 34 |[China yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
89.248. 167. 131 |[147.237. 76. 201 [Net her | ands eatal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S‘te ‘Signature
52.0.238. 61 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 42
208.115.113.89 |Lhited Sates |[147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 42
194.29.238.10 |Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 34
66.249.78.146 |United Sates [147. 237,72, 166 |akaicr.it  |o! SAM NG Engine: TP Invalid Invalid segnent retransmssi on drop 24
Ret ransm ssi on Packet dr opped.
87.203. 102. 200 |G eece 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 22
109. 65. 221. 200 |Israel 147.237.72. 166 |aka ich. i1 | ! €M NG Engine: TCP Invalid Invalid segnent retransmssion. drop 21
Ret ransm ssi on Packet dr opped.
197.252.2.238 |Sudan 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 21
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 20
139. 162. 216. 112|Uhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 18
89. 187.219. 146 |Lebanon 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 18
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 16
5.22.129. 64 I'srael 147.237.72. 166 |akaicr. i1 | SAMNg Engine: TP Invalid Invalid segnent retransmssi on drop 15
Ret ransm ssi on Packet dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
87.70.103.218 |Israel 147, 237, 76. 200 |ei tan. aka i o | | S N9 Engi ne: TCP Invalid Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
50.87.144.145 |lLhited Sates |[147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 12
87.70.52.243  |israel 147,237, 72. 166 |aka i i1 | ! €M NG Engine: TCP Invalid Invalid segnent retransmssi on drop 12
Ret ransm ssi on Packet dr opped.
176.13.20.19  [israel 147.237.72. 166 |akaicr. i1 | €AMNg Engine: TP Invalid Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dr opped.
207.46. 13. 22 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 11
77.125.125.193 |Israel 147.237.76.42 |refuah.idf.il [Bad TOP sequence S ransmt wth different windowl o oivor |10
109.226.28.24 | srael 147.237.72. 166 |aka i i1 | ! €M NG Engine: TCP Invalid Invalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dr opped.
46.210.225.90 [l srael 147.237.77. 233 |atal .idf.il drop Frst packet isn't SYN drop
157.55.39. 106 |[lhited Sates [147.237.77.216 [dover.idf.il |drop Frst packet isn't SYN drop
38.111.147.84 |Uited Sates |147.237. 76. 200 |ei tan aka icr. || CAM NG Engine: TCP Invalid Invalid segnent retransmssion. drop 8
Ret ransm ssi on Packet dr opped.
68.180.231.43 |Lhited Sates |[147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 8
157.55.39.209 [hited Sates [147.237.77.216 [dover.idf.il |drop First packet isn't SN drop 8
8.37.228.77 Lited Sates [147.237.77.216|dover.idf.il |Bl ock HTTP Non Conpl i ant Response out of state noni t or 8
207.46.13.137 |Lhited Sates |[147.237.77.216|dover.idf.il |[drop First packet isn't SYN drop 7
197. 252. 2. 238 Sudan 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
193.81.137.78 |Austria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
90. 209. 211. 196 LKTi;;éjom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
79.176. 98. 189 | srael 147.237.72. 166 |aka.idf . il Bad TCP sequence noni t or 6
192.34.60.103 |thited Sates [147.237.77.216 [dover.idf.il |drop Frst packet isn't SYN drop 6
92.247.181.29 |Bilgaria 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
192. 249. 66. 247 |Uited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 6
79.179.212. 116 | srael 147, 237. 77, 243 |mbi e i or. 1 |LF €M NG Bngine: TCP Invalid Invalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
79.178.98. 192 | srael 147.237.72. 166 |aka.idf.il dr op First packet isn't SN drop 5
192.241.234.4 |wnited Sates [147.237.77.216 [dover.idf.il |drop First packet isn't SYN drop 5
79.178. 98. 192 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout rej ect 5
37.26.148. 133 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
223.176.11.37 |India 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5
174.37.194. 144 |Uhited Sates |147.237.8.14 |e.orchot.idf.illGeo-1 ocati on enf or cenent Geo- | ocati on i nbound enf orcenent  |drop 4
121. 54. 44. 90 Phi 1'i ppi nes 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
94.77.196. 82 Saudi Arabia |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 4
41.47.226.110 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 4
37.59. 111. 20 France 147.237.76. 44 |e.refuah.idf.il|Geo-1 ocati on enfor cenent Geo-| ocati on i nbound enf orcenent  |drop 4
45, 35. 64. 142 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 4
109. 253. 210. 216l srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4




04-29-2016-15:04:09 to 04-29-2016-16:04:09

|Top Attackers In V\AF|

A tacker

Devi ce

ountry ‘Target Address |Site Sgnature Action ‘Count
31. 154. 163. 212 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 282
46.120. 128. 228 |I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 114
46.19. 85. 80 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 29
197.252.2.238 [Sudan 147.237.77.216|dover. i df . i | Mil tipl e Unaut horized URL Access from197.252. 2. 238 B ock 11
89. 139. 155. 129 [l srael 147.237.77. 216 |dover . i df . i | Ml tiple Uhauthorized URL Access from 89. 139. 155. 129 B ock 9
87.70.80.149 |Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 87.70. 80. 149 B ock 5
89. 139. 155. 129 |I srael 147.237.77.216|dover. i df .i | Lhaut hori zed LRL Access to waw i df.il/tenpl at es/ newsf | ash/ nobi | e Bl ock 4
94.230.95.97 |[Israel 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut horized URL Access from 94. 230. 95. 97 B ock 4
197. 252. 2. 238 |Sudan 147.237.77. 216 |dover.idf . il Dstributed Admn B ocki ng B ock 4
66.102.8.238 |[Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/error. htm Bl ock 3
192.34.60.103 |lhited Sates |[147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from 192. 34. 60. 103 B ock 3
87.69.241.6 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/sip storagelfiles/ 3/ B ock 3
46.210. 225.90 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
192.34.60.103 |lhited Sates |[147.237.77.216|dover.idf.il D stributed Admin B ocking B ock 2
37.142.68.17 |lsrael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
46.19.85.166 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
38.111.147.84 |Wnited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to wwwu aka. i df.il/consol e/ core/ doc_ngr/ nul | B ock 2
38.111.147.84 |[lnited Sates |147.237.76.200(eitan. aka.idf.il |Miltiple Unauthorized URL Access from 38.111. 147. 84 B ock 2
94.230. 95.97 I srael 147.237.72.166 [aka. i df . i | vqu\:\tu;g.ril jfe.di Illj?;aiﬁcszscshatr(l)r esour ces/ i mages/ conmon/ hr hori zontal . gi f" B ock 2
66.102.8.238 |Uited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 2
87.69.241.6 I srael 147.237.72. 166 |aka. i df . i | D stributed Lhaut hori zed Method for Known URL on ww aka.idf.il/ B ock
79.178.98.192 |Israel 147. 237.72. 166 |aka. i df . i | %&mﬂ&cﬁqmﬂ“f&' Protocol violation None 1
66.102.7.233 |Uited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
194.28.112.50 |Net herl ands 147.237.0.34 |tikshuv.idf.il Unhaut hori zed URL Access to 147.237. 0. 34/ hnapl/ B ock 1
159. 203. 4. 15 |Canada 147.237.77. 216 |dover . i df . i | D stributed Admin B ocking B ock 1
87.69.241.6 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 87.69.241.6 B ock 1
197. 252.2.238 |Sudan 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to waw idf.il/admn/ Bl ock 1
Uhaut hori zed URL Access to
66. 249. 66. 5 I srael 147.237.77. 176 |mat pash. i df . i|  |ww cogat.idf.il/useful i nfornation/ speaker of nat pash/ pages/ al enby080220 |B ock 1
10. aspx
79.179.212. 116 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
197. 252. 2. 238 |Sudan 147.237.77. 216 |dover . i df . i | Admi n Bl ocki ng B ock 1
66.102.7.240 |Whited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
159.203.4.15 |Canada 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/adminl ogin B ock 1
207.46.13.22 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
66.249.78.97 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
192. 34.60. 103 |Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df . il/admnistrator B ock 1
79.180. 24. 148 |Israel 147.237.76.42 |refuah.idf.il m”::folj;f;il ﬁf 'Aﬁclelszsléie/ref Lo, aspxcheur Bl B ock 1
66.102.8.233 [nited Sates [147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw i df.il/error. htm B ock
159. 203. 42. 143 |Canada 147.237.77. 216 |dover.idf . il Dstributed Admn B ocki ng B ock 1
219. 74. 239. 176 |9 ngapor e 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock
66.249. 78. 234 |Israel 147.237.72. 166 |aka. i df . i | ?45;_ r2'3b;’t 792 Llréagjt:gir 'n?'iinﬁ/ ;;f)f;snsl :;'p Bl ock 1
192.241.234.4 |Uhited Sates |[147.237.77.216|dover.idf.il D stributed Adnin B ocking B ock 1
17.142. 155. 148 |Lhited Sates [147.237.72. 156 |anan. i df.il Uhaut hori zed URL Access to www anan. i df.il/appl e-app-site-association |B ock 1
84.228.166.51 |lsrael 147.237.77. 216 |dover.idf . il Paraneter Type Mol ation SearchText in wwidf.il/ 1065 he/ dover. aspx B ock 1
197. 252. 2. 238 |Sudan 147.237.77. 216 |dover.idf . il Mil tiple Adnin Bl ocking from 197.252. 2. 238 B ock 1
159. 203. 42. 143 |Canada 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to ww i df.il/adminl Bl ock 1
38.111.147.84 |Whited Sates |147.237.76.200|ei tan. aka. i df . i m”gi"fa:‘i;k??dir_i'”'tznplateslsendtofriend/sendmfri end. aspx None 1
87.70.80.149 [l srael 147. 237.72. 166 |aka. i df . i | mu;gr: gffji |lﬁaiprf/c;s;ust/°yahash2015/ sheel on, aspx B ock 1
66.249.79.11 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
64.16.209.152 |tnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to /adnin B ock 1
192.241.234.4 |Uhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/admn Bl ock 1
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