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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il|HTTP- POST- Segrment ed- DoS dest - r eset 13120
0.0.0.0 147.237.77.216 dover.idf.il|HTTP- POST- Segnent ed- DoS dest - r eset 1803
79.183. 206. 152 | srael 147.237.72. 166 aka.idf.il |Block Udp All Nets drop 6
167.114. 156. 16 Canada 147.237.77. 216 dover. i df.il|DC5- Tool - Swi t chbl adG dest - r eset 3

81. 218. 65. 210 I srael 147. 237.72. 166 aka.idf.il |Block Udp All Nets drop 3

119. 93. 119. 137 Phi | i ppi nes 147. 237.0. 200 mu.idf.il |Frk_Under Attack Con_Tcp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il|HTTP Page H ood Attack forward 2
167.114. 156. 16 Canada 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Ste

Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
39.37.129. 149 147.237.77.216  |Pakistan dover.idf.il Xenu Link Seuth User Agent 2
46.151. 52. 231 147.237.77.176  |kraine mat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
13. 92. 100. 128 147.237.77.216 |lLhited Sates dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
163. 172. 140. 23 147. 237. 8. 46 United Kingdom |e.chinuch.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
91. 201. 236. 158 147.237.77.212  |krai ne e. dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
91.193. 74. 175 147.237.76.200 [Gbraltar eitan aka. idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82.78. 38 147.237.8.14 Net her | ands e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
67.211.217.131 147. 237.76. 39 Lhited Sates nobi | e.neitav.idf.il [ET SCAN NVAP -sS w ndow 1024 1
67.211.217. 131 147. 237. 76. 39 Lhited Sates nobi le.neitav.idf.il |ET DROP Sparhaus DRCP Listed Traffic | nbound 1
13. 92. 100. 128 147.237.77.216  |lhited Sates dover.idf.il ET SCAN NVAP -sS w ndow 3072 1
183. 160.248. 157  [147.237.77.216 |China dover.idf.il ET V\\EB SERVER Poi son Nul | Byte 1
91. 201. 236. 158 147.237.77.212  |krai ne e.dover.idf.il ET SCAN NMAP -sS wi ndow 3072 1
91. 201. 236. 158 147.237.77.212  |kraine e. dover.idf.il ET SCAN NVAP -f -sS 1
91.193. 74. 175 147.237.76.198 |Gbraltar e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
67.211.217. 131 147. 237. 76. 39 Lhited Sates nobi | e.neitav.idf.il [ET SCAN NVAP -sS w ndow 2048 1
67.211.217.131 147. 237. 76. 39 Lhited Sates nobi | e.nei tav.idf.il [ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |
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Target Address
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Gountry

SN retransmt wth different

77.125. 125. 193 |I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence . noni t or 99
wi ndow scal e
Sreaning Engine: TGP Invalid i i ssi
66.249. 78. 146 |Uhited Sates |147.237.72.166 |aka idf. il 9 =g nvalid segnent retransmssi on. drop 42
Ret r ansmi ssi on Packet dropped.
46.117.21.189 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 31
Sreaning Engine: TCP Invalid i i ssi
46.19.86.231 |Israel 147.237.77. 243 |mbi le.i o i1 9 =g nvalid segnent retransmssi on. drop 30
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
87.70.77.238 |israel 147.237.0.34 |tikshuv.idf.il g =g nvalid segnent retransmssi on. drop 21
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 65. 221. 200 | srael 147. 237.72. 166 |aka. i f .11 9 =g nvalid segnent retransmssi on. drop 21
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
77.124.29.182 |israel 147. 237. 77. 243 |robi l e i df . i 9 =g Invalid segnent retransmssi on. drop 21
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
87.70.52.243  |Israel 147. 237.72. 166 |aka. i of . | 9 =g nvalid segnent retransmssi on. drop 18
Ret r ansm ssi on Packet dropped.
207.46. 13. 22 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 16
137.120. 209. 0 [Net herl ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
213.57.199. 131 |I srael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
Sreaning Engine: TQP Invalid i i ssi
66.249.64.169 |lhited Sates |147.237.76.86 |navy.idf.il g =g nvalid segnent retransmssi on. drop 12
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
176.13.0.15  |israel 147. 237.72. 166 |aka. i f .11 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.
162.243.71.33 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 12
Sreaning BEngine: TCP Invalid i i ssi
66.249. 64.163 |Wited Sates |147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. dr op 12
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
189.52.87.66 |mrazil 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. dr op 12
Ret ransm ssi on Packet dropped.
198.58.102.96 |lLhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 12
185.27.106. 72 |[lIsrael 147.237.72. 167 |i shurimaka.idf . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
84.111. 227. 100 |l sr ael 147.237.77. 234 |hal ag. i df .i Bad TCP sequence Sretransmt wth different monitor |10
wi ndow scal e
Sreaning BEngine: TCP Invalid i i ssi
176.13.15.71 |israel 147. 237, 77. 243 |nobi l e.i df .i | 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dropped.
205.203.135.1 |lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop
84.1009. 24. 16 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
s SYNVACK retransmt wth different .
79.177.250.4  |Israel 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence wi ndow scal noni t or 8
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
79.177.250.4  |Israel 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
149. 78. 154. 69 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.117.21.189 |Israel 147.237.72. 166 |aka. i of . i | Bad TCP sequence SINCAGK retransmt with different | onior |7
wi ndow scal e
212. 150. 65. 100 |l srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
Sreaning Engine: TQP Invalid i i ssi
66.249.78.199 |Lnited Sates |147.237.72.166 |aka.idf.il g =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
79.177.250.4  |Israel 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaning Engine: TGP Invalid i i ssi
87.71.9.31 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
66.249. 64.190 |Wited Sates |147.237.72. 166 |aka idf.il 9 =g nvalid segnent retransmssi on. dr op 6
Ret r ansm ssi on Packet dropped.
79.177.250.4  |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SIHAK retransmt with different | oonor o
wi ndow scal e
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
85. 250. 129. 171 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i ssi
2.53.141.222 |israel 147.237.77. 243 |robi L e. i of . i1 g =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
81.7.17.171 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop 5
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46. 19. 85. 157 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
37.26.148.231 |Israel 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 4
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
45.35.64.142 |Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 4
84.109.24.16 |Israel 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4
37.26.148.231 |Israel 147.237.77. 176 [matpash.idf.il  |Bad TCP sequence I'nval i d sequence nunber noni t or 4
207.166.250.2 |[lLhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 4
46.19. 85. 12 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 4
Sreaning BEngine: TQP Invalid i i SSi
31.154.29.14 [israel 147. 237. 77. 243 |nobi l e.i df . i1 9 =g nvalid segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dropped.
. . SYNVACK retransmt wth different .
84.109.24.16 |Israel 147. 237. 77. 216 |dover .i df .i | Bad TCP sequence wi ndow scal noni t or 4
37.26.148.231 |Israel 147.237.77. 176 |matpash.idf.il  [SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.120. 128. 228 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 36
46. 19. 86. 231 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 10
77.124.29.182 |[israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 7
46.119.112.23 |Wkraine 147.237.77. 176 |nat pash. i df . i | Mil ti pl e Wnaut hori zed URL Access from46.119. 112, 23 B ock 3
189. 52. 87. 66 Brazil 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 3
109. 65. 137. 28 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
62. 0. 70. 140 I srael 147.237.77.74 |lawidf.il ma{gvelr d??ﬁg&'_ﬁ;g; ';gft eritfader 13uctader Sear chStxt Search in g o 2
176.13.15. 71 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
2.53.141. 222 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 2
46. 19. 86. 254 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
68.180.230.45 |lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9238- he/ r ef uah. aspx |Bl ock 1
185.32.179.28 |lIsrael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
84.94.160.86 | srael 147.237.72. 166 |aka. i df . i | mn;kv:iz?f ?Ff;;rn/;\:hiﬁgiwm in None 1
66. 249. 75. 16 I srael 147.237.76.42 |refuah.idf.il Mil tipl e Unauthorized URL Access from 66.249. 75. 16 B ock 1
59. 183. 15. 57 I ndi a 147.237.77.74 |lawidf.il Mil tipl e Unaut horized URL Access from59. 183. 15. 57 B ock 1
208.90.57.196 |lnited Sates  [147.237.77.216|dover.idf.il Distributed Lhaut horized URL Access on 147.237.77. 216/ B ock 1
5.28.137.181 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
68.180.231.43 |lhited Sates 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw idf.il/atal 1/izkor/ mai n. asp Bl ock 1
62. 16. 74. 184 gz::;”i on 147.237.77. 176 [mat pash. idf . il  |Miltiple Wnauthorized URL Access from 62. 16.74.184 B ock 1
46.119.112.23 [Uraine 147.237.77. 176 |nat pash. i df .i| |PHP Attenpt B ock
84.108.95.183 |[lIsrael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - CGpen Mde None
66.249.75.24  |israel 147.237.76.42 |refuah.idf.il ﬂ?”tzg;’r ;ééjzg‘pifsfzgélii | s/ 7 si 21000/ 3397, | pg Bl ock 1
59. 183. 15. 57 India 147.237.77.74 |lawidf.il PHP At t enpt Bl ock 1
180. 76. 15. 138  |China 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 9757- hel r ef uah. aspx |Bl ock 1
5.28.167. 247 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for waw aka.idf.il/ B ock

62.16. 74. 184 :ZZ::FI on 147.237.77. 176 |mat pash. i df . i|  |Unauthorized URL Access to ww cogat . i df.il/tenpl ates/ general /nobile [B ock 1
46.119.112.23 |Wraine 147.237.77. 176 |mat pash. i df . i|  [Unauthorized URL Access to www cogat.idf.il/xnrpc. php B ock 1
199.30.24.219 |uited Sates  [147.237.77.216|dover.idf .il D stributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 1
84.111.227.100 |lsrael 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul l et 1. gi f |Bl ock 1
66.249.78.199 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/default.asp B ock 1
59. 183. 15. 57 I ndi a 147.237.77.233|atal .idf.il PHP At tenpt B ock 1
183. 160. 248. 157|Chi na 147.237.77. 216 |dover. i df . i | ;\let; ?;ﬁ;if;:;l et ront homet ront 2. ot [40]] Bl ock 1
77.125.125.193 |Israel 147.237.76.42 |refuah.idf.il 1D4§t ;;?_‘1;2‘14;;“;|h§;siﬁ:rdedfe :;tcecssss on B ock 1
66.249.64.131 |lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi ni yonan/ yonan. asp |B ock 1
207. 46. 13. 22 Uhited Sates  [147.237.77.216|dover.idf.il Abnor nal |y Long Request URL B ock 1
66.249.93.119 |[Israel 147.237.77.216|dover . i df . i Dstributed LR is Above Root Directory B ock 1
59.183. 15. 57 I ndi a 147.237.77.233|atal .idf.il Unaut hori zed URL Access to waw atal .idf.il/wp-1ogin. php Bl ock 1
184. 105. 247. 196|Wnited Sates  |147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
83. 68. 225. 42 Sweden 147.237.0.34 |tikshuv.idf.i|l |Paraneter Type Volation catld in wwtikshuv.idf.il/site/story. aspx B ock 1
66.249.75.8 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
46.121. 254. 133 |Israel 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw idf.il/https:/wnidf.il/ B ock 1
207.46.13.137 |lWnited Sates  |147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df . il/1133-19405- he/ dover . aspx) B ock 1
157.55.39. 134 |Uhited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/sites/kurs/ Bl ock 1
2.53.142.23 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
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