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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 9486
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2856
87.69.175. 117 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 101
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 5

212. 143. 254. 66 I srael 147. 237.76. 86 navy. i df .i | Block Udp Al Nets drop 3

204. 42. 253. 2 Lhited Sates 147.237.76. 197 e hinush.idf.il |Bock Np All Net drop 2

204. 42. 253. 2 Lhited Sates 147.237.76. 200 eitan.aka.idf.il |Block Np Al Net drop 2

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack f orward 2

125. 25. 225. 113 Thai | and 147.237.76. 42 refuah.idf.il ock Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address Atacker ’Target Address | Site Sgnature

Country
70.68.224.173 [Canada 147.237.77. 74|l aw i df . i | 5670. HTTP. SQ Injection (SELECT) B ock 1
198. 143. 180. 166[Lhited Sates  |147.237.77.19|l aw forumi df .i | 33?5%:12? G\ Bash HITP Header Renote Code Execution B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
80. 82. 78. 38 147.237.76. 199 Net her | ands e. nakchal .idf .i | ET SCAN NVAP -sS wi ndow 1024 1
193. 227. 34. 78 147. 237. 76. 44 Egypt e.refuah.idf.il ET SCAN NVAP -f -sS 1
58. 218. 204. 211 147.237.0. 17 Chi na mny-kosher -kravi . i df. il ET SCAN Potential SSH Scan 1
174.37.194. 144 147.237.77. 121 Lhited Sates e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
147. 83. 130. 22 147. 237.77. 216 Spai n dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 248. 167. 131 147.237.77. 61 Net her | ands e.cogat.idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147. 237. 76. 202 Net her | ands e halag.idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147.237.72. 14 Net her | ands dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147. 237. 0. 200 Net her | ands rd. i df i | ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147.237.0.15 Net her | ands kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
193. 227. 34. 78 147. 237. 76. 44 Egypt e.refuah.idf.il ET SCAN NMVAP -sS w ndow 1024 1
58. 218. 204. 211 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
174.37.194. 144 147.237.77. 121 Lhited Sates e.navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
174.37.194. 144 147.237.77. 121 Lhited Sates e navy.idf.il ET SCAN NVAP -f -sS 1
89. 248. 167. 131 147.237.77. 233 Net her | ands atal .idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147.237.77.19 Net her | ands lawforumidf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147.237.76. 176 Net her | ands test.ncore.idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147.237.8. 24 Net her | ands elifestyleidf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147.237.0.33 Net her | ands idf.il ET SCAN Potential SSH Scan 1
193. 227. 34. 78 147. 237. 76. 44 Egypt e.refuah.idf.il ET SCAN NMVAP -sS w ndow 2048 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address ‘ Ste

‘Signature

Devi ce

‘Count

Action

Sreaning Bngine: TQP Invalid i i ssi

66.249.78.146 |lited Sates 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 84
Ret r ansni ssi on Packet dropped.

89. 204. 153. 87  |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 67

109. 42. 3. 200 Ger many 147.237.77. 176 |matpash.i of .i | |dr op First packet isn't SN drop 53
Sreanming Engine: TCP Invalid i i ssi

121. 209. 18. 158 |Australia 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. |, 46
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi

37.26.147.239  |israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. | 34
Ret ransm ssi on Packet dropped.

212.33.114. 18 g‘ilcisgi':('ja” Territory. 147, 237. 77. 216 dover.icf. i1 |drop First packet ismt SWN drop 34
Sreaning Engine: TGP Invalid i i ssi

84.111.241.66 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. | 32
Ret ransm ssi on Packet dropped.

208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 30
Sreaning Engine: TCP Invalid i i ssi

46.121. 247. 153 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. g 26
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i ssi

82.166.119.97 [l srael 147.237.77. 243 |nobi l e.i df . | 9 =g Invalid segnent retransmssion. | 24
Ret r ansni ssi on Packet dropped.

188. 120. 148. 107|l srael 147.237.77.234|halag.idf.il |Bad TCP sequence Inval i d ACK nunber nonitor |23

52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 18

107.167.107.11 |india 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 18
Sreanming Engine: TCP Invalid i i ssi

87.70.52.243  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 18
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i ssi

185. 32. 179. 243 |Israel 147.237.77. 243 |nobi l e.i df . | 9 =g Invalid segnent retransmssion. | 18
Ret r ansni ssi on Packet dropped.

121. 209. 18. 158 |Australia 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
Sreaning BEngine: TQP Invalid i i ssi

176.13.14.105 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dropped.

198.58.103. 160 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12

139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
Sreamng Engine: TCP Invalid i i ssi

79.177.68.5 I srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.

198.58.103.28 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12

157.55.39.209 |Uhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10

207.46.13.137 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop

50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
Sreaning Engine: TQP Invalid i i ssi

66.249.64.190 |Wnited Sates 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. |, 9
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

185.32. 179. 254 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dr opped.

70.39.186.218 |Lhited Sates 147.237.77. 216 |dover.idf.il [Bl ock HTTP Non Conpl i ant Response out of state monitor |7

212.143.142.56 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SW drop 7

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6

5.102.254.130 |[lIsrael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi

2.53.12. 61 I'srael 147. 237.77. 243 |obi l e. i . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

79.182. 84. 102 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 6
Sreaning Bngine: TCP Invalid i i ssi

79.177.39.200 |israel 147.237.77. 243 |nobi l e i f . 9 =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.

46.19. 86. 78 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TQP Invalid i i ssi

5.28.189.216 | srael 147. 237. 77. 243 |nobi l e. i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.

182. 118. 20. 214 |Chi na 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
Sreaning Engine: TGP Invalid i i ssi

93.172.242.32 |israel 147.237.77. 243 |nobil e.i df i 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.

31.168.196. 160 |Israel 147.237.72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5

14.198. 18. 47 Hong Kong 147.237.0.34 |tikshuv.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5

46.120.76. 203  [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5

37.46.39. 130 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5

130. 206. 88. 106 |Spain 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

37.26.147.239 |lIsrael 147.237.77.243|mobile.idf.il |[Bad TCP sequence nonitor |4

8.37.227.70 Lhited Sates 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Response out of state noni t or 4

149.78.154.69 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4

5.22.134. 200 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4

192.99. 1. 198 Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
14.198. 18. 47 Hong Kong 147. 237.76. 147 |chi nuch. aka. i df . i[O stributed PHP At enpt Bl ock 41
14.198. 18. 47 Hong Kong  |147.237.76. 147 |chi nuch. aka. i df . i|Mil ti pl e Unaut hori zed URL Access from 14.198. 18. 47 B ock 41
14.198. 18. 47 Hong Kong  |147.237.76. 147 |chi nuch. aka. i df . i|D stributed Adnin B ocki ng B ock 19
79.176.56. 72 I srael 147.237.76.31 |nakchal .idf.il Distributed Unaut horized HTTP Met hod Bl ock
82.166.119.97 |[Israel 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock
37.26.147.239 |[Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 6
62. 0. 70. 140 I srael 147.237.77.74 |law i df il mamelr dp'?le/\goil_i; ggt ';’2? erf)'fader 19uckeader Searchtxt Search in gy ) 5
14.198. 18. 47 Hong Kong |147.237.0.34 |tikshuv.idf.il Ml tipl e Unauthorized URL Access from 14. 198. 18. 47 B ock 4
14.198. 18. 47 Hong Kong [147.237.0.34 |tikshuv.idf.il PHP At t enpt Bl ock 3
79.177.68.5 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
79.179.201.171 [israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/sip storage/files/2/ B ock 3
69.30.223.170 |lnited Sates [147.237.72.166|aka.idf.il Ostributed PHP At tenpt B ock 3
85.64.163.178 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
93.172.242.32 |[israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 2
80.246.139.86 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
46.119. 113. 162 [Wkrai ne 147.237.72. 156 [aman. i df . i | Ostributed PP Attenpt Bl ock 2
14.198. 18. 47 Hong Kong  |147.237.76.42 |refuah.idf.il Ml tipl e Unauthorized URL Access from 14. 198. 18. 47 B ock 2
195. 154. 173. 103|France 147.237.77. 216 |dover . i df .i | Lhaut hori zed URL Access to ww i df.il/nazi Bl ock 2
93.173. 10. 83 I srael 147.237.77. 170 |n@ar achot . i df . i | |Uhaut hori zed HTTP Met hod B ock 2
14.198. 18. 47 Hong Kong  |147.237.72.166|aka.idf.il Ostributed PHP At tenpt B ock 2
14.198. 18. 47 Hong Kong  [147.237.76.42 |refuah.idf.il PHP At t enpt Bl ock 2
79.176.56. 72 I srael 147.237.76.31 |nakchal .idf.il Mil ti pl e Unauthori zed URL Access from 79. 176. 56. 72 B ock 2
14.198. 18. 47 Hong Kong |147.237.0.34 [tikshuv.idf.il Ml tiple Adnin Bl ocking from 14.198. 18. 47 B ock 2
207.46.13.137 |Lhited Sates [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to wawidf.il/error. htm Bl ock 2
66. 249. 79. 89 | srael 147.237.77.216|dover. i df . i | D stributed Lhauthori zed UR. Access on www i df.il/error.htm B ock 2
69.30.223.170 |lnited Sates [147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from 69. 30. 223. 170 B ock 2
79.176.56. 72 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to waw nakhal .idf.il/sip_storagel/files/8/ B ock 2
109. 67. 200. 251 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
185. 32. 179. 254 |Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 2
79.177.39.200 |Israel 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode Bl ock 1
109. 253. 224. 124|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
68.180.229.89 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed LRL Access to ww aka.idf.il/snalinihtm/4. asp B ock 1
85. 65. 90. 105 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset . css B ock 1
14.198. 18. 47 Hong Kong  |147.237.76.42 |refuah.idf.il Mil tiple Adnin B ocking from 14.198. 18. 47 Bl ock 1
79.179.201.171 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for wwwu aka. i df.il/ B ock 1
74.82.47.3 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
1.39.21.135  |india 147.237.77. 176 |nat pash. i df . i | mulzg;t' zed LR f:;;sast - honepagel mobi | ¢ Bl ock 1
188. 120. 148. 107 |l srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/ i mages/ shared/ bul | et 1. gi f B ock
93.173.10.83 | srael 147.237.77. 170 |maarachot . i df . i | |Miltipl e Unauthorized URL Access from93.173. 10. 83 B ock
66.249.75.16  |Israel 147.237.76.42 |refuah.idf.il ﬂ?“tzggr ;éf’gzﬁpfgfgf;g;oﬂ s/ 9/ i 26100X0/ 2969 | pg Bl ock 1
14.198. 18. 47 Hong Kong  |147.237.72.166|aka.idf.il Ostributed Adnin B ocki ng B ock 1
120. 146. 153. 24 |Austraia 147.237.76.30 |hi nush.idf.il Unhaut hori zed URL Access to 147.237. 76. 30/ changel og. t xt B ock 1
69.30.223.170 |lhited Sates [147.237.72.166|aka.idf.il Ostributed Admin B ocki ng B ock 1
46.119. 113. 162 |Wkrai ne 147.237.72. 156 [aman. i df . i | Ml tipl e Unaut horized URL Access from 46. 119. 113. 162 B ock 1
86.134.233.73 zi;gegom 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
2.53.12.61 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
66.249.78.234 | srael 147. 237.72. 166 |aka. i df . i | ﬂ?fnzg(;r.i7zzdlés‘mpfgf§ia}? f showbi g. 8spx B ock 1
84.111.39.77  |israel 147.237.72. 166 |aka. i df . i | m”;r:&?r I""I"/ertr;r mg\fhgﬂﬁmﬂpl None 1
17.142.159. 155 [hited Sates [147.237.77.176|mat pash. i df.il Lhaut hori zed LRL Access to www cogat . idf.il/appl e-app-site-association |Bl ock 1
79.177.136. 159 |lIsrael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized Method for Known URL from 79. 177. 136. 159 B ock 1
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