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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 16070
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2049

82. 145. 218. 194 Eur ope 147.237. 76. 42 refuah.idf.il ock Ip Wb In drop 7

81.218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Block Wdp All Nets drop 3

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 2

185.94. 111. 1 Russi an Federation 147.237.76. 31 nakchal .idf.il |Bock Np Al_Net drop 1
46.174.54. 63 Russi an Federation 147.237. 76. 42 refuah.idf.il ock Udp Al _Nets drop 1
87.70.91. 92 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1
71.6.146. 186 Lhited Sates 147.237. 76. 202 e halag.idf.il ock Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address ‘Site |Sgna1 ure Devi ce Action |Oount

70. 68. 224. 173 Canada 147.237.77. 74 lawidf.il |[5670: HITP. SQ Injection (SELECT) B ock 2
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

70. 68.224. 173  |147.237.77.74 |Canada lawidf.il S Injection - Select From 3
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
66. 249. 93. 42 147.237.76.31 |Europe nakchal .idf.il ET SCAN NVAP -sA (2) 2
192. 227. 172. 158|147. 237. 72. 166 |Lhited Sates |aka.idf.il SERVER- WEBAPP admi n. php access 1
183.221.192. 44 (147.237.0.35 |China akavs. i df il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 34 |Chi na yohal an. i df . i ET SCAN Potential VNC Scan 5900- 5920 1
179. 43. 141. 214 |147.237.8.14 [Satzerland e.orchot.idf.il ET SCAN Potential SSH Scan 1
213.16.45.243 [147.237.0.35 |Bilgaria akaws. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
52. 16. 5. 197 147.237.77. 216 |Irel and dover.idf.il portscan: TCP D stributed Portscan 1
213.16.45.243 |147.237.0.35 |Bulgaria akaws. i df . i ET SCAN NVAP -f -sS 1
203.86.29.220 |147.237.8.46 |China e.chinuch.idf.il ET SCAN NVAP -f -sS 1
183.221. 192. 44 |147.237.76.39 [China nobi | e. nei tav.idf.i |[ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 148 |Chi na gacenter.aka idf.il [ET SCAN Potential WNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.76.31 |China nakchal . i df.il ET SCAN Potential VNC Scan 5900- 5920 1
112. 169. 100. 157|147. 237. 76. 86 Okfrea' REPUDI T C | vy, il | ET SCAN Potential SSH Scan 1
213.16.45.243 |147.237.0.35 |Bilgaria akavs. i df i | ET SCAN NVAP -sS w ndow 2048 1
46.151.52.231 |147.237.0.34 |Wraine tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
203.86.29.220 [147.237.8.46 |[China echinuch.idf.il [ET SCAN NMAP -sS wi ndow 2048 1

i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

203.81.149.94 [147.237.76.34 |'0"%® REPUDL T C |\ ey o, i . Potemtial Sean or Bute Foré/e 1
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|Top Attackers In FW |

At acker

count ry Target Address |Ste Signature
205.203.135.1 |Wited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 51
Sreaning BEngine: TCP Invalid i i ssi
2.53.56.116  |Israel 147. 237. 77. 243 |nobi l e.i df .i | g =g Invalid segnent retransmssion drop 33
Ret r ansm ssi on Packet dropped.
85. 250. 157. 239 |l srael 147.237.77. 233 |atal i f i Bad TCP sequence S retransmt wth different moni tor  [23
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
109. 253. 139.6 |Israel 147. 237. 77. 243 |nobi l e.i df .i | g =g Invalid segnent retransmssion drop 21
Ret r ansm ssi on Packet dropped.
r ing Bngine: TCP Invali i i ssi
79. 180. 197. 101 I srael 147, 237. 77, 243 |roti L e i i1 | €M NG Engine: TGP alid Invalid segnent retransmssion. drop 21
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.13.17. 114 |israel 147. 237. 77. 243 |nobi l e.i df .i | g =g Invalid segnent retransmssion drop 21
Ret r ansm ssi on Packet dropped.
213.57.199. 131 |I srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 17
213.57.199. 131 |I srael 147. 237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
141. 0. 14. 219 Eur ope 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 16
213.57.199. 131 |I srael 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 14
213.57.199. 131 |I srael 147.237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
162. 243. 126. 57 |Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 12
r ing Bngine: TCP Invali i i ssi
2.53.43.138  |Israel 147.237.77. 243 |mobi e iop i1 | €AM NG Engine: TP Invalid invalid segnent retransnission drop 12
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
176.13.14.43  |israel 147. 237.72. 166 |aka. i df .11 g =g Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
r ing Bngine: TCP Invali i i ssi
89.138. 58. 255 |l srael 147, 237. 77, 243 |roti L e i i1 | €@M NG Engine: TGP alid Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dropped.
50.116.30.23 [lLhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 12
. . SYNretransmt wth different .
85. 250. 157. 239 |l srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal e noni t or 11
Sreaning Engine: TCP Invalid i i ssi
66.249.78. 146 |Wited Sates |147. 237.72. 166 |aka.idf il 9 =g Invalid segnent retransmssion. dr op 9
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.85.99  [israel 147.237. 77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransnission. dr op 9
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.66.47 |Wited Sates |147.237.0.34 |tikshuv.id.il 9 =g Invalid segnent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
85. 64. 113. 145 | srael 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransnission. drop 8
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
87.70.70.148 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46. 120. 129. 110 |I srael 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransnission. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.178.18.88 |l srael 147. 237. 77. 243 |mobi l e. i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.26.147.151 [israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransnissi on. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
87.70.114. 243 |Israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249. 66. 190 |United Sates |147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransnissi on. dr op 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.13.1.32  |israel 147. 237. 77. 243 |mobi l e, i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249. 64. 190 [Wnited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransnissi on. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.53.51. 64 I srael 147. 237. 77. 243 |mobi l e, i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
176.13.3.223  |israel 147.237. 77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransnissi on. dr op 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
87.70.0.213  |Israel 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
84.94.205. 139 |Israel 147. 237. 72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 6
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
157.55.39.209 |lLhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 4
213.57.161.9  |[lIsrael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 4
5.22.130. 125 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 86.224  |Israel 147.237.72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 4
Sreaning Engine: TGP Invalid i i ssi
149.78.72.170 |Wited Sates |147.237.77.243|nobile idr il 9 =g Invalid segnent retransnissi on. dr op 4
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.120. 66. 154 |l srael 147. 237.77. 243 |mobi l e. i f i 9 =g Invalid segnent retransmssion. dr op 4
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
176.13.19. 159 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransnissi on. drop 3
Ret ransmi ssi on Packet dropped.
213.57.193. 122 |I srael 147. 237. 72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TGP Invalid i i sSi
66. 249. 93. 245 |Eur ope 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
128.242.249. 11 |Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i ssi
176.13.6.175  |Israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion drop 3
Ret r ansm ssi on Packet dropped.
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Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

46.19.85.176  |Israel 147. 237. 72. 167 |i shuri maka. i of . i > dro
Ret ransni ssi on Packet dropped. P

94.77.196. 82 Saudi Arabia |147.237.77.216|dover.idf.il drop First packet isn't SYN drop

213.57.161.9  |[lIsrael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber alert
Sreamng Engine: TCP Invalid i i ssi

66.249. 66. 184 |Wnited Sates |147.237.0.34 |tikshuv.id.il 9 =g Invalid segnent retransmssion. drop
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

2.55.32.233  [israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransnission. drop

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.56.116 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 9
79.180. 197. 101 |lIsrael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode Bl ock 5
176.13.17. 114  |Israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code Bl ock 5
109. 253.139.6  |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 5
89.138.58.255 |[Israel 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode Bl ock 3
192. 227.172. 158|Wnited Sates [147.237.72.166|aka.idf.il Ml ti pl e Unhaut hori zed URL Access from 192. 227, 172. 158 B ock 3
185.32.179.42 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 99 I srael 147.237.77. 243 |nobi | e. i df . i | DO stributed Suspici ous Response Qode Bl ock 3
132. 66.237.92 |Israel 147.237.77.216|dover.idf .il Unaut hori zed URL Access to ww i df.il/anan/ sitel defaul t.asp Bl ock 2
176.13.1.32 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 2
87.70.9. 159 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.i|/mai n/ sachar/ undefi ned Bl ock 2
46.120.66.154 |Israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code Bl ock 2
192.227.172. 158|Uhited Sates [147.237.72.166|aka.idf.il PHP Att enpt B ock 2
46.120.129. 110 |Israel 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspici ous Response Qode Bl ock 2
85.64.113.145 [Israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code Bl ock 2
2.53.43.138 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 1
85. 65. 74. 99 I srael 147. 237.72. 166 |aka. i df . i | mn;;“: iZ?T ﬁ”/e;;r n/;\c/'hmT.ifRYPTED in None 1
217.132. 131. 141 |l srael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ Bl ock
68.180.231.43 |lnited Sates [147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin v i df . il/1153- he/ dover. aspx B ock 1
46.117.216.81 |Israel 147.237.72. 166 |aka. i df . i | LL'rigeil/ i?“ageeg?ing:a;:;fgoibgcﬁi’ fm’j W kapat 2/ [ 1 es012 B ock 1
88. 198. 44. 46 Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df.il/main/smalinisnalimaspx |B ock 1
79.179.145.69 | srael 147. 237.72. 166 |aka. i df . i | mn;’x iZ?T ﬁ”/e;;r N;I\C"hiﬂﬁmézgpi None 1
66.249.64.230 |Israel 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robot s. t xt Bl ock 1
192.227.172. 158|Uhited Sates |147.237.72.166 aka.idf.il Mil tiple Admin B ocking from 192.227.172. 158 Bl ock 1
149.78.72.170 |UWited Sates |[147.237.77.243|nobile.idf.il O stributed Suspicious Response Code Bl ock 1
2.53.51. 64 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode Bl ock 1
85. 250. 157. 239 |Israel 147.237.77.233|atal .idf . il Uhaut hori zed URL Access to 147.237. 77. 233/ 1134- he/ at al . aspx B ock 1
68.180.231.43 |wnited Sates [147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin vww i df . i |/1380- he/ dover. aspx Bl ock 1
176. 13. 3. 223 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode Bl ock 1
46.117.216.81 |[Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from46. 117. 216. 81 Bl ock 1
66. 249. 75. 8 I srael 147.237.76.42 |refuah.idf.il ﬂ?f’;g;’f;géﬁzﬁpﬁfgﬁgéfﬁ | es/ 8/ si 261000/ 3285, pg Bl ock 1
157.55.39.200 |Uited Sates [147.237.77.216|dover. i df il | ohohorieed LR Aesess | Gover . aspr-t ] e=over B ock 1
77.237.138. 202 g‘;‘gﬂc 147.237.77.234|hal ag. i df . i | Unaut hor i zed URL Access to / B ock 1
85. 64. 42. 247 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
66.249.75.24  |Israel 147.237.76.42 |refuah.idf.il ﬂ?f’;g?f;géﬁzﬁpfgfgf;’g;oﬂ s 2/ s 26100X0/ 2422, pg Bl ock 1
164.132.161.31 |italy 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to waw i df.il/kesher Bl ock
40.77.167.9 Lhited Sates |[147.237.77.216|dover.idf.il Distributed Unauthorized URL Access on 147.237.77.216/ B ock
88.156.120. 11  |Pol and 147.237.77. 216 |dover. i df . i | mrmafztferl J‘ffn;fg:;' 22n';t ofri end sendt of i end. asix Bl ock 1
79.178.18.88 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
109. 253. 140. 138|l srael 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspici ous Response Qode Bl ock 1
68.180. 230. 108 [Lhited Sates |147.237.76.31 |nakchal .idf.il \;P:rwa';?kf]; Tﬁ”ﬂ;ﬁ \fl‘j'ﬁt);g”h;agzk'\‘h‘;” gspx Bl ock 1
207.46. 13. 22 Lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/mivtza B ock 1
164.132.161. 43 |italy 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df.il/newsite/ hebrew nai n. asp Bl ock 1
88.156.120. 11  |Pol and 147.237.77. 216 |dover. i df . i | \;Pjrwaf?ferl Jﬁ‘fﬂ;f:t'fs/' ggn:jt o i end sendt of i end. aspx Bl ock 1
79.178.153.50 | srael 147.237.76.31 |nakchal .idf.il muagsg;zﬁddfﬁ /Af:rf'jsattec;/ horepage/ mobi | ¢ Bl ock 1
51. 255. 65. 97 France 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/niluinhebrew asp/ defaul t. asp Bl ock 1
192.227.172. 158|Uhited Sates [147.237.72.166|aka.idf.il Adm n Bl ocki ng B ock 1
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