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I 66. 249. 78. 146
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M 68. 180. 231. 43
[ 136. 243. 5. 203
Il 52. 29. 223. 39
38.111. 147. 84
M 37. 26. 149. 211
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 14
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack dr op 2

219. 255. 42. 89 Korea, Republic of 147.237.76. 148 gocenter. aka. i df.il B ock Wp Al Nets drop 1

139. 196. 8. 79 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
185.94.111.1 Russi an Federation 147.237.76. 30 hi nush. i df . i | B ock Np Al Net drop 1
141.212.122. 84 Lhited Sates 147.237.76. 34 yohal an.idf.il B ock UWp Al _Nets drop 1
185.94.111. 1 Russi an Federation 147.237.76. 44 e.refuah.idf.il B ock Np Al _Net drop 1
141.212. 122. 85 Lhited Sates 147.237.76. 34 yohal an.idf.il B ock_Udp Al _Nets dr op 1
185.94.111.1 Russi an Federation 147.237. 76. 148 gocenter. aka. i df.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

Gonnections, Potential Scan or Brute Force

1.187.26. 174 147.237.77.19 [India I aw forumi of il GPL SCAN nmap TCP 3
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
174.37.194. 144 |147.237.77.178|Whited Sates  |e natpash.idf.il ET SCAN NVAP -sA (2) 2
91.216.3.130  |147.237.72. 166 gj::;”ion aka.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
46.17.100. 16 147.237.0.17  |Netherl ands mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
201. 238. 240. 139147. 237. 76. 200 |Chil e eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193.219.125.17 |147.237.77. 216 ?;Z:;:I”ion dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
190. 124. 35. 115 |147. 237. 77. 170 [N car agua naar achot . i df . i | ET SCAN NVAP -sS w ndow 3072 1
174.37.194. 144 |147.237.77.178|Uhited Sates e. mat pash. i df .il ET SCAN NVAP -sS w ndow 3072 1
161. 202. 120. 149(147. 237. 77. 234 |Japan hal ag.idf.il ET SCAN Potential SSH Scan 1
110. 138, 129. 1001147 237 0.33 || ndones il ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
. . . . . 0. naonesi a . . .
Gonnections, Potential Scan or Brute Force
46.17.100. 16 147.237.0.19 [Netherl ands madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
190. 124. 35. 115 |147. 237. 77. 170N car agua naar achot . i df . i | ET SCAN NVAP -sS w ndow 4096 1
185.103. 252. 11 |147.237.0.17 gj;:lnim mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
174.37.194. 144 |147.237.77.178|United Sates e natpash.idf.il ET SCAN NMAP -sS wi ndow 2048 1
174.37.194. 144 |147.237.77.178|thited Sates  |e natpash.idf.il ET SCAN NVAP -f -sS 1
o o ET SCAN Behavi oral Lhusual |y fast inbound Tel net
122.3.133. 57 147.237.76. 42 |Philippines refuah.idf.il 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Czech . . -

194. 228. 113. 179 Republ i ¢ 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 33
Sreaming Engine: TCP Invalid i i ssi

66.249. 78. 146 |lhited Sates |147.237.72. 166 |aka.idf.il 9 =9 Invalid segnent retransmission drop 30
Ret r ansni ssi on Packet dropped.

136. 243.5.203 |Ger many 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 20

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 20

68.180.231.43 |lhited Sates [147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 18

52.29.223. 39 Ger many 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 18

38.111.147.84 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 17

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 17

62.202. 183. 233 |Snitzerl and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 17

52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 16

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 16

139. 162. 216. 112|nited Sates [147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 12
Sreaning Engine: TCP Invalid i i ssi

37.26.149. 211 | srael 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission. drop 12
Ret r ansni ssi on Packet dropped.

162.243.126.57 |Whited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 12
Sreaning Engine: TCP Invalid i i ssi

217. 132. 119. 106|i srael 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.

157.55.39.209 |Whited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 9
Sreanming Engine: TCP Invalid i i sSi

217.132.39. 242 |Israel 147.237.77. 243 |robi le. i f . | 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

85. 64. 28. 23 I srael 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion drop 8
Ret r ansni ssi on Packet dropped.

207. 46. 13. 22 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 7

149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7

212.179. 90. 106 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi

185.3.147.119  |Israel 147.237.72. 166 |aka i of .11 9 =9 Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.

92.247.181.31 |Bllgaria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop

70.198.203. 121 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi

66.249. 66. 184 |lhited Sates [147.237.0.34 |tikshuv.idf.il 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.

97.74.24.187 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi

87.70.52.243  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.

198.58.103.92 |lWhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi

37.26.148.227 |israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

37.46.39. 213 I srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 5

157.55.39.106 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SYN drop 5

79.177.41.122  |Israel 147.237.72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 5

50.87.144.145 |lhited Sates [147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 4

109. 253. 227. 108! srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

41.105.76.180 [Ageria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4

88. 254. 110. 197 |Turkey 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4

174.37.194. 144 |Uhited Sates [147.237.77.178|e. natpash.idf.il|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enforcenent |drop 4

45. 35. 64. 142 Lhited Sates [147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 4

198.58.102.95 |Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 4

79.177.41.122  |israel 147.237.72.156 |lanan.icf.il  [Bad TCP sequence SINAK retransmt with different Jooior  |a

w ndow scal e

192. 249. 66. 247 |Whited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 4
Sreanming Engine: TCP Invalid i i ssi

66.249.66.190 |Wnited Sates [147.237.0.34 [tikshuv.idf.il 9 =g nvalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

109. 64. 128. 197 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

176.13.19.101 [israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

66. 249. 93. 245  |Eur ope 147.237.72. 166 |aka i of .11 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

66.249.64.190 |lWnited Sates |147.237.72.166 |aka.idf.il 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

79.180.21.30  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

93.172.254.36  |Israel 147.237. 77. 243 |robi | e i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

79.183.186.52 | srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransnssion. drop 3

Ret ransni ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
217.132. 119. 106 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 19
109. 67.219.53 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
149.78.7.185 Lhited Sates 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
195. 154. 162. 140|France 147.237.77.216|dover. i df .i | PHP Attenpt Bl ock 3
195.154.59. 69 |France 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code B ock 3
5. 28. 167. 247 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/sip storagelfiles/ 9/ B ock 3
195. 154. 162. 140|France 147.237.77.216|dover.idf .i | Mil tipl e Unaut hori zed URL Access from 195. 154. 162. 140 B ock 2
149. 88. 213. 236 |l srael 147.237.77. 216 |dover . i df . i | Ml tiple Unhauthorized URL Access from 149, 88. 213. 236 B ock 2
176. 106. 40. 252 ga:lcisgi':éa” Territory. 1147, 237.77. 176 |mat pash. i df . i | |Mil tiple Unaut hori zed UR. Access from 176. 106. 40. 252 B ock 2
37.26.149.211 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock
217.132.39.242 |[israel 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock
79.181.15.84  |israel 147.237.72. 166 |aka. i df . i | thaut hori zed LR. Access to B ock 1
vy aka. i df . i |/ mai n/ gi yus/ f or ns/ aspx
51. 255. 65. 2 France 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df . il/1503-en/ dover. aspx. B ock 1
164.132.161. 41 |italy 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/newsite/english/links.asp |B ock 1
93.172.132. 132 |lsrael 147.237.72.166 |aka. i df . i | Uhaut hori zed Method CPTI ONS for ww aka. i df . i |/ mai n/ sachar/ B ock 1
] . . Paranet er Type M ol ati on PageNumin
68.180.229. 241 |lhited Sates 147.237.77.176 |nat pash. idf . il | cogat . df . |/ 1035- ar/ cogat . aspx Bl ock 1
. . . . Unaut hori zed URL Access to
37.9.122. 203 Russi an Feder at i on 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1283- 13885- en/ dover . aspx. B ock 1
79.182. 80. 24 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
] . . . Dstributed Paraneter Type Mol ation on
54.189.220.2 United Sates 147.237.0.34  [ti kshuv.idf.il wan ti kshuv. i df . i |/ nodul es/ f or uns/ f or um aspx par anet er For uni d Bl ock !
. . . Lht raceabl e SS. Sessions: Protocol violation
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
68. 180. 230. 184 |[Wnited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
149. 88. 213. 236 |l srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to v idf.il/tenpl ates/articl e/ nobile Bl ock 1
80. 246. 139. 200 |l srael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
] . . . Paraneter Type Mol ation Forunmid in
54.203.211. 102 |Uhited Sates 147.237.0.34 |tikshuv.idf.il v i kshuv. i df . 1/ modul es/ f or uns/ f or um aspx B ock 1
Pal estinian Territory, ; ; Unaut hori zed URL Access to
176.106. 40. 252 |y i e 147.237.77. 176 |mat pash. i df . i | ww cogat i df .i1/si . storagel i | es/ 9/ 4629, pg Bl ock 1
77.126.24.177 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1250-he/ atal . aspx |B ock 1
195. 154. 162. 140|France 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to waw idf.il/xnrpc. php Bl ock 1
38.111.147.84 |lhited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/894-he B ock 1
151.80.31.179  |Fance 147.237.76.86 |[navy.idf.il Lhaut hori zed URL Access to waw navy. idf.il/f Bl ock 1
84.94.61.61 [Israel 147.237.72. 166 |aka. i df . | thaut hori zed Method HEAD for Bl ock 1
wwy aka. i df . i |/ mai n/ sachar/ vi enpaysl i p. aspx
. . Unaut hori zed URL Access to
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
5.28.167. 247 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized URL Access fromb5. 28. 167. 247 B ock 1
141.212.122. 161|United Sates 147.237.0.19 |nadi matal .idf.i|wauthorized URL Access to 147.237.0.19/ B ock
77.237.138.202 |Czech Republic 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to / B ock
46.120.135.9  |israel 147.237.72. 166 |aka. i df . i | Unknown Paranet er __VI ENBTATEENCRYPTED i n None 1
wn aka. i df . i1/ mai n/ sachar/ mai | box. aspx
157.55. 2. 174 Lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on waidf.il/error.htm B ock
87.70. 93. 99 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod CPTIONS for waw aka. i df . i |/ sachar/ B ock
. . Unhaut hori zed URL Access to
66.249.78.234 |Israel 147.237.72.166 |aka. i df . i | 147.237.72. 166/ si p st or age/ fi | es/ 7/ 63017. doc Bl ock 1
195. 154. 162. 140|France 147.237.77. 216 |dover.idf . il Admin Bl ocki ng B ock 1
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