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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 3
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3
204. 42. 253. 2 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il B ock Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 148 gocenter.aka.idf.il B ock Np Al Net drop 2
66. 240. 236. 119 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock_ Udp Al _Nets drop 1
185.94. 111. 1 Russi an Federati on 147.237.76. 198 e.yohal an.idf.il ock Wp Al _Nets drop 1
185.94.111. 1 Russi an Federation 147.237.76. 30 hi nush. i df .i | ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
79.178.173.79  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 2
66.249. 64,191 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
188. 136. 144. 104|147. 237. 77. 61 :é;ﬂbli'z'i'fm ecogat.idf.il |ET SCAN NVAP -f -sS 1
161. 202. 120. 149(147. 237. 0. 34  |Japan tikshuv.idf.il |ET SCAN NVAP -sS w ndow 1024 1
161. 202. 120. 149|147. 237.0. 19  [Japan nadimatal .idf.i|\ET SCAN NVAP -sS wi ndow 1024 1
109. 64. 55. 100  [147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
188. 136. 144. 104|147. 237. 77. 61 :{e;“ubli'zlﬁfmc ecogat.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
161. 202. 120. 149|147. 237.0.35  [Japan akavs. i df . il ET SCAN NVAP -sS w ndow 1024 1
161. 202. 120. 149|147.237.0.19  |Japan madi matal .idf.i |ET SCAN Potential SSH Scan 1
124,122 24013 |147. 237, 0.35  |Trai 1 and akave. i df il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
80. 82.78. 38 147.237. 77. 121 |Net her | ands enavy.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
66.249. 78.158 |147.237.72.166 |Lhited Sates aka.idf.il SEF{x/ER—APAO—E.Apache mod_ssl non-SS. connection to S3. port 1
deni al of service attenpt
46.17.100. 16 147.237. 77. 178 |Net her | ands e.natpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
188. 136. 144. 104|147. 237. 77. 61 :{Qﬂa:i'?c ecogat.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘S’ te ‘Signatu re Acti on ‘Count
93. 185.232. 121 |Lebanon 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 55
23.233.59.181 |Canada 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 48
66.249.78.146 |Wnited Sates 147.237.72. 166 |aka a1 |7 €AM NG Engine: TCP Invalid imvalid segnent retransnissi on. drop 42
Ret r ansni ssi on Packet dr opped.
139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 30
223.62.234.101 |Korea, Republic of 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 26
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
79.179.30. 5 I'srael 147.237.77. 243 |rvi e i1 | SAM NG Engine: TCP Inval id - invalid segnent retransmssion. |y 21
Ret r ansni ssi on Packet dr opped.
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 21
185. 61.138. 125 |lkraine 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
94.230.86.252 | srael 147, 237.76. 200 [ei tan aka i of .| | S2M NG Engine: TP Invalid invalid segnent retransmssion. | o 18
Ret r ansni ssi on Packet dr opped.
66.249.64.190 |Wnited Sates 147.237.72. 166 |aka a1 |7 €AM NG Engine: TCP Invalid invalid segnent retransnissi on. drop 18
Ret r ansni ssi on Packet dr opped.
68.180.231.43 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 17
213.57.63.143 |lsrael 147.237.77. 243 |mbi le.idf.il |drop First packet isn't SYN drop 15
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 15
175.157.55.9 Si Lanka 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 14
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
207.46.13.137 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
66.249.93. 119 |Europe 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 14
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
79.176.38.48  |israel 147.237.77. 243 |rbi et 1 || CAM NG ENgine: TP Invalid imalid seonent retramsmssion |y o 12
Ret ransni ssi on Packet dr opped.
37.26.147.239 |Israel 147, 237. 77, 243 |obile. i1 [ S NG Engine: TCP Invalid Jinvalid segnent retransnssi on drop 12
Ret r ansni ssi on Packet dr opped.
109. 64.134.96 | srael 147.237.72. 166 |aka a1 |7 €AM NG Engine: TCP Invalid invalid segnent retransnissi on. drop 12
Ret ransni ssi on Packet dr opped.
5.144.62.154  |Israel 147.237.72. 166 |aka i 11 | S NG Engine: TCP Invalid Jinvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
198.58.103. 160 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
208.115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
66. 102. 6. 131 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
85. 248. 227. 164 | ovakia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
46. 43. 89. 114 (F;ajcis;iigjja” Territory. 1y 47 237. 7. 216 |dover.idf. i1 |dr op First packet ism't SWN drop 10
86. 165. 226. 209 |Unhited Ki ngdom 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
66.249.93. 115 |Europe 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
171.25.193.77 |Sweden 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
37.26.146.195 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
37.26.148.248 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
46. 19. 85. 246 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber alert 6
2.53.16. 210 I'srael 147.237.77. 243 |rvi e i o1 | SAM NG Engine: TCP Inval id - invalid segnent retransmssion. |y 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 246 I 'srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
66.249. 66. 184 |Lhited Sates 147.237.0.34  |tikshuv. i i1 [ 7 EAM NG Engine: TCP Invalid invalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dr opped.
79.179. 144. 240 |Israel 147, 237. 77, 243 |mobile. i o1 [} S NG Engine: TCP Invalid Jinvalid segnent retransnssion drop 6
Ret r ansni ssi on Packet dr opped.
176.13.3.59 I srael 147.237.77. 243 |rvi e i o1 |7 SAM NG Engine: TCP Inval id - invalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dr opped.
91.143.235.191 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
217.132.151.80 | srael 147.237.77. 243 |rvi e i a1 |7 €AM NG Engine: TCP Inval id - imvalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dr opped.
66.249. 66.47  |Uited Sates 147.237.0.38  |tikshuv. i i1 |7 6AM NG Engine: TCP Inval id invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dr opped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
92.247.181.29 |Bulgaria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
88. 254. 110. 197 |Turkey 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
157.55.39.209 |lWhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5
46. 19. 85. 246 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber aert 5
207. 46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
5.29.252.173 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 101
46.118. 156. 3 Wrai ne 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwy i df.il/1556-en/ B ock 6
79.179.30.5 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 4
199. 30. 25. 128 |Uited Sates |147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waidf.il/error.htm B ock 4
217.132.151.80 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 3
79.176. 38. 48 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 3
150. 129. 184. 71 |Mil aysia 147.237.77.233|atal .idf.il PHP At enpt Bl ock 2
144.76.90. 230 [Ger many 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 144. 76. 90. 230 B ock 2
5.22.135. 191 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
109. 253. 220. 182|I srael 147.237.77.243|mobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex B ock 2
199. 30. 24,237 |lhited Sates |[147.237.77.216|dover.idf.il Ostributed Wnaut hori zed URL Access on ww i df.il/error.htm B ock 2
85. 65. 127. 79 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 85. 65. 127. 79 B ock 2
37.26.147.239 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 2
144.76.90.230  |Ger many 147.237.77.216|dover. i df . il Distributed Lhaut hori zed URL Access on wwidf.il/error.htm B ock 1
2.53.16. 210 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
207.241. 229, 225|United Sates |147.237.0.34 |tikshuv.idf.il mutt Ihlfsrr:uf/e? deﬁ‘l ffgﬁ;ztte‘;/ oprol escat egory! oprol escategory. i naspx |B 0K 1
66.249. 78.158 | srael 147. 237.72. 166 |aka. i df . i | &Tﬁﬁ&%ﬁf&f& Frotocol violation None 1
40. 77. 167. 96 Lhited Sates [147.237.0.34 |tikshuv.idf.il Lhaut hori zed LRL Access to tikshuv.idf.il/eitan/listpage/ Bl ock 1
93.109. 218. 123 |CQyprus 147.237.77. 243 |nobi l e. i df . i | SSL Wntraceabl e Connection - Qpen Mde None
66. 249. 79. 107 | srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77.216/robot s. t xt B ock
66.249.75.16 | srael 147.237.76.42 |refuah.idf.il ﬂ?f;g?f;é?jz?pfgfsfzgéﬁi | s/ O si ze100x0/ 2690  pg Bl ock 1
176.10.99.206 |Satzerland  [147.237.77.216|dover.idf .il m:;ﬁ?’e ,meﬁ,fj’f;ﬁ{sym pts/jquery/jquery-1.4.2.nin.js B ock 1
79.179. 144. 240 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 1
212.91.120.154 [Qoatia 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for www aka. i df.il/mai n/ hone/ defaul t.aspx |B ock 1
66.249.78.234 I srael 147. 237.72. 166 [aka. i df . i | ﬂ?”gg?rgeg&% gfsctesfa;; {11 o5/ 9/ 60829, pef Bl ock 1
150. 129. 184. 71 |Mil aysi a 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to atal.idf.il/wp-1ogin. php B ock 1
109.226.28.77 |Israel 147.237.72. 166 |aka. i df . i | mmm:l”;’k":iﬁr_?rlﬁg mcégfﬁiclt;aggficggﬁgfcphsaChar$°t' 99 in None 1
68.180.231.43 |lhited Sates |147.237.77.216|dover.idf.il mﬂt:ﬂ'lif}ib:?‘wﬁf;aﬁzai?omsi el o/ st/ Bl ock 1
66.249.75.24  |israel 147.237.76.42 |refuah.idf.il ﬂ??;g;’f;éégz/kg‘pfgfsf;g;oﬁ | es/ 3 si 261000/ 3403  p B ock 1
176.13.3.59 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
149.78.148.86 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
85.64.113.145 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
66.249.78.240 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ bookl et s. aspx |B ock 1
66.249. 64. 143 [ srael 147.237.72.166 |aka. i df . i | ﬂ?‘.’tzg‘;r?ze.dlgggxﬁ:ffotrz i aspl showf or um asp Bl ock 1
151. 80. 31.108 |France 147.237.77.216|dover. i df . il Lhaut hori zed LRL Access to ww i df .il/dover/site/ nai npage. asp Bl ock 1
77.237.138. 202 ggj‘;ﬂc 147.237.77.235|sviva.i df . i | Unaut hori zed Method HEAD for / B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
150. 129. 184. 71 |Mil aysi a 147.237.77.233|atal .idf.il Adnin Bl ocki ng Bl ock
5.102.195.152 |Israel 147.237.72. 166 |aka. i df . i | mngk"‘giﬁr_?ﬁg mcégfﬁﬁt;agzﬁgzﬁ;‘?phsaChar$°t' 67in None 1
217.132.151.80 |[Israel 147.237.77.243|nobi l e. i df . i | O stribut ed Suspicious Response Gode B ock 1
66.249.78.246  |Israel 147.237.72. 166 |aka. i df . i | Distributed Whaut horized URL Access on 147.237. 72. 166/ B ock 1
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter d in ww aka.idf.il/mluinitenpl ates/inner.asp None 1
151. 80. 31. 109 France 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to waw i df.il/newsite/french/nahal . stm B ock 1
141.212.122. 161|hited Sates |[147.237.76.200]|ei tan. aka.i df. il |Unauthorized URL Access to 147.237.76. 200/ B ock 1
66.249.78.146 | srael 147.237.72.166 |aka. i df . i | m”:k“:i'z?f ?:Tf:rmer N;?;LS);SS;‘E’?%;‘; n None 1
150. 129. 184. 71 |Mil aysia 147.237.77.233|atal .idf.il Mil ti pl e Waut hori zed URL Access from 150. 129. 184. 71 Bl ock 1
85. 65. 127. 79 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for vww aka. i df . i |/ mai n/ sachar/ B ock 1
220. 181. 108. 152|Chi na 147.237.77.216|dover. i df . i | O stributed Whaut horized URL Access on waw idf.il/error.htm B ock 1
66. 249. 79. 89 I srael 147.237.77.216|dover.idf .i | Lhaut hori zed URL Access to waw idf.il/elram B ock 1
Unaut hori zed URL Access to
66. 249. 66. 5 I srael 147.237.77. 176 |mat pash. i df . i | |ww cogat.idf.il/usefulinfornation/idkoni n pages/ f hgf f gdgd646465. asp |B ock 1
X
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