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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2469
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 56

185. 32.179.5 | srael 147.237.77. 243 nobile.idf.il |Invalid TGP Hags drop 5

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

185.32.179.5 147.237.77. 243 |I srael nobi | e.i df il PQLI CY- OTHER TCP packet with urgent flag attenpt 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
161. 202. 120. 149|147. 237. 77. 216 [Japan dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
13.92.84.22 147.237.8.27 |lhited Sates |e.nadimatal.idf.il ET SCAN NVAP -sS wi ndow 4096 1
125.91.13.2 147.237.76.86 |[China navy. i df.il ET SCAN Potential SSH Scan 1
112. 169. 100. 157|147. 237. 76. 44 Okfrea' RepUbITCl ot L, iof i ET SCAN Potential SSH Scan 1
112. 169. 100. 157|147. 237. 76. 34 g?rea, REpUDL 1 C o an, i of i ET SCAN Potential SSH Scan 1
107. 158. 255. 194|147. 237. 76. 197 |Lhited Sates |e hinush.idf.il ET SCAN NVAP -sS w ndow 4096 1
107. 158. 255. 194|147. 237. 76. 197 |Uhited Sates |e hinush.idf.il ET SCAN NVAP -f -sS 1
98.119. 105. 221 (147.237.0.15 |nited Sates |kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 2048 1
68.116.21.226 |147.237.77.178|Whited Sates |e. matpash.idf.il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 140. 23 |147.237.77. 121 E?';;gom e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
50.4.112.154  |147.237.76.30 |KO"8 RepUOliCY o id il ) y 1
of Potential Scan or Brute Force
125.91.13.2 147. 237. 76. 148 |Chi na gqcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
13.92.84. 22 147.237.8.27 |wited Sates |e nadimatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
125.91.13.2 147.237.0.17 |[China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
112. 169. 100. 157|147. 237. 76. 38 okfrea’ RepubliC (o o i tav.idf il ET SCAN Potential SSH Scan 1
112. 169. 100. 157|147. 237. 0. 19 Okfrea RepubliC | i matal i df.il ET SCAN Potential SSH Scan 1
107. 158. 255. 194|147. 237. 76. 197 |Uhited Sates |e hinush.idf.il ET SCAN NVAP -sS w ndow 2048 1
98.119. 105. 221 |(147.237.0.15 |Wnited Sates |kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 3072 1
98.119. 105. 221 [147.237.0.15 |thited Sates |kosher-kravi.idf.il ET SCAN NVAP -f -sS 1
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
59.182.187. 113 [147.237.8.28 |[India e.nobi | e-ks.idf.il 1
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|Top Attackers In FW |

At acker

count ry ‘Target Addr ess ‘Ste ‘Slgnature
192. 157. 10. 100 |Sweden 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 54
Lhited L Sreaning Engi ne: TCP , o
66. 249. 78. 146 147.237.72. 166 |aka.idf .il . .. Invalid segnent retransmssion. Packet dropped. |dro 39
Sates Invalid Retransnm ssi on * o P
68. 180. 231. 43 g;:g 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 15
54.72.73.168 |Ireland 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 14
198. 58. 102. 158 g;:s 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
162. 243. 99. 146 L;;:g 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
198. 58. 103. 114 g;:s 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
198. 58. 102. 155 L;;:g 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
87.203. 102. 200 |G eece 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10
66. 249. 64. 190 Wi ted 147.237.72. 166 |aka. i df .i Stream ng Engi ne: TP Invalid segnent retransmssion. Packet dropped drof 9
T Sates T ' Inval i d Retransnm ssi on * ’ ppec P
50. 87. 144. 145 L;;:g 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 8
: . |Streamng Engi ne: TCP _ o
89. 139. 31. 42 | srael 147.237.76. 200 |ei tan. aka. i df . | . . Invalid segnent retransmssion. Packet dropped. |drop 8
Inval i d Retransni ssion
185.32.179.5 | srael 147.237.77. 243 |mobi le.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 6
137.110.72.51 g;:: 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
185.32.179.5 |[Israel 147.237.77.243|mbi le.idf.il |Bad TCP sequence SYNFACK retransnit with different wndowscale |nonitor |6
Sreaning Engi ne: TCP
217.132. 33. 144 |l srael 147.237. 77. 243 |nobi | e.i df . i | 9 9 Invalid segnent retransmission. Packet dropped. |drop 6

Inval i d Retransm ssion
41.33.232.66 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6
S reani ng Engi ne: TCP

109. 66. 12. 87 | srael 147.237.72. 166 |aka.idf .il . .. Invalid segnent retransmssion. Packet dropped. |dro 6
Inval i d Retransn ssion & o P
. |streaning Engine: TCP TCP segnent _V\it_h ur gent poi nt_er (no data).
185.32.179.5 | srael 147.237.77. 243 |nobi le.idf . il Ugent data indication was stripped. Aease refer |drop 6
U gent Data Enforcement
t o sk36869.
85. 65. 208. 53 |l srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence SYNretransmt with different w ndow scal e monitor |6
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
... |Sreamng Engi ne: TCP _ o
79.177.39.200 |lsrael 147.237.77. 243 |nobi le.idf . il . .. Invalid segnent retransmssion. Packet dropped. |drop 6
Inval i d Retransnission
97.74.24.187 ;1;:3 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
90. 61.227.98 |Fance 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
207. 46. 13. 137 g;:g 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 5
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 5
157. 55. 39. 106 g;:s 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 4
198. 58. 103. 115 L;;:g 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 4
66. 249. 79. 89 g;:s 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
197. 45. 132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SW drop 4
157. 55. 39. 209 g;:: 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 4
79.177.177. 138 || srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence SYNtAXK retransnit with different windowscale |nonitor |3
Sreaning Engi ne: TCP
66.249. 93. 182 |Eur ope 147.237.72. 166 |aka.idf .il . 9 9 .. Invalid segnent retransmssion. Packet dropped. |drop 3
Inval i d Retransm ssi on
Sream ng Engi ne: TCP
109. 65. 68. 219 |l srael 147.237.72. 166 |aka. i df .i . 9 9 .. Invalid segnent retransmssion. Packet dropped. |drop 3
Invalid Retransnission
Lhited L Sreaning Engi ne: TCP , o
66. 102. 8. 175 147.237.72. 166 |aka.idf .il . .. Invalid segnent retransmssion. Packet dropped. |dro 3
Sates Invalid Retransnm ssi on & o P
207. 46. 13. 22 g;:g 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 3
Sreaning Engi ne: TCP
79.179. 243. 169 |l srael 147.237.77. 243 |nobi | e.i df . i | . 9 9 .. Invalid segnent retransmssion. Packet dropped. |drop 3
Inval i d Retransm ssi on
Sream ng Engi ne: TCP
66. 249. 93. 247 |Eur ope 147.237.72. 166 |aka. i df . il 9 9 Invalid segnent retransmssion. Packet dropped. |drop 3

Inval id Retransm ssi on
85. 65. 5. 240 I 'srael 147.237.72. 156 |anan.idf.il  |Bad TCP sequence Invalid AGK nunber aert 3
Sream ng Engi ne: TCP

77.125.72.145 |lsrael 147.237.72. 166 |aka.idf.il . L. Invalid segnent retransnission. Packet dropped. |dro 3
Inval i d Retransnission * PP P
S reani ng Engi ne: TCP
79.183.201.52 |lsrael 147.237.72.166 |aka.idf .il . 9 9 .. Invalid segnent retransmssion. Packet dropped. |drop 3
Inval i d Retransnission
66. 249. 66. 50 Wi ted 147.237.0.34 |tikshuv.idf.il Srean ng Engi ne: TP Invalid segnent retransnission. Packet dropped dro 3
T Sates T “ 77 linvalid Retransnission * ’ ppec P
85. 65. 5. 240 I 'srael 147. 237.72. 156 |anan. i of .i | Bad TCP sequence Invalid ACK nunber nonitor |3
66.249. 81. 212 |Europe 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
5.22.135.174 |[Israel 147. 237. 72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber monitor |3
Lhited : . |Streaming Engi ne: TCP , o
66. 249. 66. 187 147.237.0.34 |tikshuv.idf.il . .. Invalid segnent retransmssion. Packet dropped. |drop 3
Sates Inval i d Retransnission

79.177.177. 138 |l srael 147.237.72. 166 |aka.idf .il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 3
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At acker
Gountry

‘Target Addr ess ‘Ste ‘Signature

S ream ng Engi ne: TCP

109. 64.16. 26 |l srael 147.237.72. 166 |aka.idf . i1 . .
Inval i d Retransnission

Invalid segnent retransmssion. Packet dropped. |drop 3
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|Top Attackers In V\AF|

At acker Devi ce

Target Address |[Site Sgnature

‘Count

Gountry Action
79. 179. 166. 252 |l srael 147. 237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation Qirrent Passvord in B ock 8
nobi | e. i df . i | / sachar/ changepassword
149.88.230.4 |Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 149. 88. 230. 4 Bl ock 4
65.55.210.171 |Uited Sates |[147.237.77.216|dover.idf.il DO stributed Waut horized URL Access on waw i df.il/error.htm B ock 3
157.55.2.137 |Whited Sates |147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on waidf.il/error. htm B ock 2
199.30.24. 4 Lhited Sates |[147.237.77.216|dover.idf.il DO stributed Waut hori zed URL Access on waw i df.il/error.htm B ock 2
66. 249. 64. 225 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ har edi i gener al . aspx |Bl ock 1
) . . Uhaut hori zed URL Access to
68.180.230. 108 |Uhited States |147.237.76.31 [nakchal . idf.il wwn nakhal . i df . i |/ consol e/ core/ doc_ngr/doc_ngr. asp Bl ock !
17.142. 156. 171 |Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed LRL Access to wwwu aka. i df.il/appl e-app-site-association Bl ock
208. 115. 113. 82 |Uhited Sates |[147.237.0.34 |ti kshuv.idf.il Paraneter Type Mol ation catld in tikshuv.idf.il/sitel general . aspx B ock
87.70.60.9 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for www aka. i df . il/mai n/ sachar/fag. aspx B ock 1
. . Unhaut hori zed URL Access to
66.249.75.16 |[lIsrael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storagel 11 es/ 5/ si e100x0/ 2685.  pg B ock 1
176. 228. 164. 54 |1 sr ael 147.237. 72. 166 |aka. i df . i | Uhknown .Pargnet er ctIOO$ctI00$9phh/a| n$cphSachar $ct | 55 in None 1
ww aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
74.82.47.3 Lhited Sates |147.237.72.167|i shuri maka. i df . i|uhaut hori zed LRL Access to 147.237.72. 167/ B ock 1
46.121. 154. 117 |l srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
217.132. 33. 144 [l srael 147.237.77. 243 |nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
87.71.234.97 |[Israel 147.237.72.166 |aka. i df . i | v aka. i df . i |/ mai rv Sachar / mar ki veysachar . aspx None 1
: : Unaut hori zed URL Access to
66.249.75.24  |lsrael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_st oragel {1 es/ 5/ si ze100x0/ 3385 pg B ock 1
178. 153. 85. 143 |Qitar 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 1
79.177.39.200 |Israel 147.237.77.243|nobi | e. i df . i | Suspi ci ous Response Code B ock 1
46.210. 176. 227 |1 srael 147.237.72. 166 |aka. i df . i | Unknown Parameter __VI BASTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
66. 249. 78. 234 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ edi ni yoman/ yoman. asp B ock 1
5. 29. 66. 83 I srael 147.237.72. 166 |aka. i df . i | Wnknown Parareter _VI BASTATEENCRYFTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ nmas. aspx
178. 153. 85. 143 |Gt ar 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/xmrpc. php Bl ock 1
149.88.230.4 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTIONS for waw aka. i df . i |/ mai n/ sachar/ B ock 1
66.249.79.89 |[lIsrael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wanidf.il/error. htm B ock 1
17.142. 155. 123 |Lhited Sates (147.237.77.74 [lawidf.il Uhaut hori zed LRL Access to wan | aw i df . i|/appl e-app-site-associ ation Bl ock 1
85. 65.208.53 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
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