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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 9930
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 12
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 5
81.218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3
204. 42. 253. 2 Lhited Sates 147.237.76. 86 navy.idf.il B ock Np Al Net drop 2
113.75.84. 72 Chi na 147.237.76. 44 e.refuah.idf.il ock Wdp Al _Nets drop 1
183. 18. 64. 125 Chi na 147.237.76. 44 e.refuah.idf.il ock Wdp Al _Nets drop 1
113.116.251. 73 Chi na 147.237.76. 44 e.refuah.idf.il B ock_Udp All _Nets dr op 1

94. 102. 49. 116 Net her | ands 147.237.76. 38 eengitav.idf.il Bock Np Al Net drop 1
94.102. 49. 116 Net her | ands 147. 237.76. 39 nobi le.neitav.idf.il [Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
163. 172. 140. 23 |147. 237. 0. 200 LKJi"ir:;gom . i df il ET SCAN NMAP -sS wi ndow 1024 1
123.249.0.183 |147.237.76.42 |China refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
123.249.0.183 |147.237.0.15 [China kosher-kravi.idf.il[ET SCAN Potential VNC Scan 5900- 5920 1
63. 85. 168. 52 147.237.77.74 |Wited Sates |lawidf.il ET WEB_SERVER Poi son Nul | Byte 1
190. 124. 35. 115 |147. 237. 77. 205 [N car agua prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
161. 202. 120. 149|147. 237.0.33  [Japan idf.il ET SCAN NVAP -sS w ndow 1024 1
123.249.0.183 |147.237.0.19 |China nadimatal.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
68.116.21.226 |147.237.76.202|thited Sates |e.halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
14,185, 66. 237|147 237 8. 28 M etnam o robi | e ke i df | ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
210.15.242. 7 147.237.76.39 |Austraia nobi | e. nei tav.idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
190. 124. 35. 115 |147. 237. 77. 205N car agua prisha.idf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreanming Engine: TCP Invalid i i SSi
66.249.78.146 |lnited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. |, 42
Ret r ansni ssi on Packet dropped.
91. 109. 30. 85 Ger many 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 35
52.29.223. 39 Ger many 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 18
139. 162. 216. 112|lhited Sates [147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 18
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
198.58.102.49 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 14
198.58.103. 160 |lLhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 12
207. 46. 13. 22 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 12
Sreaning Engine: TQP Invalid i i sSi
79.181.58.129 | srael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | o 12
Ret r ansmi ssi on Packet dropped.
162.243. 125. 185(Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
162. 243.126. 57 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
207.46.13.137 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
63. 85. 168. 52 Lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SN drop
Russi an e -
141.8.132. 78 Federat i on 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
157.55.39.209 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
68.180.231.43 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 6
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
52.16.5.197 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
50.87.144.145 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 4
192. 249. 66. 247 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
54.72.73. 168 Irel and 147. 237.77. 216 |dover.idf.il drop First packet isn't SWN drop 4
Russi an . s Sreaning Engine: TCP Invalid|invalid segnent retransmssi on.
130. 193. 37. 16 Feder ati on 147.237.0.34 |tikshuv.idf.il Ret 1 ansmi ssi on Packet dr opped. drop 3
reamn ine: TCP Invali i i ssi
2. 55, 28. 225 I srael 147.237.77. 243 |nobile. i of . Streamng Engi ne: TCP alidinvalid segnent retransnissi on, drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
66. 249. 93. 245  |Eur ope 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
149.78.246.11 |israel 147. 237. 77. 243 |nobi | e. i of . | Streamng Engi ne: TCP Inval i dinvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.180.3.125  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
66.249.66.15  |Uited Sates |147.237.77. 243 |nobile.iof il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
reaming BEngi ne: TCP Invali i i ssi
66.249.66.47  |Wiited Sates |[147.237.0.34 [tikshuv.idf.il Streaning Engi ne: TCP Invalid|imvalid segnent retransissi on drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.66.190 |lited Sates [147.237.0.34  |[tikshuv.idf.il 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
188. 120. 148. 155|l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |2
173.252.90.109 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
52.91. 40. 35 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 2
91. 109. 30. 85 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
162.243.37.178 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SWN drop 2
45. 35. 64. 142 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 2
89.138.78.133 [lIsrael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 2
Sreaning Engine: TGP Invalid ' i ssi
157.55.39.133 |Wited Sates |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
112. 207. 236. 162|Phi | i ppi nes 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
2.53.167. 220 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
84.109. 147.56 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber aert 1
164. 132.161. 49 |ltaly 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
142.4.217.162 [Canada 147. 237.77. 216 |dover.idf.il drop First packet isn't SWN drop 1
141.212.122. 115|Uited Sates |[147.237.77.235|sviva. idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.142.243.63 |lIsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 1
184. 105. 247. 238|Wnited Sates  [147.237. 76. 196 |e. svivaiof .i Geo- | ocati on enf or cenment Geo-l ocati on i nbound drop 1
enf or cenent
74.82. 47. 50 Lhited Sates |147.237.0.17 ;"I”Iy kosher-kravi.id oy At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 198|United Sates [147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 94 |tited Sates |147.237.77.226 ‘I’“’“’“Cha"atz'aka' Tdf-T lsyN At ack SYN -> SYN-ACK -> RST rej ect 1
46.117.197.244 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
85. 65.183. 235  |Israel 147.237.72.166 |aka. i df . i | Unaut hori zed Met hod HEAD for wwwu aka. i df. i/ mai n/ sachar/ B ock 3
46.119.127.129 |Wkrai ne 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unauthorized URL Access from46.119. 127. 129 B ock 3
85.65.183.235 |[Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 85. 65. 183. 235 Bl ock 3
80. 178. 157. 211 |l srael 147.237.77.216|dover.i df .i | Mil tipl e Uhaut hori zed URL Access from 80. 178. 157. 211 B ock 2
. . Unaut hori zed Met hod HEAD for

148. 251. 176. 212|Ger many 147.237.72. 166 [aka. i df . i | v aka. i o i |/ brot her s/ ski ra/ def aul t . asp B ock 1
79.180.123.76 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized URL Access from 79. 180. 123. 76 Bl ock 1
63. 85. 168. 52 g“;:s 147.237.77.74 |lawidf.il NULL Character in Header Nane at B ock 1
46.119. 127. 129 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | PHP Attenpt Bl ock

66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock

63. 85. 168. 52 ;“;tt:s 147.237.77.74 |lawidf.il Illegal Byte Qode Character in LRL[[#20]], B ock 1
176.13.12.24  [Israel 147.237.72. 166 |aka. i df . i | tnknown Paranet er VI EABTATEENCRYPTED i n None |1

v aka. i df . i | / mai n/ sachar/ pi r suneynof et . aspx
79.180.123.76 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/sip_storagel/files/3 B ock 1
NULL Character in Method

Lhi ted ; ; [[#22 T [#3 ] [[#1[[#011-[[#U [ [#O] 1 [[#0] 1 {[[#3] 1 [[#3] ] [[#21] IM @ €A&_
63.85.168.52  [o . o 147.237.77.74 [lawidf.il €5070[ [ #2] ][ [ #31]] - FNEoj GSB-AENT] [ #2]] "1 [#0]] [[ #0]] [[ #28] ] Al A+AOA Bl ock 1
A [#19]1A
Lhi ted . . . Dstributed Paraneter Type Mol ation on
54.189. 255. 26 Sates 147.237.0.34  [tikshuv.idf.il wawe ti kshuv. i df.il/nodul es/foruns/forumaspx paraneter Forumd Bl ock !
94, 159. 245. 199 |l srael 147.237.72.166 |aka. i df . i | Uhaut hori zed Met hod HEAD for wwwv aka. i df . il/sachar B ock 1
68. 180. 231. 43 g‘;ttees 147.237.77.216|dover.i df .i | Paraneter Type Mol ati on PageNumin v i df.il/1153- he/ dover. aspx B ock 1
Lhited . . ]
63. 85. 168. 52 Sates 147.237.77. 74 |lawidf.il Illegal HITP \ersion B ock 1
188. 120. 148. 155|i srael 147.237.72. 166 |aka. i df . i | Wnknown Par anet er ct|00$ct | 00$cphiai n$ephSachar $ctl 09 in None 1
wwv aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
63. 85. 168. 52 g‘;tt:: 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ B ock 1
63. 85. 168. 52 ;ﬂ;ttee: 147.237.77.74 |lawidf.il Abnormal |y Long Request et hod B ock 1
94. 230. 95. 97 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 94.230. 95. 97 Bl ock 1
' m ny- kosher - kravi .
74.82.47.2 Wni ted 147.237.0.17 |V Unaut hori zed URL Access to 147.237.0. 17/ Bock |1
Sates idf.il
63. 85. 168. 52 g"alt:g 147.237.77.74 |lawidf.il Mal f or med HITP Header Line 1 B ock 1
207. 46. 13. 22 g“;:s 147.237.77. 216 |dover.i df .i | Ml tipl e Unauthorized URL Access from 207.46.13. 22 Bl ock 1
80.178.157.211 [Israel 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to ww i df.il/tenpl at es/ honepage/ mobi | e Bl ock 1
Unknown HTTP Request Met hod
Lhited ; ; (#2201 [[#3 T [#UTI[#01 ]« [[# ] [[#OTT[[#O1 1{[[#3] ] [[#3] ] [[#21] IMO€A&_
63.85.168.52  [o . 147.237.77.74 [lawidf.il €5070[ [ #2] ][ [ #31] ] - FNEoj GSB-AEN] [ #2]] "1 [#0]] [ [ #0]] [ [ #28] ] Al A+AOA Bl ock 1
A[#19]1Ain LR [[#20]].
63. 85. 168. 52 g‘;tt:: 147.237.77. 74 |lawidf.il Illegal Byte Gode Character in Header Name B ock 1

. . Uhaut hori zed URL Access to
94.230. 95.97 | srael 147.237.72. 166 [aka. i df . i | waw aka. i df . i |/ mai n/ sachar/resour ces/ i nages/ conmon/ hr hori zontal . gi f" Bl ock !

Unknown Paraneter _ VI EASTATEENCRYPTED i n

79.177. 89. 67 I srael 147.237.72. 166 |aka. i df . i | aka. i df .i |/ mai 1V sachar nar ki veysachar . aspx None 1
63. 85. 168. 52 ;“;tteeg 147.237.77.74 |lawidf.il Mil forned LRL [[#20]], B ock 1
- : : - — - - oY=

207. 46. 13. 22 Lhited 147.237.77. 216 |dover i df .i | ul;ault horized URL Access to ww i df.il/1133-14322- he/ dover. aspx'Z, . B ock 1

Sates % X

. . Unaut hori zed URL Access to
66.249.75.8 I srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_st oragel 11 es/ 0/ si e100x0/ 2400. ] pg B ock 1
Illegal Byte Gode Character in Method

Lhi ted ; ; [[#22 [ [#3 1 [[#][[#0]]=[[#U [ [#O]1[[#O1 I {[[#3] 1 [[#3]] [[#21] IM @ €A&_

63.85.168.52  [o. o 147.237.77.74 [lawidf.il €5070[ [ #2] ][ #31] ] - FNEoj GSB-AENT] [ #2]] "1 [#0]] [ [ #0]] [ [ #28] ] Al A+AOA Bl ock 1

N [#19]]1A
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