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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 21891
52. 91. 40. 35 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3015
196. 206. 14. 196 Mor occo 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1903
52. 29. 223. 39 Cer many 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1502
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DC5- Var 1 dest - r eset 14

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock Wdp Al _Nets drop 3

5. 206. 231. 84 Por t ugal 147.237.76. 147 chinuch. aka.idf.il |Block Np Al Net drop 1

5. 206. 231. 84 Port ugal 147.237.76. 201 e atal.idf.il B ock Np Al Net drop 1

162. 243. 126. 57 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
5.206. 231. 84 Port ugal 147.237.76. 30 hi nush.idf.il B ock Np Al Net drop 1

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 1
5.206. 231. 84 Por t ugal 147. 237. 76. 42 refuah.idf.il B ock Np Al _Net drop 1

220. 124.151. 130 Korea, Republic of 147.237.76. 199 e nakchal .idf.il |JLMPurple Gon_Linmt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site Sgnature Devi ce Action |Count
173.227.0.76 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il 0947. HTTP. test-cgi Access B ock 1
173.227.0.76 Lhited Sates 147.237.0.17 mny-kosher-kravi .idf.il 0947: HITP. test-cgi Access Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
. L SERVER- APACHE Apache nod_ssl non- SSL connection to SSL port
174. 37.194. 144 |147.237.76.42 |lhited Sates refuah.idf.il . . - 3
deni al of service attenpt
66.249.64.186 |147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
161. 202. 120. 149|147. 237. 76. 199 [Japan e.nakchal .idf.il ET SCAN Potential SSH Scan 1
151.11. 201. 3 147.237.77.178Italy e. mat pash. i df .i| ET SCAN NVAP -sS wi ndow 3072 1
220. 124. 151. 130|147. 237. 76. 198 Okfrea’ Republ i € 1o v onal an. i f i ET SCAN Potential SSH Scan 1
107. 158. 255. 194|147. 237. 76. 198 |Lhited Sates [e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 3072 1
220. 124. 151. 130|147. 237. 0. 34 Okfrea' RePUDI T C 1 . i of i ET SCAN Potential SSH Scan 1
188.2 153. 226|147 237 0. 33 L il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
. 2. . . . 0. | o .
Potential Scan or Brute Force
58.218.204.211 [147.237.76.38 |thina eeneitav.idf.il ET SCAN Potential SSH Scan 1
174.37.194. 144 |147.237.76.42 |lhited Sates |refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
161. 202. 120. 149(147. 237. 77. 233 |Japan atal .idf.il ET SCAN Potential SSH Scan 1
161. 202. 120. 149|147. 237. 77. 205 [Japan prisha.idf.il ET SCAN Potential SSH Scan 1
161. 202. 120. 149|147. 237. 76. 201 |Japan eatal.idf.il ET SCAN Potential SSH Scan 1
151.11. 201. 3 147.237.77.178|itay e. mat pash. i df . i ET SCAN NVAP -sS w ndow 4096 1
107. 158. 255. 194|147. 237. 76. 198 [Lhited Sates |e.yohalan.idf.il ET SCAN NVAP -sS w ndow 4096 1
220. 124. 151. 130|147. 237. 76. 34 okfrea’ RepUDL 1 C |t an. i of i ET SCAN Potential SSH Scan 1
89.248.167. 131 |147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN Potential SSH Scan 1
58.218.204.211 [147.237.76.177|hina ncore.idf.il ET SCAN Potential SSH Scan 1
163. 172. 140. 23 |147. 237.76. 38 E;Ir:;cci]om e e neitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
161. 202. 120. 149|147. 237. 77. 226 [Japan waw chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
161. 202. 120. 149|147. 237. 77. 170 |Japan nmaar achot . i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature

187. 152. 146. 79 |Mexi co 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 511
Sreanming Engine: TP Invalid - i Ssi

66.249.78.146 |Uhited Sates |147.237.72. 166 |aka idf.il g =g nval i d segnent retransmssi on. drop 54
Ret r ansni ssi on Packet dr opped.

68.180.231.43 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 29

139.162. 216. 112|lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 24

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20

196. 206. 14. 196 |Mor occo 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20

52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18

197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 15

158.69.228.18 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 14

116. 25.105.99  |Chi na 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 14

198.58.103.91 |lLhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12

198.58.103.92 |lLhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 12

162.243.97.21 |lWhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 12

162.243.126.57 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 10
Sreamng Engine: TCP Invalid i i ssi

80. 246. 136. 155 |Israel 147.237. 77. 243 |robi 1 e. i df . i | g =g nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.

128.242.249.13 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 8

157.55.39.209 [Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 8

41. 33. 232. 66 Egypt 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 8

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreanming Engine: TCP Invalid - i Ssi

66.249.64.190 |lnited Sates |147.237.72. 166 |aka idf.il g =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

176.13.15.15 [ srael 147.237.77. 243 |robi | e. i of .| g =g nvalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.

157.55.39.106 [lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 5

45. 35. 64. 142 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 5

52.91.40. 35 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 5

177.180. 10. 138 |Brazil 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5

104. 197.57.249 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 4

131.253.25.161 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 4

1. 36. 146. 89 Hong Kong  |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 4

181. 30. 30. 166  |Argentina 147.237. 77. 176 |nat pash. i df .i | drop SAMrul e drop 4

50. 87. 144. 145 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 4

41.142.162.50 |Morocco 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
Sreamng Engine: TCP Invalid i i ssi

66.249. 64. 177 |Wited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i 9 =g Invalid segent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.

17.142.156.109 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreamng Engine: TQP Invalid i i ssi

217.132.16.88 |Israel 147.237.72. 166 |aka i df . g =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

176.13.15.27  |Israel 147. 237.72. 166 |aka i df . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.

192. 249. 66. 247 |Whited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i ssi

66.249.84.181 |Wnited Sates |147.237.72. 166 |aka i df.il g =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TP Invalid - i Ssi

2.53.191.201  |israel 147.237.72. 166 |aka i f . g =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

66.249.93.182  |Europe 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.

54.90.243.234 |lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 2

207.46.13.137 |Whited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 2

24.184. 96. 151 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 2

199. 30. 24. 64 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 2
Sreamng Engine: TCP Invalid i i ssi

85. 65. 31. 90 I srael 147.237.76.86 |navy.idf.il 9 =g Invalid segent retransmssion. drop 2
Ret r ansni ssi on Packet dr opped.

216. 135. 125. 138|lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 2

207.46. 13. 22 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 2

184.105. 247. 219|United Sates [147.237.76.44 |e.refuah.idf.il |Geo-| ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 1

178. 255. 215. 87 |Rance 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
73.22.155. 10 Lhited Sates [147.237. 77. 216 |(dover. i df . il Unaut hori zed URL Access to wan i df.il/newsitel english/ B ock 2
74.89.106.151 |Wnited Sates |147.237.77. 170 |n@ar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/ B ock
] . . . Paraneter Type Mol ation Forunid in
54, 189. 233. 254 |[lhited Sates [147.237.0.34 |tikshuv.idf.il v ti kshuv. i df . |/ nodul es/ f or uns/ f or um asp B ock 1
207.46.13.137 |Uited Sates [147.237.77.216|dover.idf . il D stributed Unaut horized LRL Access on www idf.il/error. htm B ock 1
. . Unaut hori zed Met hod HEAD f or
148. 251. 70. 201 |Ger many 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ brot her s/ ski ral def aul t. asp Bl ock 1
66.249.78.246 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
] . . S Uhtraceabl e Gonnection - Protocol violation
174.37.194. 144 |Uited Sates |147.237.76.42 |refuah.idf.il (SSL OONN LI ENT HELLO) None 1
. . . Uhaut hori zed URL Access to
80. 246. 136. 155 |l srael 147.237.77.243|nobi l e.i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1403 B ock 1
: . . Unaut hori zed URL Access to
54.203.102. 190 |thited Sates |147.237.76.86 [navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 1
157.55.39. 209 |Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il/994-8301- he/ mi | ui m aspx B ock 1
66. 249. 79. 89 | srael 147.237.77.216|dover.i df . il D stributed Lhaut hori zed URL Access on wan i df.il/error. htm B ock 1
46.19. 85. 246 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
176. 13. 15. 15 I srael 147.237.77.243|nobi l e.i df . i | Suspi ci ous Response Code B ock 1
116. 25.105.99 |China 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Unaut hori zed URL Access from 116. 25. 105. 99 B ock 1
] . . . Dstributed Paraneter Type Mol ation on
54.203. 165. 22 Uited Sates |147.237.0.34  |tikshuv.idf.il wa ti kshuv. i df. il /modul es/ f oruns/ f orum aspx paraneter Forumd Bl ock !
164.132.161.6 |italy 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df .il/mil uin Bl ock
66.249.79.111 |[Israel 147.237.77.216|dover . i df . il Unaut hori zed URL Access to 147.237.77. 216/ B ock
46.116.63.226 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
! nobi | e. nei tav. i df. )
184. 105. 247. 194|Lhited Sates |147. 237. 76. 39 | Unaut hori zed URL Access to 147.237.76. 39/ B ock 1
. . . Uhaut hori zed URL Access to
116.25.105.99  [China 147.237.77. 176 [mat pash. i df . i | v cogat . i df i 1/ shar ed/ user cont r ol s/ header upper / Bl ock 1
66.249.64.181 |[lsrael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to www |l awidf.il/sip storage/files/3 Bl ock 1
. . Unaut hori zed URL Access to wwww idf.il/1133-17275-he/ pn WIND 2N
164.132.161.96 [italy 147.237.77. 216 |dover . i df . i | aspx. IOPIN M5 MM AW YN0 TNON Whw 1 Bl ock 1
54.185. 208. 247 |Wnited Sates |147. 237. 77. 216 |dover i df .i | DO stributed Paraneter Type Mol ation on waw i df.il/1379- he/ dover. aspx B ock 1
par anet er PageNum
198.58.103.28 |Uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwidf.il/1294- he/ v i df.i | Bl ock 1
131.253. 25. 161 |Uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to waw idf.il/error. htm B ock 1
. . D stributed Unaut hori zed URL Access on
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ mai n/ smal | nd showbi g. aspx B ock 1
174.37.194. 144 |Wited Sates [147.237.76. 42 |refuah.idf.il Mitipl e Untraceabl e S Sessi ons from 174.37. 194. 144 (P ot ocol None 1

violation (SSL GONN CLI ENT HELLO))
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