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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
66. 249. 78. 146

|Target Address |Site

|Signature |Device Action |Count |
| srael 147.237.72. 166 aka.idf.il HTTP- M sc-BadBl ue-D r - Tr ave- 2 dest - r eset 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 1
23.239. 65.178 Lhited Sates 147.237. 76. 86 navy.idf.il |Block Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgnature Devi ce Action |Oount ‘
52.169. 156. 247 |Lhited Sates 147.237.77.216 |dover.i df.i19813: HITP. WrdPress Thene Divi Directory Traversal Ml nerability B ock 1
52.169. 156. 247 |lhited Sates 147.237.77.216 |dover.idf.i19863: HITP. WrdPress Revslider/ Showbiz PHP File Ul oad B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
220. 167. 207. 74 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 2
220. 167. 207. 74 147.237.72. 167 Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 2
220. 167. 207. 74 147.237.8.14 Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 2
52.169. 156. 247 147.237.77. 216 Lhited Sates dover.idf.il Tehila - Perl LWP with fake user agent 2
220. 167. 207. 74 147. 237.76. 34 Chi na yohal an. i df .i | ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147. 237.76. 44 Net her | ands e.refuah.idf.il ET SCAN Potential SSH Scan 1
220. 167. 207. 74 147.237.72. 217 Chi na eidf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147. 237.76. 38 Net her | ands e.eneitav.idf.il ET SCAN Potential SSH Scan 1
220. 167. 207. 74 147. 237.72. 166 Chi na akaidf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147.237.8.28 Net her | ands e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
220. 167. 207. 74 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
76. 181. 249. 213 147. 237. 8. 50 Lhited Sates e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 4096 1
220. 167. 207. 74 147.237.77. 243 Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
220. 167. 207. 74 147. 237. 0. 200 Chi na rdu. i df il ET SCAN Potential SSH Scan 1
220. 167. 207. 74 147.237.0. 15 Chi na kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
220. 167. 207. 74 147. 237.76. 198 Chi na e.yohal an.idf .il ET SCAN Potential SSH Scan 1
179. 43. 144. 43 147.237.72. 167 Shitzerl and i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
220. 167. 207. 74 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147.237.77. 212 Net her | ands e.dover.idf.il ET SCAN Potential SSH Scan 1
220. 167. 207. 74 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147.237.77.176 Net her | ands nat pash. i df .i | ET SCAN Potential SSH Scan 1
220. 167. 207. 74 147.237.76.31 Chi na nakchal .idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147. 237.76. 39 Net her | ands nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147. 237.72. 156 Net her | ands aman.idf.il ET SCAN Potential SSH Scan 1
220. 167. 207. 74 147.237.72. 156 Chi na aman. i df.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147.237.0. 35 Net her | ands akavs. i df . i ET SCAN Potential SSH Scan 1
220. 167. 207. 74 147.237.77. 235 Chi na svivaidf.il ET SCAN Potential SSH Scan 1
220. 167. 207. 74 147.237.0.33 Chi na idf.il ET SCAN Potential SSH Scan 1
220. 167. 207. 74 147. 237.76. 201 Chi na e.ata.idf.il ET SCAN Potential SSH Scan 1
220. 167. 207. 74 147. 237. 76. 197 Chi na e. hinush. i df .i ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147.237.77. 243 Net her | ands nobi | e.idf.il ET SCAN Potential SSH Scan 1
220. 167. 207. 74 147.237.76.176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147.237.77.179 Net her | ands e.nazi.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreamng Engi ne: TCP

Invali d segnent retransmission. Packet

Protection Mol ation

upl oaded dat a

66.249.78.146 |lhited Sates [147.237.72.166 |aka idf.il Invalid Retransni ssi on dr opped. drop 108
205.203.135.1 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 51
157.55.39.106 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 26
139.162. 216. 112|lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 24
89. 108. 144. 116 |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
66.249.64.190 |Wnited Sates |[147.237.72. 166 [aka idf.il Streanng Engi ne: TCP Invalid segnent retransmssion. Packet drop 21
Inval i d Retransnission dr opped.
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 19
68.180. 231. 43 |lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 16
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
198.58.102.49 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 12
162.243.99. 146 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 12
50. 116. 30. 23 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
217.23.14.168 |Netherl ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
54.203.135.93 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 11
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
70.50. 134. 139 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 10
208.115.113.89 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 10
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
128.242.249.12 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 9
45. 35. 64. 142 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 8
87.69. 255. 212 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
71.94.241.223 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 7
71.161.84.174 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 7
157.55.39.209 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 7
50.87.144.145 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 6
108.84.131.20 (Lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SYN drop 6
204.237.2.151 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
172.56.7.193 Lhited Sates |[147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
207. 46. 13. 22 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 5
192. 249. 66. 247 (Lhited Sates |[147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 4
52.91. 40. 35 Lhited Sates |[147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 4
70.27.216.9 Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
46.19.85.184  |israel 147.237.72. 166 |aka i f .11 Streamng Engine: TP invalid segnent retransnissi on. Packet drop 3
Inval i d Retransmi ssi on dr opped.
66.249.78.206 |lhited Sates |147.237.72.166 |aka.idf.il Streamng Engi ne: TCP Invalid segnent retransmssion. Packet drop 3
Inval i d Retransnission dr opped.
66. 249. 93. 245  |Eur ope 147.237.72. 166 |aka i f .11 Streamng Engine: TP invalid segnent retransnissi on. Packet drop 3
Inval i d Retransmi ssi on dr opped.
178. 154. 189. 201 gz::;”ion 147.237. 72. 166 |aka. i df . ig;ﬁ:n&tﬁr}iggs;i L?‘(’)i;gd.segmm retransmssi on. Packet drop 3
93.158. 152, 49  [USSian 147. 237, 76. 147 |chi nuch aka i of | L' 2M NG Enginex TCP - inval i d segrent retransnission. Packet drop 3
Federati on Invalid Retransnission dr opped.
99. 31. 227. 98 Lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop 2
173.252. 115. 166|lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 2
5. 29. 66. 83 I srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber monitor |2
77.125.142. 136 |lsrael 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
157.55. 12. 69 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 2
199.30.16. 161 |Lhited Sates (147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 2
207.46.13.137 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 2
193. 33. 226. 10 :Z:::t”i on 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |2
52.169. 156. 247 |lhited Sates |147.237.77.216|dover.idf.il Appl I cation Servers \P;F;“;beimh:niimn&jpgtgégbieﬁm ° noni t or 2
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
52.169. 156. 247 |Wited Sates |147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 3
52.169. 156. 247 |hited Sates [147.237.77.216|dover.idf.il Ml tiple Unhauthorized URL Access from 52.169. 156. 247 B ock 2
2.53. 150. 53 I srael 147.237.0.19 |[madi matal .idf.il Suspi ci ous Response Code Bl ock 2
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 1
] . . Dstributed Paraneter Type Mol ation on
54.188.186.80 |Uhited Sates |147.237.77.216|dover.idf.i| wi i df i 1/1379- he/ dover . aspx_par anet er PageNum B ock 1
. . Unaut hori zed URL Access to
213.251. 182. 103 |France 147.237.77. 176 [mat pash. i df . i | Wwwy cogat . i df.il/sip storage/fil es/ 0/ si ze220x0/ 3410. j pg. src B ock !
. . Uhknown Paraneter catid in
66.249. 78.146 [l srael 147.237.72. 166 [aka. i df . i | v aka i df . i |/ mai r/ hone/ def aul t . aspx None 1
52.169. 156. 247 |Lhited Sates [147.237.77.216|dover.idf.il Adnin Bl ocki ng Bl ock 1
144.76. 64. 79 Ger many 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77.74/ B ock 1
] . . Dstributed Paraneter Type Mol ation on
54.203.135.93 |thited States |147.237.77.216|dover.idf.i| v i o . i 1/1379- he/ dover . aspx_par anet er PageNum B ock 1
. . Unaut hori zed URL Access to
66.249.78.240 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ rai n/ smal i nd showbi g. aspx B ock 1
i www. chanmat z. aka. i d ) o
157.55.39.134 |lhited Sates [147.237.77.226 £l Uhaut hori zed URL Access to waww chanat z. aka. i df . i1/404. aspx B ock 1
54.212.79.196 |[lhited Qates |147.237.77.176 |natpash. i df.il Wnauthori zed LRL Access to wiw cogat. Tdf.i1/1927-en/ cogat . aspx |y oo 1
gaza senanal es
. . Unhaut hori zed URL Access to
66.249.78.246 |l srael 147.237.72. 166 [aka.i df . i | 147. 237. 72. 166/ edi m yoman/ yonan. asp B ock 1
Lhi ted . . URL is Above Root Oirectory
163.172. 129. 70 Ki ngdom 147.237.77. 216 [dover . i df . i | viwv i df.il/../shared/clientscripts/jquery/jquery-1.4.2.mn.js Bl ock !
] . . Dstributed Paraneter Type Mol ati on on
54, 244.162.211 |Wited Sates [147.237.77.216|dover.idf.il v i df i 1/1379- he/ dover . aspx paranet er PageNum B ock 1
79.183. 119. 213 |Israel 147.237.72. 166 |aka. i df . i | Unknown Parameter _\ EVBTATEENCRYPTED | n None 1
wwn aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
52.169. 156. 247 |lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il/wp-adm n/ adm n-post . php|B ock 1
207.46.13.137 |lnited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wawnidf.il/error. htm Bl ock 1
. . Unhaut hori zed URL Access to
66. 249. 78. 146 I srael 147.237.72. 166 |aka. i df . i | wiw aka, i of i | /i turi maspli t uri npages. asp B ock 1
] . . DOstributed Paraneter Type Mol ation on
52.12.14.230  [Wited Sates |147.237.77.216|dover.idf.il v i df i 1/1379- he/ dover . aspx paranet er PageNum Bl ock 1
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