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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 18234
8. 29. 198. 26 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4007
207. 46. 13. 137 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2291
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SC- Sl owl ori s- DO5- Var 1 dest - r eset 8
84.111. 83. 57 | srael 147.237.77.170 nmaarachot.idf.il |B ock Wdp All Nets drop 3
94.77.196. 82 Saudi Arabi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 2

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2
188.138. 1. 218 Ger many 147.237. 76. 196 e.svivaidf.il |Bock Wp Al _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
89.248.167. 131 |147.237.0.34 |Netherl ands tikshuv.idf.il ET SCAN Potential SSH Scan 2
66.249. 69. 104 |147.237.77.170|W0ited Sates |[mmarachot.idf.il |ET SCAN NVAP -sA (2) 2
161. 202. 120. 148|147. 237. 77. 19 |Japan lawforumidf.il ET SCAN Potential SSH Scan 1
107. 158. 255. 194(147. 237. 77.19 |Wited Sates [lawforumidf.il [ET SCAN NVAP -sS w ndow 4096 1
89, 248.97. 45 147, 237.76.86 |Spain vy, i df i1 SER\/ER APAO—E. Apache nod_ssl non-SSL connection to SSL port 1
deni al of service attenpt
104.232.98.3 147.237.76.39 |Whited Sates |nobile neitav.idi.i|ET SCAN NVAP -sS wi ndow 4096 1
78. 56. 201. 63 147. 237. 72. 166 |Li t huani a aka.idf.il Xenu Link S euth User Agent 1
104.232.98.3 147.237.76.39 |lhited Sates |nobile.neitav.idf.i|ET SCAN NVAP -f -sS 1
98.119.105. 221 [147.237.8.24 |thited Sates |e.lifestyle.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
23. 96. 109. 87 147.237.0.34 |Wited Sates |tikshuv.idf.il ET SCAN NVAP -sS w ndow 4096 1
91.201. 236. 155 |[147.237.8.46 |lkraine e.chinuch.idf.il [ET SCAN NMAP -sS wi ndow 2048 1
183. 2. 242. 64 147.237.0.33 |China idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248. 167. 131 |[147.237. 77. 227 |Net her | ands e. hanaz. i df .i| ET SCAN Potential SSH Scan 1
161. 202. 120. 148|147. 237. 77. 233 [Japan atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
89.248.167. 131 |147.237. 76. 201 |Net her | ands eatal.idf.il ET SCAN Potential SSH Scan 1
161. 202. 120. 148|147. 237. 77. 121 [Japan e navy.idf.il ET SCAN Potential SSH Scan 1
89.248.167. 131 [147.237.8.24 [Netherlands elifestyleiidf.il [ET SCAN Potential SSH Scan 1
161. 202. 120. 147|147.237.0. 19  [Japan nadimatal.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
89.248.167. 131 |[147.237.0.19 [Netherlands nadimatal .idf.il |ET SCAN Potential SSH Scan 1
107. 158. 255. 194|147. 237.77.19 |lhited Sates [lawforumidf.il |ET SCAN NMAP -sS wi ndow 3072 1
80. 82.78. 38 147.237.77.19 |Netherl ands lavforumidf.il |[ET SCAN NVAP -sS wi ndow 1024 1
104. 232. 98. 3 147.237.76.39 [Wited Sates |nobile neitav.idf.i[ET SCAN NMAP -sS wi ndow 2048 1
71. 6. 216. 47 147.237.76.196 |Lhited Sates |e.svivaidf.il ET SCAN Potential SSH Scan 1
98.119.105. 221 [147.237.8.24 |thited Sates |e.lifestyle.idf.il |[ET SCAN NVAP -sS w ndow 4096 1
208. 67. 1. 222 147.237.0.15 |lited Sates |kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
66.240.213.93 |147.237.76.197 [Whited Sates |e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 155 |[147.237.8.46 |lkraine e.chinuch.idf.il |ET SCAN NMAP -sS wi ndow 4096 1
23. 96. 109. 87 147.237.0.34 |Wited Sates |tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
183. 2. 242. 64 147.237.0.35 |China akaws. i df .i | ET SCAN Potential WNC Scan 5900- 5920 1
91.201. 236. 155 |147.237.8.46 |kraine e. chinuch.idf.il ET SCAN NVAP -f -sS 1
183. 2. 242. 64 147.237.0.19 |China nadimatal .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
89.248. 167. 131 |147.237. 76. 202 [Net her | ands e halag.idf.il ET SCAN Potential SSH Scan 1
161. 202. 120. 148|147. 237. 77. 178 |Japan e. mat pash. i df .i| ET SCAN Potential SSH Scan 1
89.248. 167. 131 |[147.237. 76. 199 [Net her | ands e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
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r eam n ine: TCP Invali i i ssi
84.95.208.20  |Israel 147. 237.76. 200 [ei tan aka. i of . { | SAM NG Engine: TCP Invalid invalid segnent retransnission drop 63
Ret ransni ssi on Packet dropped.
92.241.43.77 Jordan 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 48
reamng Engi ne: TCP Invali i i ssi
66.249.78.146 |Wnited Sates 147.237.72. 166 |aka i i1 |/ €AM NG Engine: TCP Invalid |invalid segnent retransnission drop 45
Ret ransmi ssi on Packet dropped.
139.162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 42
Sreamng Engine: TCP Invalid i i ssi
84.95.208.20  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 33
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.13. 8. 28 I'srael 147. 237.77. 243 |mwbi l e, i f . i1 9 =g Invalid segnent retransmssion. | 24
Ret ransni ssi on Packet dropped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 24
108. 161. 30. 246 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 23
157.55.39.106 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 23
Sreamng Engine: TCP Invalid i i ssi
79.177.220. 172 |israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. |, 21
Ret ransni ssi on Packet dropped.
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
136.243.5.203  |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
207.46.13.137 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 20
45. 55. 62. 27 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 19
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
69. 78. 1. 236 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 15
95. 130. 89. 4 g‘ilcisgi':('ja” Territory. {147, 237.77. 216 |dover. idf.i1  |drop First packet ism't SWN drop 12
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
r eam n ine: TCP Invali i i ssi
66.249.64.190 |United Sates 147.237.72. 166 |aka it i1 | €AM NG Engine: TCP Invalid |invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
198.58.102. 156 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
54.184.225.97 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
54.184.242.131 |[wnited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 11
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
Sreaning Engine: TCP Invalid i i ssi
46.19.85.126  |israel 147. 237. 77. 243 |nubi 1 e.i df .i 9 =g Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.
192. 249. 66. 247 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
46. 19. 85. 37 | srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
204.237.2.151 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
Sreaming Engine: TCP Invalid i i ssi
84.95.208.20 | srael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.29.51. 14 I srael 147.237. 77. 243 |robi | e. i df . | 9 =g Invalid segnent retransmssion. |, ., 4
Ret ransni ssi on Packet dr opped.
185. 116. 116. 111 |Lebanon 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
157.55.39.209 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
65.55.210. 113 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
Sreaning Engine: TP Invalid i i ssi
66.249.78.206 |United Sates 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, ., 3
Ret ransni ssi on Packet dr opped.
149. 200. 182. 174 |Jordan 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
Sreaning Engine: TCP Invalid i i ssi
130.193.51.91 |Russi an Federation 147.237.76. 200 |ei tan. aka. i df . i g .g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
31.154.148.24 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249. 93. 245  |Eur ope 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.148.223 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 142. 60 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
212.21.66.6 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2
199.30.24.169 |Uhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 2
109. 253. 224. 53 |l srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
8.29. 198. 26 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2
162.203.2.233 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . il Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 117
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 73
84. 95. 208. 20 | srael 147.237.77. 226 V\T,\rN chamat z. aka. i df Mil tiple Uauthorized URL Access from 84. 95. 208. 20 B ock 26
84. 95. 208. 20 I srael 147.237.77. 226 \A:ArN chamat z. aka. i df PHP At t enpt B ock 10
84. 95. 208. 20 I srael 147.237.77.216|dover.idf . il Dstributed PHP At tenpt B ock 8
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 7
84. 95. 208. 20 | sr ael 147.237.76.86 |[navy.idf.il Ml tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 6
176.13.8. 28 I srael 147.237.77.243|nobi l e.idf . i | O stributed Suspicious Response Code B ock 6
79.177.220. 172 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 5
109. 65. 208. 210 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 5
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 5
131.253.25.192 |Uhited Sates |147.237.77.216|dover.idf.il Distributed Wauthorized LRL Access on waw idf.il/error.htm B ock 5
84. 95. 208. 20 | sr ael 147.237.77.234|hal ag. i df . i | Ml tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 4
84. 95. 208. 20 I srael 147.237.77.216|dover.idf . il PHP At t enpt B ock 4
66.102. 6. 191 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on www i df.il/error. htm B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP At t enpt B ock 3
84. 95. 208. 20 I srael 147.237.0.34 [tikshuv.idf.il Ml tiple Unauthorized URL Access from 84. 95, 208. 20 B ock 3
37.26.149. 244 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
212. 150. 244. 228]l srael 147. 237.77. 226 V\:A:W chamat z. aka. i df Mil ti pl e Uhaut hori zed URL Access from 212. 150. 244. 228 B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il Ml tiple Unauthorized URL Access from 84. 95, 208. 20 Bl ock 3
66. 102. 6. 188 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Whaut hori zed UR. Access on waw i df.il/error.htm B ock 3
46.19. 85. 126 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
43.240.13.215 |Hong Kong 147.237.77.216|dover . i df . il O stributed PHP A tenpt B ock 2
84. 95. 208. 20 I srael 147.237.77. 176 |nat pash. i df . i | Ml ti pl e Unaut horized URL Access from 84.95. 208. 20 B ock 2
5.29.51. 14 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
109. 65. 143. 45  |Israel 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw idf.il/aman B ock 1
43.240.13.215 |Hong Kong 147.237.77.216|dover. i df .l Unaut hori zed URL Access to www i df.i|/xmrpc. php Bl ock 1
65.55.210.113 |lnited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 1
17.142.155.123 |Uited Sates [147.237.77.74 [lawidf.il m”;:;rii;e'?lﬂppfce?ggz_;ot o associ ati on Bl ock 1
212.150. 244. 228l srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wawidf.il/tenpl ates/article/nobile |B ock
66.249.79. 11 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
46.19.85.37  |[isral 147.237.76.31 |nakchal . i df . il Poraneor e Mol on search 11 aspx Bl ock 1
84. 95. 208. 20 I srael 147.237.76.86 |[navy.idf.il PHP Attenpt Bl ock 1
79.178.57.161 |Israel 147.237.72. 166 |aka. i df .i | Unhaut hori zed Met hod GPTI ONS for v aka. i df.il/main/sachar/  |B ock
198.58.103. 102 |Wnited Sates |147.237.77.216|dover. i df . il m“it;"lriilzle&gﬁ nfcmmsis e Jengli sh Bl ock 1
65.55.210.236 |lnited Sates |[147.237.77.216|dover.idf.il Dstributed Lhauthori zed UR. Access on waww i df.il/error.htm B ock 1
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il PHP Att enpt B ock 1
130. 185. 155. 82 [Sweden 147.237.77. 176 |mat pash. i df . i | Distributed PP Attenpt B ock 1
66. 249. 79. 17 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1400- he/ at al . aspx |B ock 1
84.95. 208. 20 | srael 147.237.77. 226 W:ArN chamatz. aia. T \Amm:zu:::grrr;tzsdalt?_i (;CCIGIS/SI etn(]))I at es/ honepage/ di v.item Bl ock !
79.178.57.161 | srael 147. 237.72. 166 |aka. i df . i | m“;;‘;’riid??l /u:; n’;"s‘:;i;t/?esoumesl syl es/ B ock 1
199.30.24.169 |Uited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on www i df.il/error. htm B ock 1
66.102. 6. 131 Lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed UR. Access on waw idf.il/error.htm Bl ock 1
84. 95. 208. 20 I srael 147.237.77. 234 |hal ag. i df . i | PHP Attenpt Bl ock 1
212. 150. 244. 228|I srael 147. 237.77. 226 V\:ArN chamat z. aka. i df m“tC:Z;;tZ;dat‘:'i gf"_cﬁsft ;r?pl at es/ honepage mobi | & B ock 1
130. 185. 155. 82 |Sweden 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to www cogat . i df.il/wp-1ogin. php B ock 1
68.180. 229. 241 [United Sates |147.237.77.176 |nat pash. i df . i | \;P:rwargf);z pe M /oiﬁé?ﬁeﬁgzzﬂsgx Bl ock 1
54.210.18.124 |Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
84.95.208.20  |Israel 147.237.77.233|atal . i df . i o rzist;‘_‘t;f 2‘;“;‘1‘:5;‘ Szetdxtlﬂ Access on Bl ock 1
207.46.13.137 |lhited Sates |[147.237.77.216|dover.idf.il Mil tipl e Uhauthorized URL Access from 207. 46. 13. 137 B ock 1
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