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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_UWp Al _Nets drop 6
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 5
71.6.165. 200 Lhited Sates 147.237. 76. 198 e.yohalan.idf.il |Bock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature
ET DC5 Large anount of TCP ZeroWndow - Possi bl e Niller2 DDos

80. 246. 130. 186 |147. 237. 77. 233 I srael atal.idf.il 6
attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 64. 159 [147.237.77.74 |Whited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
119. 10. 114. 32 [147.237.8.14 [China e.orchot.idf.il ET SCAN NVAP -f -sS 1
89. 248. 167. 131 [147. 237. 77. 179 [Net her | ands e mazi.idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 |147.237.0.16  |Netherl ands ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
58. 218. 204. 211 [147. 237. 76. 42 [China refuah.idf.il ET SCAN Potential SSH Scan 1
58.218. 204. 211 |147. 237.76.34 |thina yohal an.idf.il ET SCAN Potential SSH Scan 1
218.57.11.7 147.237.0. 200 |China mdu. i df il ET SCAN Potential SSH Scan 1
189, 122 22172 |147. 237 8. 27 |mrai| o radimatal idf i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
119. 10. 114. 32 |147.237.8.14 |[China e orchot.idf.il ET SCAN NVAP -sS w ndow 2048 1
104. 219. 238. 10 [147.237.0.33 |Lhited Sates |idf.il ET SCAN NMAP -sS wi ndow 1024 1
89. 248. 167. 131 |147. 237. 72. 166 [Netherl ands ~ |aka.idf.il ET SCAN Potential SSH Scan 1
66.240.213.93 |147.237.76.148|lhited Sates |gqcenter.aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
58.218. 204. 211 |147. 237. 76. 38 |China eengitav.idf.il ET SCAN Potential SSH Scan 1
119.10. 114. 32 [147.237.8.14 |China e.orchot.idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S’te ‘Signature
94. 228. 34. 248 LKJ?ir:;gom 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 133
82.145. 218. 138 |Eur ope 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 107
66.240.76.146 |Uited Sates |147. 23772, 166 |akaicr.i1t | €M NG Engine: TP Invalid Invalid segnent retransmssion. drop 60
Ret r ansni ssi on Packet dr opped.
37.217.28.106 |Saudi Arabia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 37
46.19. 85. 73 I'srael 147, 237. 77, 243 |wbi e i o1 |} €M NG Engine: TCP Invalid nvalid segnent retransmssion. drop 36
Ret r ansni ssi on Packet dr opped.
208.115.113.89 |Wited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 25
149. 88. 171. 148 |l srael 147.237. 72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 24
207.46.13.137 |Lhited States [147.237.77.216|dover.idf.il [drop Frst packet isn't SN drop 20
157.55.39.106 |[Uhited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 20
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
157.55.39.209 |[hited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SN drop 16
176.7.53.111  |Gernmany 147, 237. 76. 200 |ei tan. aka. i o | S N9 Engi ne: TCP Invalid Invalid segnent retransmssion. drop 15
Ret ransni ssi on Packet dr opped.
169. 199. 19. 136 [lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 14
203. 133. 169. 234 g;ﬁa icof 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
198.58.102.96 [lhited Sates |[147.237.77.216|dover.idf.il |[drop First packet isn't SYN drop 12
50.87.144.145 |lhited States [147.237.77.216|dover.idf.il [drop Frst packet isn't SN drop 12
198.58.102. 117 [thited Sates |[147.237.77.216|dover.idf.il [drop First packet isn't SN drop 12
198.58.102. 155 [lhited Sates |[147.237.77.216|dover.idf.il |[drop First packet isn't SYN drop 12
66.249.64. 100 |United Sares |147.237.72. 166 |akaidr.il |2 camng Bngine: TGP Invalid nvalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
198.58.102. 156 [lhited Sates |[147.237.77.216|dover.idf.il |[drop Frst packet isn't SYN drop 12
66.249.93.111 |Europe 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
207. 46. 13. 2 Lhited Sates |147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 9
192. 0. 101. 35 Lhited Sates |147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 8
149.88.171. 148 |Israel 147.237.72. 166 |aka idf.il  |Bad TOP sequence Vmﬁsrczt;ansm wehdifferent Joonitor s
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 8
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
24.87.135. 15 Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
80. 246. 130. 186 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
87.70.123.13  |israel 147, 237.76. 200 |ei tan. aka. i of, || SAM NG Engine: TP 1nvalid Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dr opped.
68.180.231.43 |Lhited States [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
46.19. 85. 129 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
139. 162. 216. 112|thited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 6
92.247.181.31 |Bulgaria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
84.95.208.20  |israel 147.237. 72, 166 |aka i 11 |} €M NG Engine: TCP Invalid Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 129 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 6
73.171.202.86 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 6
46. 19. 85. 129 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 5
46.19. 85. 129 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 5
84.109. 73. 190 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
192. 249. 66. 247 [hited Sates |[147.237.77.216|dover.idf.il [drop Frst packet isn't SN drop 5
65.55.210. 107 |Wited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 4
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
200.229.44.1 Brazil 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
188.120. 154. 48 |l srael 147.237.77.216|dover.idf.il |(Bad TCP sequence Invalid ACK nunber noni t or 4
94.230.86.176 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
86. 108. 98. 31 Jordan 147.237.77. 176 |matpash.i df . il |dr op First packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
79.177.92.190 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspi ci ous Response Gode Bl ock 11
46.19. 85. 73 I srael 147.237.77.243|nobi | e. i df . i | Distributed Suspicious Response Code B ock
66. 249. 79. 89 I srael 147.237.77.216|dover . i df . i | Distributed Lhauthori zed URL Access on waw idf.il/error. htm B ock
65.55.210.250 |Wiited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waw i df.il/error. htm B ock
. . Unaut hori zed URL Access to
109. 160. 147. 131]I srael 147.237.77.74 |lawidf.il v g, i df i 1/i nages/ 1. he/ i nf ocent er|  end B ock 1
52.87.211.192 |United Sates |147.237.77.216|dover. i df . il Wnauthori zed UL Access to B ock 1
wan i df . i |/ shar ed/ user cont r ol s/ header upper /
213.57.228.26 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for www aka. i df.il/main/giyus B ock 1
141.212. 122. 161|nited Sates |147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ B ock 1
40.77. 167. 96 Uhited Sates [147.237.0.34 [tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/wit Bl ock 1
157.55.39.209 |Uited Sates [147.237.77.216|dover.idf.il Distributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 1
. . Uhaut hori zed URL Access to
66.249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p storage/ i | es/ 6/ 71556. pf Bl ock 1
79.182.42.55  |israel 147.237.72. 166 |aka. i df . i | Unknown Parameter __\ BVBTATEENCRYPTED | n None 1
wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
203. 133. 170. 171 gﬁa ic of 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/nodiin/ defaul t.aspx B ock 1
- kosher-kravi . i df '
66. 249. 66. 182 I srael 147.237.0.16 | Y Wnaut hori zed URL Access to o B ock 1
il wawe ny- kosher-kravi .idf.il/tenpl ates/|ogi n/|ogi n. aspx
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Wauthorized URL Access to waw kosher-kravi.idf.il/default.aspx [B ock 1
46.120. 142. 196 |1 srael 147.237.72. 166 |aka. i df .i | Unknown _Par e_met er ctl 00sct | OO$_cphMa| n$cphSachar $ct 1 63 in None 1
viwv aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
213. 8. 204. 61 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
66.249.75. 8 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock
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