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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count

58.153. 197. 115 Hong Kong 147.237.76. 42 refuah.idf.il ock Wp Al _Nets drop 1
71.6.135.131 Lhited Sates 147.237.76. 38 e.eneitav.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
68. 115. 186. 146 147.237. 8. 46 Lhited Sates e. chinuch.idf .il ET SCAN Potential SSH Scan 2
66. 249. 64. 181 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
93.189. 26. 18 147.237.8.24 Austria elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
71. 6. 216. 60 147. 237.77. 233 Lhited Sates atal.idf.il ET SCAN Potential SSH Scan 1
71.6.216. 53 147. 237.77. 226 Lhited Sates wwwy chamat z. aka. i df . i | ET SCAN Potential SSH Scan 1
68. 115. 186. 146 147. 237.8. 28 Lhited Sates e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
165. 215. 209. 15 147. 237.77. 216 Lhited Sates dover.idf.il Tehila - Perl LWP with fake user agent 1
96. 36.97. 78 147. 237. 8. 45 Lhited Sates eeitanidf.il ET SCAN Potential SSH Scan 1
94.102. 52. 47 147.237.77. 212 Net her | ands e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82.78. 38 147. 237. 76. 200 Net her | ands eitan aka idf.il ET SCAN NVAP -sS wi ndow 1024 1
71. 6. 216. 60 147.237.77. 205 Lhited Sates prisha.idf.il ET SCAN Potential SSH Scan 1
158. 255. 5. 147 147. 237.77. 234 Russi an Federation hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
96. 36. 97. 78 147.237.8. 27 Lhited Sates e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘S’te ‘Signature
144. 42.254.14 |lhited Sates 147.237.77. 176 |mat pash. i df . i 1|dr op Frst packet isn't SN drop 180
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 102
38.111.147.83 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 68
197. 45. 132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 44
66.249.78.146 |United Sates 147,237 72. 166 |aka a1 |1 SAMNg Engine: TP Invalid imvalid segnent retramsmssion. |y 39
Ret r ansni ssi on Packet dr opped.
79.177.31.111 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 31
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
207.46.13.137 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 19
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 18
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
66.249. 66. 190 |lhited Sates 147.237.0.34  |tikshuv. o 11| " €AM NG Engi ne: QP Inval id - invalid segnent retransnissi on. drop 15
Ret r ansni ssi on Packet dr opped.
50. 87. 144. 145 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 14
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
66.249.66. 184 |Wnited Sates 147.237.0.34  |tikshov.ir 11| " €3MNG Engine: TP Invalid invalid segnent retransmssion drop 12
Ret r ansni ssi on Packet dr opped.
198.58.102. 156 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
54.188.243.44 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
54.214.182.228 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
192.40.89. 71 Denmar k 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
207.46.13.2 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
172. 56. 40. 76 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
188. 50. 249. 143 |Saudi Arabia 147.237.77. 176 |mat pash. i df . i 1|dr op Frst packet isn't SN drop 10
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
188. 161. 15. 38 g‘ilcisgii:;a” Territory. |147. 237. 77. 216 |dover.i of.i1  |dr op Frst packet isn't SN drop 8
5.102.195.126 [Israel 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber moni t or 7
157.55.39.209 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
97.74.24.188 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
66.249.66. 44  |Wnited Sates 147.237.0.34  |tikshov.iar 11| " €3MNG Engine: TP Invalid invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dr opped.
85. 104. 139. 206 |Turkey 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
46.19. 86. 34 I srael 147, 237. 77, 243 bl e, i of 1 || €AM NG Engi ne: QP I nval id - invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dr opped.
109. 160. 147. 131/l srael 147.237.72. 166 |aka i or. i1 || €AM NG Engi ne: TCP | nvalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
66.249. 66.47  |Wited Sates 147.237.0.34  |tikshuv. o 11| €AM NG Engi ne: QP Inval id - invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dr opped.
162. 243. 125. 185|lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
46.19.85.21  |israel 147, 237. 77, 243 |mbi e i1 || S NG Engine: TP Invalid invalid segnent retramsmssion. | 6
Ret r ansni ssi on Packet dr opped.
82. 41. 30. 33 Uni ted Ki ngdom 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
82.41.30.33  |United Kingdom 147.237.77. 216 |dover.idf.i1 |Bad TCP sequence ﬂﬁtrj\:;ggz?c;:“h monitor |5
157.55.39.106 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
199. 201. 101. 18 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5
195. 239. 16. 40 |Russi an Federation 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4
31.154.173. 140 |[Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
139.162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
195. 239. 16. 53  |Russi an Federation 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4
41.3.178.75 South Arica 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
166. 137.139. 48 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
66. 249. 79. 89 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
93.56.72.73 Italy 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
66.249. 93. 247  |Eur ope 147.237. 72, 166 |aka a1 |1 SAMNg Engine: TP Invalid imvalid segnent retramsmssion. |y 3
Ret r ansni ssi on Packet dr opped.
209. 6. 44. 74 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 3
66.249. 78. 206 |Uited Sates 14723772 166 |aka it i1 | €3 NG Bngine: TP Invalid finvalid segnent retransmssion. |y 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
109. 253. 141. 160|I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 32
. . . Paraneter Type Mol ation Qurrent Password in
89.138. 109. 204 |l srael 147.237.77.243|nobi l e.idf . il nobi | e. i df i |/ sachar/ changepassvor d B ock 14
82.80.135.141 |Israel 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to v i df . il /hi mush Bl ock 4
93.109. 218. 123 |CQyprus 147.237.77.216|dover. i df .i |l Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
65.55.210.202 |lnited Sates 147.237.77.216|dover. i df .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
199. 30. 25. 84 Lhited Sates 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 2
64.71.32.22 Lhited Sates 147.237.72. 166 |aka. i df . i | Ml ti pl e Whaut horized URL Access from 64. 71. 32. 22 B ock 2
. . . Uhaut hori zed URL Access to
46.19. 85. 21 I srael 147.237.77.243|nobi l e.idf . i | nobi | e.i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1390 B ock 2
199. 30. 25. 95 Lhited Sates 147.237.77.216|dover. i df . il D stributed Unhaut hori zed UR. Access on waw i df.il/error.htm Bl ock
199. 30.16.170 |Uited Sates 147.237.77.216|dover. i df .i | Ostributed Wnaut hori zed URL Access on ww i df.il/error. htm Bl ock
199.30. 24.123 |thited Sates 147.237.77.216|dover. i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock
79.177.31. 111  |[Israel 147. 237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for B ock 2
v aka. i df . i |/ nai n/ sachar/ vi ewpaysl i p. aspx
84.228. 235. 199 |l srael 147.237.76.42 |refuah.idf.il Unaut hor i zed HTTP Met hod B ock
199.30.24.183 |thited Sates 147.237.77.216|dover. i df . il Dstributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock
46.19. 85. 21 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock
. . Uhaut hori zed URL Access to
192.99. 44. 141  |Canada 147.237.77.216|dover.i df.i |l vow i o i 1/ shar ed/ user cont r ol s/ header upper/ Bl ock 1
. . Uhaut hori zed URL Access to
84.228. 235.199 |l srael 147.237.76.42 |refuah.idf.il vw refua. atal i .i1/si p_storagelfiles/ 8l Bl ock 1
68.180.231.43 |lnited Sates 147.237.77.216|dover. i df .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
82.166.242.178 |[Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1136-he/ atal . aspx |B ock 1
66.249. 64. 154 |l srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/yohal an/ mai n/ nai n. asp Bl ock 1
192.110.214.2 |Uited Sates 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/test/wp-admn/ B ock 1
85. 250. 185. 61  |Israel 147. 237.72. 166 |aka. i df . i | Unknown Parameter _M EVETATEENGRYPTED | n None 1
waw aka. i df . i | / mai n/ sachar/ pi r suneynof et . aspx
72.10.32.34 Lhited Sates 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy. i df.il/wp/ wp-adnin/ B ock
64.71.32.22 Lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/bl og/ wo-adnin/ B ock
132.74.145. 100 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None
. . Unaut hori zed URL Access to
84.94. 185. 34 I srael 147.237.72. 166 |aka. i df . i | v aka, i of i1/ i 1V gi yus/ ww navy. i df i | B ock 1
. . Uhaut hori zed URL Access to
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
46. 19. 86. 34 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
89. 31. 140. 19 Ger many 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy. i df.il/wordpress/wp-admin/ B ock 1
75. 141. 65. 80 Lhited Sates 147.237.77. 216 |dover.i df.i Unaut hori zed URL Access to www idf.il/894-en/idf gdover.aspx  |B ock 1
64.71.32. 26 Lhited Sates 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnaut hori zed URL Access from 64. 71. 32. 26 B ock 1
207. 46.13.2 Lhited Sates 147.237.77.216|dover.i df .l Unaut hori zed URL Access to ww i df. i | /navy/ gadna B ock 1
149.88.229.75 |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
84.228.235.199 |[lIsrael 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed URL Access from 84. 228. 235. 199 B ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 240 |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
46.19. 86. 61 I srael 147.237.77.243|nobi l e. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
64.71.32.26 Lhited Sates 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/test/wp-admn/ B ock 1
213.8.204. 61 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
38.111.147.83 |[lnited Sates 147.237.77.216|dover.i df.i Uhaut hori zed LRL Access to www i df.il/894-he B ock 1
157.55.39. 134 |Uited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/main/smalimhtm/12. asp |B ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 246 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ mai n/ hone/ def aul t . aspx B ock 1
46.43.68.10  |Aestinian Territory, {47 537 77. 176 |mat pash. i df .i| TR aTeter Type Mol ation Searchlext in Bl ock 1

Qccupi ed

wan cogat . i df . i 1/938-en/ cogat . aspx
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