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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 6118
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 1555
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 1

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP-M SG Sl ow ori s- DC&- Var 1 dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature |Devi ce Action |Count |
46. 32. 206. 191 Pal estinian Territory, Qecupied |147.237.77.216 |dover.idf.il|3798: HITP. SQ Injection (Bool ean | dentity) B ock 1
5.34.160. 178 Pal estinian Territory, Qcupied |147.237.77.216 |dover.idf.il[12618: HITP. VebQ ui ser Wul nerability Scanner B ock 1
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|Top Attackers In |D|

A tacker

Target Address ount ry Signature
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
174.37.194. 144 (147.237.76.39 |Wited Sates |mobile meitav.idf.il [ET SCAN NVAP -sA (2) 2
109. 67. 148. 188 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
104.232.98.3  |147.237.77.216 |Lhited Sates |dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
93.189.26.18 [147.237.0.16 |Austria ny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
89. 248. 167. 131 |147. 237. 76. 34 |Netherl ands yohal an. i df .i| ET SCAN Potential SSH Scan 1
197. 48. 234. 170 |147. 237. 77. 216 |Egypt dover.idf.il portscan: TCP DO stributed Portscan 1
80. 82. 78. 38 147.237. 77. 170 |Net her | ands maar achot . i df . il ET SCAN NVAP -sS wi ndow 1024 1
185.130.5.86  |147.237.77. 176 |Li thuani a mat pash. i df .i | ET SCAN Potential SSH Scan 1
66.176.28. 101 |147.237.77.216|lited Sates |dover.idf.il portscan: TCP D stributed Portscan 1
180. 97. 106. 161 [147.237.8.28 |China e.mobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
174. 37. 194. 144 (147.237.76.39 [Wiited Sates |nobile.neitav.idf.il [ET SCAN NMAP -sS wi ndow 3072 1
111. 68. 104. 195 [147.237.8.24  |Paki stan elifestyle idf.il ET SCAN NVAP -sS w ndow 4096 1
104.232.98.3  [147.237.77.216|Whited Sates  |dover.idf.il ET SCAN NVAP -sS wi ndow 3072 1
104.232.98.3  |147.237.77.216 |Uhited Sates |dover.idf.il ET SCAN NVAP -f -sS 1
89. 248. 167. 131 [147. 237. 77. 176 |Net her | ands mat pash. i df .i | ET SCAN Potential SSH Scan 1
89. 248. 167. 131 |147. 237. 0. 200 |Net her| ands . i df i | ET SCAN Potential SSH Scan 1
80. 82. 78. 38 147.237.8.50 |Netherl ands e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.130.5.86  [147.237.76.30 |[Lithuania hi nush. i df . il ET SCAN Potential SSH Scan 1
49 147 231 184 |147 237 0,33 |Forea Republic | o o ET SI:AN Behavi oral Usual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
174.37.194. 144 |147.237.76.39 |lLhited Sates |mobile.neitav.idf.il [ET SCAN NMAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address ‘Ste ‘Slgnature
208.185.85.56 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 426
5.153.234. 154 |Sweden 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 51
198. 251. 60. 85 |Canada 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 42
139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 36
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 36
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 36
Sreamng Engine: TGP Invalid i i ssi
66.249.78.146 |lnited Sates  |147.237.72. 166 |aka.idf.il 9 =g Inval i d segnent retransmssi on. drop 30
Ret ransm ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 26
91. 240. 83. 27 Lebanon 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 25
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SW drop 24
136.243.5.203  |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 21
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 21
95.90. 235. 212  |Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 21
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 19
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 18
Sreaning Engine: TGP Invalid i i Ssi
80.178.83.201 | srael 147.237.0.34  |tikshuv.idf.il 9 =g nval i d segnent retransmssi on. drop 18
Ret ransm ssi on Packet dr opped.
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 16
Sreamng Engine: TCP Invalid i i ssi
149.78. 160. 203 | srael 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g nvalid segnent retransmssi on. drop 16
Ret r ansm ssi on Packet dr opped.
207.46.13.2 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 14
157.55.39.209 |Uhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 14
R SYNFACK retransmit with different .
46. 19. 86. 45 | srael 147.237.72.166 |aka.idf .il Bad TCP sequence wi ndow scal e noni t or 13
207.46.13.137 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 13
162. 243. 118. 199|Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
187.207. 55. 139 |Mexi co 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
Sreamng Engine: TCP Invalid i i ssi
66.249.64.190 |[lnited Sates  |147. 237.72. 166 |aka i of il 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.
198.58.103. 160 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
162.243.97.21 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
52. 13. 45. 167 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 11
54.190. 149. 110 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
54.184.203.31 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 11
54.202. 26.9 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 11
54.185.248.44 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
54.188.213.250 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 11
Sreaning Engine: TGP Invalid i i Ssi
66.249. 66.187 |Uited Sates  |147.237.0.34 |tikshuv.idf.il 9 =g nval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.66.44  |wnited Sates  [147.237.0.34 [tikshuv.idf.il 9 =g Invalid segent retransmssion. drop 9
Ret r ansn ssi on Packet dr opped.
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
8.39.217.2 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
105. 155. 143. 138|Mor occo 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop
Sreaning Engine: TGP Invalid i i Ssi
85. 64.147. 202 |1 srael 147. 237.77. 243 |mobi l e, i f . 9 =g nval i d segnent retransmssi on. drop 8
Ret ransm ssi on Packet dr opped.
92. 40. 249. 56 Uni ted Ki ngdom|147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop
157.55.39.106 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop
Sreamng Engine: TCP Invalid i i ssi
77.125.1.169  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 6
Ret r ansn ssi on Packet dr opped.
92.247.181.31 |Bulgaria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
Sreamng Engine: TCP Invalid i i ssi
91.87.217.70  |Bel gium 147.237.77. 243 |robi | e. i of .| 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Russi an o .
141.8.132.78 Feder at i on 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
185.3.147.110 | srael 147.237.77. 243 |robi | e. i of .| 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
162. 243. 116. 152|Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
82.166.74.170 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 18
199.30.24. 112 |wiited Sates 147.237.77. 216 |dover . i df . i | Distributed Wnaut hori zed LR Access on B ock 2
wwidf.il/error. htm
46. 32. 206. 191 glcis;ilgéan Territory, 1147, 237.77. 216 |dover . i df . i | Ml ti pl e Unaut hori zed URL Access from 46,32, 206. 191 |B ock 2
199.30.25.27  |wited Sates 147.237.77. 216 |dover . i df . i | Distributed Wnaut hori zed LR Access on B ock 2
wwidf.il/error. htm
157.55.2.179  |wited Sates 147.237.77. 216 |dover . i df . i | Distributed Lhaut horized LR Access on B ock 2
wwn i df.il/error. htm
85. 64.147.202 |Israel 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 2
65.55.210. 104 |Wnited Sates 147.237.77. 216 |dover. i df . i | Distributed thaut horized URL Access on B ock 2
wwidf.il/error.htm
91.87.217. 70 Bel gi um 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 2
65.55.210. 141 |Uited Sates 147.237.77. 216 |dover . i df . i | Distributed Wnaut hori zed LR Access on B ock 2
wwidf.il/error. htm
96.224.0.54 Lhited Sates 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 1
] . . Paraneter Type Mol ati on SearchText in
75.141.65.80  |lhited Sates 147.237.77. 216 |dover. i df . il v i df i 17 1065- en/ dover . aspx Bl ock 1
141.212.122. 161 |thited Sates 147.237.77. 176 [nat pash. i of . i | Unaut hori zed URL Access to 147.237.77. 176/ Bl ock 1
. . Uhaut hori zed URL Access to
84.108. 120. 146 |l srael 147.237.77. 216 |dover.i df . il ww i o i1/t tps: /v df i 1/ B ock 1
. . Unhaut hori zed URL Access to
66. 249. 64. 225  |Israel 147.237.72. 166 [aka. i df . i | 147 237.72. 166/ r obot 5. t xt Bl ock 1
! . . Uhaut hori zed URL Access to
96.224. 0. 54 Lhited Sates 147.237.77.74 |lawidf.il v g, i df i 1/ 163- 6859- en/ B ock 1
. . . Unhaut hori zed URL Access to
75.141.65.80  [Uited Sates 147.237.77. 216 [dover. i df . il vaw i o i 1/ 894- en/ i dff gdover . aspx Bl ock 1
46.32. 206. 191 g‘ijcis;i':('ja” Territory, 1447 237.77. 216 [dover. i df i | Unhaut hori zed LR Access to vuwidf.il/ar/" B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
105. 155. 143. 138|Mor occo 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to 147.237.77.216/ B ock 1
. . Unhaut hori zed URL Access to
80.246.133.91 |Israel 147.237.77.233(atal .idf . il 147, 237. 7. 233/ 1517 he/ at al . aspx Bl ock 1
64.71.32.25 Lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ Bl ock 1
: . . Uhknown Paraneter KEY in
157.55.39.134 |thited Sates 147.237.72. 166 |aka. i df . i | aka.i of i1 /i shuri nici tyoffi cers/ None 1
85. 64. 175. 26 I srael 147.237.77.243|nobi [ e.i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
. . Uhaut hori zed URL Access to
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
109. 65. 206. 167 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Uhaut hori zed URL Access to
164.132.161. 44 |italy 147.237.77. 216 |dover . i df . i | vow i of i |/ nevsi tef engl i sV B ock 1
] . - Paraneter Type M ol ati on PageNumin
68.180. 229. 215 |lhited Sates 147.237.76.31 |nakchal .idf.il nakhal .i df i1/ 1100- he/ nakhal . aspx B ock 1
Pal estinian Territory, . . Unaut hori zed URL Access to
46.28.138.200 |0 i o 147.237.77. 176 |nat pash. i df . i | voww cogat i df i | /tenpl at es/ general / nobi | @ Bl ock 1
. m ny- kosher - kravi . i df .
141. 212.122. 161|Lhited Sates 147.237.0. 17 i Unhaut hori zed URL Access to 147.237.0.17/ B ock 1
84.108.50.121 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode Bl ock 1
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