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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste | gnature | Devi ce Action |count |
66. 249. 67. 116 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 1472
93. 172. 27. 159 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 82
220.181.108. 182 Chi na 147.237.76. 42 refuah.idf.il |TGP handshake viol ation, first packet not syn drop 60

220. 181. 108. 155 Chi na 147.237. 76. 86 navy.idf.il TCP handshake viol ation, first packet not syn drop 53

66. 249. 67. 84 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 1

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address \Attacker Cbuntry|Target Address |Ste

| Name

|I:evi ce Action|Oount|

41.185. 12. 165 South Arica 147.237.77. 216 |dover.idf.il Cl000108: HITP. Trying to | ocate existing FCKeditor B ock 4
46.116.211. 238 |l srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 4
114.32.178. 177 |Taiwan 147.237.77. 216 |dover.idf.il C1000108: HITP. Trying to | ocate existing FCKeditor B ock 4
46. 121. 250. 72 | srael 147.237.77.233 |atal .idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 3
85. 17. 242. 234 Net her | ands 147.237.77. 216 |dover.idf.il Cl000108: HITP. Trying to | ocate existing FCKeditor B ock 3
198. 20. 69. 98 Lhited Sates 147.237. 77. 226 |ww chanat z. aka. i df . il |DVRep_B-N 60_100 B ock 2
66.240. 192. 138 |lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.8.50 e. tikshuv.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.76. 176 |test.ncore.idf.il DVRep B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77.179 |e.nazi .idf . il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Ger many 147.237.76.202 |e.hal ag.idf .i| DVRep_B-N 60 100 B ock 1
71.6.135. 131 Lhited Sates 147.237.0. 34 tikshuv.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 177 |ncore.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77. 212 |e.dover.idf.il DVRep B-N 60 100 B ock 1
94, 23.6.131 F ance 147.237.77. 216 |dover.idf.il DVRep_B-N 60 100 B ock 1
71.6.135. 131 Lhited Sates 147.237.76.86 |navy.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77. 170 |maarachot . i df . il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.233 |atal .idf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77. 243 |nobi l e.idf .il DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.77. 233 |atal .idf il DVRep B-N 60 100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.76. 177 |ncore.idf.il DVRep_B-N 60 100 B ock 1
62.210. 97. 48 F ance 147.237. 72. 166 |aka.idf.il Cl000106: HITP: maj estic bot B ock 1
184.173.183. 172 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N 40-59 Permt 1
71. 6. 165. 200 Lhited Sates 147.237. 8. 45 eeitanidf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76.202 |e.halag.idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste [Name |count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
212.76. 108. 157 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
66. 249. 67. 84 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 67. 92 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 64. 78 Lhited Sates 147.237.77. 226 v chanat z. aka. i df . i | ET SCAN NVAP -sA (2) 2
213. 210. 205. 2 Saudi Arabi a 147.237.76.176 test.ncore.idf.il ET SCAN NVAP -sS wi ndow 4096 1
178.19.107. 114 Pol and 147.237.76. 197 e hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
62. 210. 8. 164 F ance 147.237.72. 217 eidf.il ET SCAN NVAP -sS w ndow 3072 1
61. 240. 144. 66 Chi na 147.237.0. 35 akaws. i df.il ET SCAN NVAP -sS w ndow 1024 1
213. 210. 205. 2 Saudi Arabi a 147.237.76. 176 test.ncore.idf.il ET SCAN NVAP -sS w ndow 3072 1
62.210. 8. 164 France 147.237.72.217 e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
8. 29. 144. 205 Lhited Sates 147.237.77. 243 nobi l e.idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Jte
Country
24.12.211.128 |lWhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 170
71.40. 21. 238 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 115
107.14.54. 132 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 51
84.228. 145. 154 |Israel 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 25
140. 139. 231. 42 |Lhited Sates 147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 18
66.249.78.166 |lited Sates  |147.237.77. 216 |dover.idf. il Invalid segment retransmssion. Packet |Sreamng Engine: TCPInvalid drop 16
dr opped. Ret r ansni ssi on
157.55.39.176 |thited Sates  |147.237.77. 216 |dover.idf . il Invalid segment retransmssion. Packet |Sreanng Engine: TCP Invalid drop 16
dr opped. Ret r ansn ssi on
107.14.54. 142 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 14
118.93.21.150 |New Zeal and 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 14
46.121.250.72 |l srael 147.237.77.233|ata .idf.il i’; ;etransmlt w th different w ndow Bad TCP sequence noni t or 12
179. 111. 203. 100|Brazi | 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 12
37.48.120. 214  |Net her| ands 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 11
197.231.221. 211 |Li beria 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 9
37.26. 148. 245 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 7
149.78.154.69 |lLhited Sates 147.237.77. 216 |dover.idf.il First packet isn't SN dr op dr op 6
65. 25. 242. 30 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
82.119.4. 16 CGer many 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
77.127.188.214 |lsrael 147.237. 72. 166 |aka.i df .i | Frst packet isn't SN drop drop 6
66.249.78.173 |wited Sates  |147.237.77. 216 |dover.idf. il Invalid segment retransmssion. Packet |Sreanng Engine: TCPInvalid drop 6
dr opped. Ret r ansni ssi on
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
87. 68. 26. 52 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
46.121. 250. 72 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
108.59.253. 71 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 4
207.46. 13. 52 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 3
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
70. 49. 188. 85 Canada 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
85.17.242.234 |Netherl ands 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
109. 253. 128. 48 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
79. 178. 8. 36 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 2
68.180.228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
188.138. 17. 205 |Rance 147.237.77.178|e.matpash.idf.il |Geo-|ocation inbound enforcenent Geo- | ocat i on enf or cenent drop 2
2.54.7.185 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
68. 192. 83. 66 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
88.198. 25.217  |CGer many 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
77.125.119. 104 |lsrael 147.237.77. 216 |dover.idf.il First packet isn't SN dr op dr op 2
188. 166. 99. 132 gcsj:;:ﬂ on 147.237.8.50 |e.tikshuv.idf.il |Geo-location inbound enforcenent Geo- | ocati on enf or cenent drop 2
66. 249. 78. 109 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
98. 245. 100. 137 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
46.121.250.72 [l srael 147.237.77. 234 |hal ag.i df . il ::'; ;etransmlt W th different window Bad TCP sequence noni t or 2
109. 64. 26. 146 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
66.249.82.202 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
212. 235. 103. 203|l srael 147.237.72. 167 |ishurimaka.idf.il |I nval i d sequence nunber Bad TCP sequence noni t or 2
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
176. 12. 148. 66 | srael 147.237.0.15 |kosher-kravi.idf.iljl nval id ACK nunber Bad TCP sequence noni t or 1
31.172.30.2 Sii t zer| and 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
66. 249. 64. 28 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
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|Top Attackers In V\AF|

A tacker

‘Target Address |Ste

Devi ce

‘Count

Count ry

Action

46.28. 105. 11 Czech Republic |147.237.72. 166 |aka.i df .il Mil tiple Uhauthorized URL Access from 46. 28. 105. 11 B ock 4
66. 249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Mil tiple Uhaut horized URL Access from 66. 249. 78. 159 B ock 3
100.2.135. 132 |wited Sates (147,237 77. 74 llawidf il Unhaut hori zed URL Access to wwu | aw idf.il/sip_storage/fil es/ 8/ 638. pdf B ock 2
188. 138. 17. 205 |F ance 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ B ock 1
s URL is Above Root DOrectory
78.46.51. 124 Ger many 147.237.77. 216 |dover.idf.il Wi df.i1/. . /shared/cl i entscri pts/j querylj query-1 4. 2. nin.j s B ock 1
66. 249. 78. 21 | srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to ww refua. atal .idf.il/ni B ock 1
66. 249. 64. 28 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx B ock 1
157. 55. 39. 237 |lhited Sates 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ B ock 1
C e O stributed Uhaut hori zed URL Access on
66. 249. 78. 248 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ | 938- hel 1 ef uah. aspx B ock 1
sl Unaut hori zed URL Access to
66.249.67.54 |Israel 147.237.77.74 |lawidf.il 147, 237.77.74] terpl at es) get f1 1 el get i | &, aspx Bl ock 1
198. 204. 252. 19 |Lhited Sates |147.237.77.216 |dover.idf.il Enail collector robots 14 B ock 1
46.28. 105. 11 Czech Republic |147.237.72. 166 |aka.i df .il Lhaut hori zed URL Access to aka.idf.il/test/wp-adnn/ B ock 1
78.47.218.149 |Ger many 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
66. 249. 78. 102 |l srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237. 77. 216/ 1086- he/ dover . aspx B ock 1
66. 249. 64. 66 | srael 147.237. 77. 226 |[ww chanat z. aka. i df . i | |Unaut hori zed URL Access to 147.237.77. 226/ 938- he/ hamaz. aspx B ock 1
178. 137. 166. 68 |krai ne 147.237. 72. 156 |anan.i df .i | Lhaut hori zed UR. Access to list.ips.gov.il/ B ock 1
] s Unhaut hori zed URL Access to
68. 180. 228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il wa i df i 1/ nevsi t e/ hebr ew 2004/ anuary/ 0128- 1. st m Bl ock 1
sl Unaut hori zed URL Access to
66. 249. 67. 62 | srael 147.237.77.74 |lawidf.il 147. 237. 77. 74/ 261- 6570- he/ pat zar . aspx Bl ock 1
198. 204. 252. 19 |Lhited Sates 147.237.77. 216 |dover.idf.il ehMii | Hoardi ng Bl ock 1
46.121. 220. 110 |l srael 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to waw aka. i df. il /mai n/ sachar/ undefi ned B ock 1
s Unaut hori zed URL Access to
66.249. 78. 109 |l srael 147.237.77. 216 |dover.idf.il 147, 237.77. 216/ 1133- 20297- he/ i df gdover . aspx B ock 1
66.249. 64.73  |Israel 147. 237. 72. 156 |anan. i of . Distributed thaut horized LR Access on . B ock 1
waw aman. i df . i | // consol e/ cor e/ doc_ngr/ undef i ned
180.76.5.60  |China 147. 237. 77. 216 |dover . i df .i Wnaut hori zed URL Access to Bl ock 1
wawv. i df . i |/ honef ront/ hebr ew ns-wel cone. st m
69.118. 64. 11 Lhited Sates |147.237.77.176 |natpash.idf.il Lhaut hori zed URL Access to waw cogat.idf.il/sip storage/files/ 1/ B ock 1
s Unhaut hori zed URL Access to
66. 249. 67. 70 | srael 147.237.77.74 |(lawidf.il 147. 237. 77. 74/ 163- 4906- he/ pat zar . aspx B ock 1
207. 46. 13. 52 Lhited Sates |147.237.77.216 |dover.idf.il Lhaut hori zed URL Access to ww i df.il/894-en/idf gdover. aspx B ock 1
46.121.250.72 |lsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
109. 67. 23. 224 |l srael 147.237.72. 166 |aka.i df .il Uhaut hori zed URL Access to ww aka.idf.il/https:/www aka.idf.il/ B ock 1
66.249. 64.77  |Israel 147. 237. 72. 156 |anan. i of . Distributed thaut hori zed LR Access on . B ock 1
waw aman. i df . i | // consol e/ cor e/ doc_ngr / undef i ned
: R Unknown HTTP Request Method COK in URL
182. 53. 30. 16 Thai | and 147.237.77. 216 |dover.idf.il waw i df . i | / 1283- 17607- en/ dover . aspx Bl ock 1
] s Unhaut hori zed URL Access to
69. 162. 72. 162 |lhited Sates 147.237.77. 216 |dover.idf.il Wi df . i 1 / 1283- 17155- en/ dover . aspx/ t r ackback/ Bl ock 1
66. 249. 67. 128 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1312- he/ r ef uah. aspx B ock 1
217.172.179. 75 |Ger nany 147.237. 72. 167 |i shuri maka.idf.il Suspi ci ous Response Code Qust om Tenpor ary B ock 1
s Unaut hori zed URL Access to
66. 249. 64. 26 I srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1153- 18296- en/ dover . aspx B ock 1
157.55.30.5  |United Sates |147.237.72. 166 |aka i cf il Wnaut hor  zed UR. Access to Bl ock 1
wane aka. i df . i |/ nai n/ rabanut / webr esour ce. axd
66. 249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 166 B ock 1
66.249. 64.77  |Israel 147. 237. 72. 156 |anan. i of . Wnaut hori zed LR Access to . B ock 1
waw aman. i df . i |/ consol ef cor e/ doc_ngr / undef i ned
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