04-29-2015-03:03:04 to 04-29-2015-04:03:04

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il 04-29-2015-03:03:04

|Top Targets |

M dover.idf.il

Wlawidf.il

M aka.idf.il

B naar achot . i df . i |
Nummber Mesvivaidf.il
Att(zlcks B tikshuv.idf.il

I mny-kosher-kravi .idf.il

M gocenter. aka.idf.il
navy.idf.il

M refuah.idf.il

Top Tar get

[Top Attackers |

Il 184.173.183.172
66. 249. 78. 166

I 66. 249. 78. 159
66. 87. 117. 209

N réfber M 66.87. 117. 159
Attacks M 66. 249. 78. 173

[ 94. 252. 151. 85
M 177.32.228.56

199. 30. 24. 208
M 66. 249. 78. 109

Top Attackers



04-29-2015-03:03:04 to 04-29-2015-04:03:04

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
220.181.108. 122 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn drop 3998
66. 249. 67. 108 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 3780
66. 249. 67. 116 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 142

66. 249. 78. 166 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 99
220.181. 108. 86 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn dr op 67

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3

89. 163. 0. 214 Russi an Federation 147.237.76. 44 e.refuah.idf.il [Bock Udp All Nets drop 1

99. 172. 53. 182 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

186. 247. 155. 85 Brazil 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Cbuntry|Target Address |Ste

|NarTe

|mvi ce Acti 0n|Oount|

184. 173. 183. 172 |lLhited Sates 147.237.77.74 |lawidf.il DVRep_P- N 40- 59 Per mt 39
71.6.165. 200 Lhited Sates 147.237.0. 17 mny-kosher-kravi .idf.il |[DVRep_B-N 60_100 B ock 2
71.6.165. 200 Lhited Sates 147.237.76.202 |e.halag.idf.il DVRep B-N 60 100 B ock 2
71.6.167. 142 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147.237.76. 199 |e. nakchal .idf.i | DVRep_B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il DVRep B-N 60_100 B ock 1
198.20.70.114 |lLhited Sates 147.237.0.16 |ny-kosher-kravi.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.77.212 |e.dover.idf.il DVRep B-N 60 100 B ock 1
198.20.70.114 |lhited Sates 147.237.72.217 |e.idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 199 |e. nakchal .idf.i | DVRep_B-N 60 100 B ock 1
93. 120. 27. 62 Rormani a 147.237.0. 17 mny-kosher-kravi.idf.il |[DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76. 177 |ncore.idf . il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Ger nany 147.237.76.201 |e.atal .idf.il DVRep B-N 60 100 B ock 1
93. 120. 27. 62 Romani a 147.237.77. 243 |nobi l e.idf .i | DVRep_B-N 60 100 B ock 1
198.20.70.114 |lhited Sates 147.237.77. 170 |n@arachot . i df . i | DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Ger many 147.237. 76. 148 |gqcenter. aka. i df . i | DVRep_B-N 60_100 B ock 1
46.116. 211. 238 |l srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name |count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
66. 249. 67. 108 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
61. 240. 144. 67 Chi na 147.237. 76. 148 gocenter. aka. idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237. 8. 24 elifestyle.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.183.128. 6 Chi na 147.237.0. 17 m ny- kosher - kravi . i df .i | ET SCAN NVAP -sS w ndow 1024 1
178.19. 107. 114 Pol and 147.237.77.121 e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
95.173. 171. 236 Tur key 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
91. 224, 132. 118 Russi an Federation 147.237. 0. 200 ndu. i df i | ET SCAN NVAP -sS w ndow 1024 1
66. 249. 64. 37 Lhited Sates 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 1
61. 240. 144. 67 Chi na 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237. 0. 35 akaws. i df .i| ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.76. 196 e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
31.184.242.17 Russi an Federation 147.237.77.216 dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
104. 167.117. 197 147.237.76. 198 e.yohal an.idf.il ET SCAN NVAP -sS w ndow 4096 1
91.224.132. 118 Russi an Federation 147.237.76. 197 e hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 67 Chi na 147.237.77. 243 nobi | e.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address |Jte
66.249.78.166 |lnited Sates  |147.237.77. 216 |dover.idf. il Invalid segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 22
dr opped. Ret r ansni ssi on
66.87.117.209 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 17
66.87.117. 159 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 16
66.249.78.159 |tnited Sates  |147.237.77.216 |dover.idf. il Invalid segment retransmssion. Packet |Sreaning Engine: TP Invalid drop 14
dr opped. Ret r ansni ssi on
66.249.78.173 |Uited Sates  |147.237.77. 216 |dover.idf il Invalid segment retransmssion. Packet |Sreaning Engine: TP Invalid drop 12
dr opped. Ret r ansnii ssi on
177.32.228.56 |Brazil 147.237.77.216|dover.idf.il Frst packet isn't SYN drop drop 12
199.30.24.208 |Wited Sates  |147.237.77.216|dover.idf.il Invalid segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 10
dr opped. Ret r ansni ssi on
Syrian Aab R . .
94. 252. 151. 85 Republ i ¢ 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 9
203. 127.58. 228 |4 ngapore 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 8
dr opped. Ret r ansni ssi on
174.95. 103. 193 |Canada 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 8
220.255.1.115 |4 ngapore 147. 237. 77. 216 |dover. i of . i Invalid segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 6
dr opped. Ret r ansni ssi on
Syrian Aab s .
94. 252. 151. 85 Republ i ¢ 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence alert 4
157.55.39.176 |ited Sates 147.237.77. 216 |dover. i df .i Invalid segment retransmssion. Packet |Sreaning Engine: TP Invalid drop 4
dr opped. Ret r ansni ssi on
96.224.5. 142 Lhited Sates 147.237.77. 170 |naar achot . i df . i | i’; ;etransmlt w th different w ndow Bad TCP sequence noni t or 4
186. 27. 163. 59 |Col onbi a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
208. 54. 40. 134 Lhited Sates 147.237. 77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
66. 249. 78. 102 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
66.190. 155. 182 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 3
68.112.56. 155 |lhited Sates 147.237.77. 216 |dover.idf.il First packet isn't SN dr op drop 3
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
89. 178. 62. 86 gz:;;r: on 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 3
1.120.166.122 |Austraia 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 3
66. 249. 78. 95 | srael 147.237.77. 216 |dover.idf.il First packet isn't SN dr op drop 2
125. 209. 235. 177 Korea, Republic 147 237. 72. 166 |aka i df i1 Invalid segnent retransnmission. Packet |Sreami ng El_ﬁgi ne: TP Invalid drop 2
of dr opped. Ret r ansnii ssi on
66.249.78.109 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
66. 249. 78. 109 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
157. 55. 39. 13 Lhited Sates 147.237.77. 216 |dover.idf.il First packet isn't SN dr op drop 2
66.249.78.159 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
41.130. 70. 50 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
103. 6. 151. 209  |S ngapor e 147.237.77.216|dover.idf.il Frst packet isn't SYN drop drop 1
77.125.119. 104 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
66.249.78.109 | srael 147. 237. 77. 216 | dover . i of . i Wnexpect ed post SYN packet - RST or |, ) drop 1
SYN expect ed
174. 236.82.233 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
1.120.166. 122 |Australia 147.237.77.216|dover.idf.il Inval id ACK nunber Bad TCP sequence alert 1
80.178.62.86  |°5 a1 147. 237.77. 216 |dover. i df . Inval i d ACK nunber Bad TCP sequence monitor |1
Federation
187.7.217.78 Brazil 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
46. 19. 86. 152 | srael 147.237.77. 176 |nat pash. i df .i | Inval i d ACK nunber Bad TCP sequence noni t or 1
84.228. 145. 154 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
1.120.166.122 |Austraia 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
216.218. 206. 112|Lhited Sates 147.237.77.178|e.matpash.idf.il [Geo-1ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
188.138. 17. 205 |FRance 147.237. 76. 148 |ggcenter. aka. i df . i | dr op drop 1
88.198.22.112 |CGer nany 147.237.77. 216 |dover.idf.il Fai |l ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
203. 127. 96. 218 |9 ngapore 147.237.77.216|dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
66. 249. 64. 28 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
184. 105. 139. 120|lhited Sates 147.237. 77. 227 |e. hanaz. i df . i | Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
1.120.166.122 |Austraia 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 1
73.178.227.199 |lhited Sates 147.237.77. 216 |dover.idf.il First packet isn't SN dr op drop 1
66. 249. 78. 109 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence alert 1
188. 138. 17. 205 |Fance 147.237.76. 196 |e.sviva.idf.il Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
54.72.73. 168 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Qount ry Target Address |Ste Acti on ‘Count
. . Uhaut hori zed URL Access to
66. 249. 78. 102 | srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1283- 15745- en/ dover . aspx B ock 1
66. 249. 64. 24 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ 1086- he/ dover . aspx B ock 1
96. 224. 5. 142 Lhited Sates 147.237.77. 170 |naarachot . i df . i | CVE- 2011- 3192: Apache _httpd Renote Deni al of Service ME B ock 1
66. 249. 78. 166 I srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/newsite/ hebrew nai n.stm B ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 69. 28 | srael 147.237.72. 166 |aka.idf . il 147.237. 72. 166/ / mai n/ gi yus/ gi yus/ gener al . aspx B ock 1
180.76.5. 17 Chi na 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/newsitel/english/1106-6.stm |B ock 1
72.46.135.146 |lhited Sates 147.237.77.74 |lawidf.il PHP At enpt B ock 1
. Unaut hori zed URL Access to
66. 249. 78. 109 I srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1133- 16246- he/ dover . aspx Bl ock 1
66. 249. 64. 28 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx B ock 1
125. 209. 235. 177 OK?rea, Republ i c 147.237.72. 166 |aka.idf. il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
66. 249. 78. 173 I srael 147.237.77. 216 |dover.idf.il Ml tipl e Whaut hori zed URL Access from 66. 249. 78. 173 Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 69. 36 | srael 147.237.72. 166 |aka.idf.il 147, 237.72. 166/ mai v/ gi yus/ gi yus/ gener al . aspx B ock 1
212.199. 136. 107|l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
74.82.47. 3 Lhited Sates 147.237.76.39 |nobile neitav.idf.il Unaut hori zed URL Access to 147.237.76. 39/ Bl ock 1
66. 249. 78. 120 I srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to waw tikshuv.idf.il/nd Bl ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 64. 40 | srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ / 1153 he/ dover . aspx B ock 1
157.55.39. 6 Wited Sates |147.237.72. 166 |aka idf il Wnaut hori zed LRL Access to Bl ock 1
wan aka. i df . i |/ right s/ asp/ hone. asp/ news. asp
66. 249. 78. 242 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 938- he/ r ef uah. aspx B ock 1
e Unaut hori zed URL Access to
66. 249. 75. 26 | srael 147.237.72. 166 |aka.idf.il 147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
88.198. 22. 112 Cer many 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 88.198. 22. 112 B ock 1
66. 249. 78. 159 I srael 147.237.77. 216 |dover.idf.il Ml tipl e Whaut hori zed URL Access from 66. 249. 78. 159 Bl ock 1
66.249.64.74  |Israel 147. 237, 77. 226 |ww chanat z. aka. i df .1 |-18Uthori zed URL Access to B ock 1
v chamat z. aka. i df . i |/ 1133- en/ hanaz. aspx
157.55.39. 247 |lLhited Sates |147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/sitelnews. aspx B ock 1
66. 249. 78. 248 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ B ock 1
66. 249. 78. 95 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 95 B ock 1
64. 19. 78. 240 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to 147.237.77.216/ Bl ock 1
s Unaut hori zed URL Access to
88.198.22.112 |Germany 147.237.77. 216 |dover.idf.il v i df i 1/ homef ront / hebr ew i e-vel come. st m B ock 1
. Unaut hori zed URL Access to
66. 249. 78. 159 I srael 147.237.77. 216 |dover.idf.il vowi o i 1/i nternati onal traini ng/catal og. asp Bl ock 1
66.249.67.84  |Israel 147.237.77.74 |lawidf.il Illegal Paraneter Encoding searchiext in None 1
wan | aw i df . i |/ 275- he/ pat zar . aspx
173. 48. 34. 192 Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waww i df.il/1503-en/ B ock 1
} . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il wha navy. i df . i | /994- 8613- he/ navy. aspx. aspx B ock 1
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