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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
84.94.101. 34 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3056
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3

176. 31. 60. 249 France 147.237. 76. 42 refuah.idf.il B ock Wp Al Nets drop 1

85. 25. 43. 94 Ger nany 147. 237. 76. 198 e.yohal an.idf.il|B ock Wdp Al Nets drop 1

80. 82. 70. 231 Net her | ands 147.237.76. 42 refuah.idf.il Bl ock Up Al Nets drop 1

80. 82. 70. 231 Net her | ands 147.237.76. 199 e. nakchal .idf.il|B ock Wdp All Nets drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SC- Sl owl ori s- DO5- Var 1 dest - reset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

At acker

Signature

Gountry
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66.249. 64. 153 [147.237.77.74 [lhited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
91. 201. 236. 158 [147. 237. 77. 179 |kr ai ne e nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
223.4.174.30 |147.237.76. 148 |hi na gacenter. aka idf.il[ET SCAN Potential VNC Scan 5900- 5920 1
89. 248. 167. 131 |147. 237. 76. 147 [Net her | ands chinuch. aka.idf.il [ET SCAN Potential SSH Scan 1
b0l 173.93.25 |147 237 77. 235 |vexti co vivaid il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89. 248. 167. 131 |147.237.8.46  [Netherl ands e.chinuch.idf.il [ET SCAN Potential SSH Scan 1
185.130.5.86  [147.237. 77. 227 |Li thuani a e. hanaz. i df .i | ET SCAN Potential SSH Scan 1
185.130.5.86  [147.237.76.31 |Lithuania nakchal . i df il ET SCAN Potential SSH Scan 1
171. 106. 48. 63 [147.237. 72. 167 |Chi na ishurimaka.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
171.106. 48. 63 [147.237. 72. 167 |Chi na ishurimaka.idf.il [ET SCAN NVAP -f -sS 1
98. 119. 105. 221 (147.237.76.31 |[Wnited Sates |nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 158 [147. 237. 77. 179 | kr ai ne e nazi.idf.il ET SCAN NMAP -sS w ndow 4096 1
223.4.174.30 |147.237. 76. 200 |Chi na eitanakaidf.il |ET SCAN Potential VNC Scan 5900- 5920 1
89. 248. 167. 131 [147. 237. 77. 179 |Net her | ands e.nazi.idf.il ET SCAN Potential SSH Scan 1
223.4.174.30 [147.237.0.34 |China tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
89. 248. 167. 131 [147. 237. 72. 156 [Net her | ands anan. i df.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 [147.237.0.35  |Netherl ands akaws. i df .i | ET SCAN Potential SSH Scan 1
185.130.5.86  |147.237. 77. 170 |Li t huani a maarachot.idf.il |ET SCAN Potential SSH Scan 1
180. 97. 106. 36 |147.237. 77. 170 |Chi na naarachot.idf.il |ET SCAN Potential SSH Scan 1
171. 106. 48. 63 [147.237. 72. 167 |Chi na ishurimaka.idf.il |JET SCAN NVAP -sS wi ndow 2048 1
98. 119. 105. 221 (147.237.76.31 |[Wnited Sates |nakchal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
95.173.184. 12 |147.237.76. 202 [Turkey e haag.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘S’ te ‘Signatu re Acti on ‘Count
66.249. 78. 146  |Lhited Sates 147,237, 72. 166 |aka i i1 | €M NG Engine: TCP Invalid invalid segrent retransnissi on drop 39
Ret r ansm ssi on Packet dr opped.
216.182.250.2 |lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 31
37.239.136.4 Iraq 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 31
176.13.9. 6 I'srael 147.237.72. 166 |aka it i1 | €AM NG Engine: TP Invalid finvalid segnent retransmssion. |y 30
Ret r ansm ssi on Packet dr opped.
188. 120. 148. 107|I srael 147.237.77.234|nalag.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 27
197.231.221. 211 |Li beria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 27
136.243.5.203  |Ger many 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 20
139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 18
2.53.24.8 I'srael 147.237.77. 243 |rbi et 1| SAM NG Engine: TGP Invalid imal id segnent retransmssion. | o 18
Ret r ansm ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 17
69.175.127.10 |lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 16
207. 46.13.2 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 13
199. 253. 177. 174|Whited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 12
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 12
162.243.118. 199|lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 12
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 11
109. 253. 226. 55 |l srael 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 9
2.53.149. 27 I srael 147.237.72. 166 |akaicr. i1 | €M NG Engine: TCP Invalid invalid segnent retransnissi on, drop 9
Ret r ansni ssi on Packet dr opped.
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 8
8.39.217.2 Lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 7
62.24.181. 134 United Ki ngdom 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
176.13.9.6 I srael 147.237.72.166|aka.idf.il |Bad TCP sequence I'nval i d AGK nunber noni t or 6
109. 253. 157. 201|i srael 147. 237.77. 243 |rvi e i o )| | €3M NG ENgine: TP Invalid Jinval i d segnent retransmission drop 6
Ret r ansni ssi on Packet dr opped.
66.249. 66.184 |Uited Sates 147.237.0.38  |tikshuv. i i| X €AM NG Engine: TP Invalid - linvalid segnent retransmssion. |y 6
Ret r ansm ssi on Packet dr opped.
194.94.199.16  |Ger many 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 6
46.19.85.229  |Israel 147.237.72. 166 |aka it i1 | €AM NG Engine: TP Invalid - Jinvalid segnent retransnission drop 6
Ret r ansm ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 6
109. 64.89.139 | srael 147.237.72. 166 |akaicr. i1 | €M NG Engine: TCP Invalid invalid segnent retransnissi on, drop 6
Ret r ansni ssi on Packet dr opped.
46.19.85.145  |israel 147, 237. 77, 243 |t e i o1 | T €3 NG Engine: TGP Invalid - imvalid segnent retramsmssion. | 6
Ret r ansm ssi on Packet dr opped.
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 5
46. 19. 86. 46 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
5.43. 218. 73 glcisgiig;a” Territory 1447, 237, 77. 216 |dover. i df. i1 |dr op First packet isn't SIN drop 5
82.163. 67. 14 United Ki ngdom 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
192. 249. 66. 247 |Lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 5
40. 77. 162. 31 Lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 4
79.176. 82. 168 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
157.55.39.106 |Lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 4
188. 120. 148. 189l srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
41.44.112. 87 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
84.108.98.60  |Israel 147, 237. 77, 243 |t e i o1 | T €3 NG Engine: TGP Invalid - invalid segnent retramsmssion. | 4
Ret r ansm ssi on Packet dr opped.
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop
68.180.231.43 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
37.26.146. 145 |lsrael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop
54.196.97.44  |Wited Sates 147.237.76. 201 |e.atal .icf .i1{Geo- 1 ocat i on enf or cement Sﬁ?olrggﬁ:nton  nbound drop 4
93. 83. 206. 50 Austria 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 4
130. 253. 27. 146 |Whited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 4
52.58.158.109 |Germany 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
79.131.72.120 |Geece 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 4




04-28-2016-22:04:03 to 04-28-2016-23:04:03

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13. 5. 148 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
. . . Unaut hori zed URL Access to
84.108. 98. 60 I srael 147.237.77.243|nobi l e.i df . i | nobi l e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 Bl ock 5
199. 30. 25. 145 |Uhited Sates 147.237.77.216|dover.idf . il Dstributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 4
199. 30. 24.104 |Uited Sates 147.237.77.216|dover. i df . il D stributed Lhauthori zed UR. Access on www i df.il/error. htm B ock 3
109. 253. 157. 201 ]I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
217.132.119. 106l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 2
46.19. 86. 137 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 2
199. 30. 25. 164 |Uiited Sates 147.237.77.216|dover. i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
109. 64.58. 174 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
38. 88.199. 50 Lhited Sates 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waww idf.il/894-en B ock 2
65.55.210.186 [Lhited Sates 147.237.77.216|dover. i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
109. 253. 157. 201 i srael 147. 237.72. 166 |aka. i df . i | Unknown Parameter _M EVETATEENGRYPTED | n None 1
waw aka. i df . i | / mai n/ sachar/ pi r suneynof et . aspx
] . . Paraneter Type M ol ati on PageNumin
68.180.229. 241 |lhited Sates  [147.237.77.176 |nat pash. i df .i | vaww cogat . i df . i 1/ 2113- he/ cogat . asp Bl ock 1
. . Unhaut hori zed URL Access to
87.139. 236. 153 [Ger many 147.237.77.233|atal .idf . il 147. 237. 77. 233/ br oadweb/ bwr oot . asp Bl ock 1
-kosher - kravi . i df i
6. 249. 66. 185 || srael 147.237.0.16 | Wnautt hori zed LR Access to Bl ock 1
il v ny- kosher -kravi . i df .il/robots. txt
14.114.25.226 |hina 147.237.77. 170 |nmar achot . i df . i | Wauthorized URL Access to B ock 1
naar achot . i df . i | / phpsso_ser ver/i ndex. php
130. 185. 155. 82 |Sweden 147.237.77.216|dover.i df . il PHP At t enpt B ock 1
84.108. 98. 60 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
46.117.16.199 |[Israel 147.237.77. 170 |maar achot . i df . i | Wnaut hori zed HTTP Met hod Bl ock 1
. . Uhaut hori zed Met hod PCST for
2.53.9.84 I srael 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ mai n/ sachar / f ag, asp B ock 1
. . O stributed Unaut hori zed URL Access on
188. 120. 148. 107l srael 147.237.77.234|hal ag.i df . i | 147, 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f B ock 1
109. 3. 144. 122  |France 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mbde None 1
- kosher - kravi . i df i
66. 249. 66. 188 |l srael 147.237.0.16 |V Wnautt hori zed R Access to . . B ock 1
N wan ny- kosher -kravi . i df . il /tenpl ates/| ogi /| ogi n. aspx
37.146.127.18 |10l 147.237. 72. 166 |aka. i df .i | Unaut hor i zed LRL Access to v aka. i df . i1/894- he/ chi nuch. aspx |B ock 1
] . . Unaut hori zed URL Access to
207.46.13.137 [Wwited Sates  |147.237.77.216|dover.idf.il v i of i 1/ 1133- 13437- hel dover . aspx f &z 'Fa/f 4/E Bl ock 1
130. 185. 155. 82 [Sweden 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to ww i df.il/wp-1ogin. php B ock 1
54,210.18.124 |wited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 1
2.53.19. 103 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None
A ] . URL is Above Root Drectory
197.231. 221. 211]Liberia 147.237.77. 216 [dover . i df . i | vwwv i df.il/../shared/clientscripts/jquery/jquery-1.4.2.nmn.js Bl ock !
66. 249. 79. 89 I srael 147.237.77.216|dover. i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
212.25.69. 18 | srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
141.212.122. 161|hited Sates  |147.237.76.39 [nmobile.neitav.idf.il [Uhauthorized URL Access to 147.237.76. 39/ B ock 1
87.70. 75. 226 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unhaut hori zed URL Access to
2.55.59. 202 I srael 147.237.77.234|hal ag. i df . i | 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . Paraneter Type M ol ati on PageNumin
66.249.79.89  [Israel 147.237.77. 216 |dover . i df . i | W i df i1/ 1133- hel dover . aspx B ock 1
212.25.69. 18 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.19. 85. 145 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Qode B ock 1
141.212.122. 161|thited Sates  |147.237.77.234|hal ag. i df .i | Unaut hori zed URL Access to 147.237.77. 234/ B ock 1
87.139. 236. 153 |Ger nany 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237. 0. 34/ br oadweb/ bw oot . asp |B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 137 |l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ edi ml yoran/ yonan. asp Bl ock 1
14.114.25.226 |China 147.237.77. 170 |naar achot . i df . i | O stributed PHP A tenpt B ock 1

04-28-2016-22:04:03 to 04-28-2016-23:04:03



