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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1506
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 690
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock UWp Al Nets drop 6
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - reset 4
38.229.1.13 Lhited Sates 147. 237. 76. 201 eatal.idf.il Block Np Al Net drop 1
94.102. 49. 116 Net her | ands 147.237.76. 196 e.sviva.idf.il B ock Np Al _Net drop 1
123.100. 181. 144 Korea, Republic of 147.237. 76. 147 chinuch. aka.idf.il |B ock Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
182. 181. 148. 140 147.237.77. 216 Paki stan dover.idf.il Xenu Link S euth User Agent 1
180. 97. 106. 36 147. 237.76. 147 Chi na chi nuch. aka.i df . i1 ET SCAN Potential SSH Scan 1
82.117. 208. 243 147. 237. 76. 148 gqcenter. aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
190. 153. 238. 58 147.237.77. 212 Gile e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
180. 97. 106. 37 147. 237.72. 166 Chi na akaidf.il ET SCAN Potential SSH Scan 1
88. 249. 106. 23 147.237.8. 45 Tur key e.eitanidf.il ET SCAN NVAP -sS w ndow 1024 1
58. 218. 204. 211 147. 237. 76. 202 Chi na e haagidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 102
208.115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 63
98.109. 144. 102 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 38
201. 216. 208. 89 |Argentina 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 30
139.162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 24
207.46.13.137 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 21
Sreaning Engine: TGP Invalid i i ssi
66.249.78. 146 |lhited Sates 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 21
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
80. 246. 136. 155 |Israel 147. 237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, 21
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
5.22.129. 64 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | 18
Ret r ansni ssi on Packet dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
95.35.144.168 |lsrael 147.237.77.216|dover.idf.il1 |SYN Attack rej ect 18
Sreanming Engine: TGP Invalid i i Ssi
176.13.10.169 |l srael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. | 18
Ret r ansni ssi on Packet dr opped.
162. 210. 196. 130|lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
216. 182. 250. 2 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 17
86.199. 125. 117 |Rance 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 17
70.192.192.9 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 17
141. 0. 14. 106 Eur ope 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 16
107.167.99. 158 |lLhited Sates 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 16
157.55.39.209 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
Sreaning Engine: TGP Invalid i i ssi
46.19.85.161 [l srael 147.237.77. 243 |nobi | e.i df .| 9 =g Invalid segnent retransmssion. | 15
Ret r ansni ssi on Packet dr opped.
128.157.160. 13 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
198.58.96.215 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
198.58.103. 115 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
157.55.39. 106 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
37.8.23.8 g‘ilcisgi':('ja” Tertitory, 1147, 237. 77. 216 |dover. icf.i1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
12.161.168. 178 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
68.180.231.43 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 11
207.46.13.2 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
Sreaning Engine: TGP Invalid i i ssi
46.19.85.134  |israel 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
95.35.144. 168 |l srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 9
Sreaning Engine: TGP Invalid i i ssi
66.249.66. 184 |Lnited Sates 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. g, 9
Ret r ansni ssi on Packet dr opped.
95. 35. 144. 168 |l srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Invalid AGK nunber noni t or 9
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
95. 35. 144. 168 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid sequence nunber noni t or 9
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6
95. 35. 144. 168 | srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
95. 35. 144. 168 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 6
152.33.72.15 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6
95.35.144. 168 |l srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber nonitor |6
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
95.35.144. 168 |l srael 147.237.76.86 [nawy.idf.il |Bad TCP sequence Invalid sequence nunber noni t or 6
173.252.95.17 |lWhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
95. 35. 144. 168 |l srael 147.237.76.86 [navy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
108.61.19.4 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
186. 101. 152. 241 |Ecuador 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
188. 120. 154. 191 |l sr ael 147.237.77. 176 |matpash.idf.i1|Bad TCP sequence Invalid ACK nunber noni t or 5
192. 249. 66. 247 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
46. 120. 216. 160 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 133
46.19. 85. 134 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 64
80. 246. 136. 155 |[lIsrael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 4
199. 30. 25. 16 Lhited Sates 147.237.77.216|dover.idf .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 4
195.154.59. 69 |France 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code B ock 3
176.13.10. 169 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
37.26.148.167 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
46.19. 85. 161 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 3
79.182.90. 253 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response CQode B ock 3
37.26.149.168 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
66. 249. 79. 89 I srael 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on v idf.il/error.htm B ock 2
72.215.157.123 [lhited Sates 147.237.77. 216 |dover.idf .i | Ml tipl e Uhaut horized LRL Access from 72.215. 157. 123 B ock 2
46.120. 128. 228 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
72.215.157.123 |lhited Sates 147.237.77. 216 |dover . i df . i | mult Eforl' : /etdenﬁafgscle;snésage/ Chile Bl ock 2
185.32.179.16 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
Uhaut hori zed URL Access to
157.55.39. 134 |Uited Sates 147.237.76.200(ei tan. aka. i df . i | [ww eitan. aka.idf.il/tenpl at es/ opni ssi ngper son/ opni ssi ngperson. i [Bl ock 1
n. aspx
46. 19. 86. 188 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock
185. 120. 125. 17 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |B ock
80. 246. 133. 125 |l srael 147.237.77.216|dover. i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
62.210.254.52  |France 147.237.72.166 |aka. i df . i | m”;’k‘“:i?f ?rf;;rn/‘z?m;?zaétncm i None 1
220. 255. 148. 10 |9 ngapore 147.237.77.216|dover . i df .i | Dstributed Waut horized URL Access on waw i df.il/error.htm B ock 1
40.77.167. 75 Lhited Sates 147.237.77.243|nobi | e.i df . i | O stributed Suspici ous Response Gode Bl ock 1
157.55.39. 136 |Uited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/... B ock 1
68.180. 229. 241 [United Sates 147.237. 77. 176 nat pash. i df . | Z/arwa'gf);:; e Mo e o /F;‘f;athrg;;X Bl ock 1
46. 60. 110. 164 (F;ajcis;iigjja” Territory. 1147, 237. 77. 176 |nat pash. i df . i | mué:;tilzichjﬁﬁt :ﬁ;e;islzener ool e Bl ock 1
66.249.64.131 I srael 147.237.72. 166 |aka. i df . | ﬂ?ftzgc;i;;dlgs nﬁfrﬁ/ef;r:e‘j oni ot . aspx Bl ock 1
220. 255. 148. 2479 ngapor e 147.237.77. 216 |dover.i df . i | Dstributed Lhauthori zed URL Access on wwwidf.il/error.htm B ock 1
164.132.161.9 |italy 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df .il/1133-19149- he/ dover B ock
87.139.236. 153 |Ger many 147.237.77. 170 |mmar achot . i df . i | ﬂ?t,“zg(;r.i7Z;d17L5_brAgZZibt/%w oot . asp B ock 1
66.249. 64. 154  [Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/nain/giyus/general .aspx  |B ock 1
46.19. 85. 134 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 1
207.46.13.137 |Wnited Sates 147.237.77. 216 |dover.i df . i | Distributed Lhaut horized UR. Access on www idf.il/error. htm B ock 1
157.55.39. 134 |Uited Sates 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in aka.idf.il/nain/snalinisnal i maspx None 1
66.249.78.234 | srael 147.237.72. 166 |aka. i df . | ﬂ‘;‘”tzggr ;z.eiezﬁnaﬁ(/:;s?/uts(/)gener o . aspx Bl ock 1
46.120.248.116 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock
220.255.148.8 |9 ngapore 147.237.77. 216 |dover.idf .i | Dstributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 1
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