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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 868
84.110. 82. 166 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets dr op 3

188. 138. 17. 205 France 147.237. 76. 38 eengitav.idi.il |Bock Wp All Nets drop 1
212.143. 254. 66 I srael 147.237.76. 86 navy. i df . il Block Udp Al Nets drop 1

123. 151. 42. 61 Chi na 147.237.76. 44 e.refuah.idf.il JLM Purpl e Gon_Linit_Udp drop 1
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|Top Attackers In IPS|

At t acker At t acker .
ount ry get Address |Site dgnature
24.71.248.218 |Canada 147.237.76.31 |nakchal . i df . i|*87%8 HTTP G\U Bash HITP Header Remote Code Execution Bl ock 1
Vil nerability
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df .i| [8262: HITP. Soworis DoS Tool Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
187 185. 100. 2001147 237 0.34 | co Cikshuvidh il ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183. 60. 48. 25 147.237.76.31 |China nakchal . i df il ET SCAN Potential VWNC Scan 5900- 5920 1
180.97.106. 36 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
104. 219. 238. 10 |147.237.77.234|thited Sates [halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 155 |[147.237.8.14 |lkraine e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82.78. 38 147.237.77. 227 |Netherl ands ~ |e. hanaz. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
66.240.213.93 [147.237.8.28 [Wnited Sates |e. nobile-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
190. 153. 238. 58 [147.237.0.17 |[Ghile mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
183. 60. 48. 25 147. 237. 76. 196 [Chi na e.sviva idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
180. 97. 106. 161 |147.237.8.45 |China eeitanidf.il ET SCAN Potential SSH Scan 1
176.53.0.79 147.237.72. 14 [Turkey dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 155 |[147.237.8.14 |lkraine e.orchot.idf.il ET SCAN NMAP -sS wi ndow 2048 1
91.201. 236. 155 |[147.237.8.14 |lkraine e.orchot.idf.il ET SCAN NVAP -f -sS 1
80. 82. 78. 38 147.237.0.17  |Netherl ands mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
13.92.178.142 |147.237.76.201 |Uhited Sates e atal.idf.il ET SCAN NMAP -sS wi ndow 3072 1
190. 153. 238. 58 [147.237.72.14 |Gile dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

ountry Target Address ‘Ste ‘Slgnature
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 742
208.115.111. 73 |Lhited States [147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 55
Sreamng Engine: TCP Invalid i i si
2.53.24.154  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 54
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
66.249.78.146 |Wited Sates |147.237.72. 166 |aka.idf i 9 =g Inval i d segnent retransmssi on. drop 54
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i si
79.181. 221. 132 [ srael 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segent retransmssion. drop 33
Ret r ansni ssi on Packet dr opped.
62.24. 252. 133 lrz?lr:gegom 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 30
68.180.231.43 |Lhited Sates |[147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 29
37.26.148.224 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 23
Sreaming Engine: TGP Invalid i i Ssi
37.26.149. 224 |Israel 147. 237.77. 243 |nubi | e.i df .i 9 =g Inval i d segnent retransmssi on. drop 21
Ret ransm ssi on Packet dr opped.
157.55.39. 106 |[lhited Sates |[147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 21
213.55.114. 230 |Bhiopi a 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
50.87.144. 145 |Lhited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 18
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 18
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
37.237.177.88 |lraq 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 15
119.131. 39. 64 |China 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
52.70.160.253 |Lhited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SN drop 12
Sreaning Engine: TGP Invalid i i Ssi
2.53.19.251  |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i si
66.249. 64. 190 [Lnited Sates [147.237.72. 166 |aka icf.il 9 =g Invalid segent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i Ssi
79.177.97.221 |Israel 147. 237.77. 243 |mwbi l e, i f . i 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dr opped.
198.58.103. 114 [Lhited Sates |[147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 12
198. 58. 103. 158 |Lhited Sates |[147.237.77.216|dover.idf.il [drop First packet isn't SN drop 12
207.46.13.137 |Lhited States [147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 11
45. 35. 64. 142 Lhited Sates |147.237.77.216 [dover.idf.il |drop First packet isn't SYN drop 10
197. 45. 132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
52.70.178.172 |lhited States [147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 10
46.19.85.158 |lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 10
66.249. 93. 115 |Eur ope 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
46.19.85.158  |[Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 10
Sreamng Engine: TCP Invalid i i si
109. 253. 224. 63 |I srael 147. 237.77. 243 |nobil e. i f . | 9 =g Invalid segent retransmssion. drop 9
Ret r ansni ssi on Packet dr opped.
) ’ C o SYNHAK retransmit with different .
69.30.213.202 |Lhited Sates [147.237.76.200|eitan. aka idf.iiBad TCP sequence vi ndow scal e noni t or 9
Sreamng Engine: TCP Invalid i i si
79.181.35.26 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 9
Ret r ansni ssi on Packet dr opped.
138.91.55.178 |lLhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 8
52.70.181. 32 Lhited Sates |147.237.77.216 [dover.idf.il |drop First packet isn't SYN drop 8
192. 249. 66. 247 |Lited Sates |[147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 8
52.70.181. 44 Lhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 8
52.29.21.27 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
41. 210. 129. 101 |Uganda 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
69. 30.213. 202 |Lhited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 7
79.178. 186. 190 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
46.19.85.189 |[Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
213.247.64.13 [Net herl ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
66. 102. 6. 188 Lhited Sates |147.237.77.216 [dover.idf.il |drop First packet isn't SYN drop 6
92.247.181.29 |Bulgaria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
5.102. 254. 140 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
46.19.85.189 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 6
52.70.175. 45 Lhited Sates |147.237.77.216 [dover.idf.il |drop First packet isn't SN drop 6
46. 19. 85. 79 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
46. 19. 86. 188 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 119
79.177.97.221  |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 53
79.181.221.132 [israel 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code B ock 6
37.26.149.224 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 4
52. 70. 180. 16 Lhited Sates  |147.237.77.216|dover.idf.il O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 3
52.3.106. 144 Lhited Sates 147.237.77. 216 |dover.idf . il Ostributed Unhaut hori zed URL Access on waw i df.il/error.htm B ock 3
46. 19. 85. 95 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | mué:;;'.zifj?#ﬁsf;f;s;;g%/ il s/ O i 2622040 3420, | p. s Bl ock 3
52.70.158.226 |[wnited Sates 147.237.77. 216 |dover.idf .il Ostributed Uaut hori zed URL Access on waw i df.il/error.htm B ock 3
185.32.179.16  |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
52.70.178.172 |wited Sates 147.237.77. 216 |dover.idf . il Ostributed Wnaut horized URL Access on waw i df.il/error.htm B ock 2
79.180. 169. 66 |l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 2
199. 30. 24. 90 Lhited Sates 147.237.77.216|dover.idf .i | Dstributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 2
52.70.181. 32 Lhited Sates 147.237.77. 216 |dover.idf . il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 2
109. 253. 224. 63 |l srael 147.237.77.243|nobi l e. i df . i | O stribut ed Suspicious Response Code B ock 2
79.177.97.221  |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 2
54. 210. 12. 89 Lhited Sates 147.237.77. 216 |dover.idf . il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 1
46.120. 168. 168 |I srael 147. 237.72. 166 |aka. i df . i | Doubl® LR Enood ng p 5172?. A Bl ock 1
92. 53. 98. 245 g{sj:;;nl on 147.237.0.34 |tikshuv.idf.il |Wauthorized UR. Access to tikshuv.idf.il/ol d/ wp-admn/ B ock 1
23.91.70. 36 Lhited S ates 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/test/wp-adnin/ B ock 1
68.180. 229. 154 |wnited Sates  |147.237.77. 170 |nmar achot . i df . i | g;i“;g‘frkzed URL Access to maarachot . idf.il/pdf/files/5/109835 pdf X g o\ 1
207. 46.13.2 Lhited Sates 147.237.77. 216 |dover.idf .il Ml tipl e Unaut hori zed URL Access from 207. 46. 13. 2 B ock 1
157.55.39.106 |Uhited Sates 147.237.77.216|dover . i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
39. 44.191. 54 Paki stan 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to ww i df.il/xmrpc. php B ock
66.249.78.246 I srael 147.237.72. 166 |aka. i df . i | ﬂif‘tzggr_if;dlggmpfgfzia R 0. aspx Bl ock 1
51. 255. 65. 44 France 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to www i df . il/hebrew organi zati on/ gol ani / B ock 1
197.221.14.66 |South Arica 147.237.0.34 [tikshuv.idf.il [Uauthorized URL Access to tikshuv.idf.il/wordpress/wp-adm n/ B ock 1
109. 253. 224. 45 |l srael 147.237.77.243|nobi l e. i df . i | O stribut ed Suspicious Response Gode B ock 1
37.26.146.165 |lsrael 147.237.77.216|dover. i df . i | Lhaut hori zed LRL Access to www i df.il/tenpl at es/ general / nobi | e Bl ock 1
68.180.231.43 [lnited Sates 147.237.77. 216 |dover.idf . il Paraneter Type Mol ati on PageNumin vww i df . i|/1781- he/ dover. aspx B ock 1
208.115.111. 73 lhited Sates  |147. 237. 7. 216 |dover . i df . i | mﬂt:ﬁiiﬁf‘imﬁ :;:/ieesni)l O ontrol qeneri o Bl ock 1
157.55.39.209 |lhited Sates  [147.237.77.216|dover.idf.il Mul ti pl e Unaut hori zed URL Access from 157.55. 39. 209 B ock 1
45.55.181.223  |Uhited Sates 147.237.0.34  [tikshuv.idf.il wsz&g\arilgfé? Illjg_mﬁgftsisk;r?uv. aspxshar ed/ user cont r ol s/ header upper/ Bl ock !
79.180. 169. 66 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
66. 249. 79. 89 I srael 147.237.77. 216 |dover.idf . il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 1
109. 253. 224. 60 |l srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Gode B ock 1
71.225.0. 46 Lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to ww aka. i df . il/mai n/ sachar/undefi ned B ock 1
212.227.119. 14 |Ger many 147.237.0.34 [tikshuv.idf.il [Wauthorized URL Access to tikshuv.idf.il/bl og/wp-adm n/ B ock 1
157.55.30.200 |uited Sates  [147.237.77. 216 |dover. idf il [ forized UL fecess 1o o aspt 11 e=ch ef B ock 1
66. 249. 79. 89 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew i ng. asp B ock 1
52.70.108.216 |[wnited Sates 147.237.77. 216 |dover.idf . il Ostributed Wnaut hori zed URL Access on waw i df.il/error.htm B ock 1
199. 30. 24. 135 |Uhited Sates 147.237.77.216|dover . i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
37.26.149.245 |Israel 147.237.77.243|nobi l e. i df . i | DO stributed Suspicious Response Code B ock 1
52.70.181. 44 Lhited Sates 147.237.77. 216 |dover.idf . il Ostributed Wnhaut hori zed URL Access on waw i df.il/error. htm B ock 1
164.132.161. 27 |[italy 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/prisha Bl ock 1
84.108.62. 107 | srael 147.237.72. 166 |aka. i df . i | m”:kmgiﬁ'_?ﬁ;;' nlczgfgﬁa??fngsgfcphsaCha'$Ct' 8 in None 1
66.249.81.212 |Israel 147.237.77. 216 |dover . i df . i | Dstributed URL is Above Root Directory B ock 1
199.30.25.131 |Uhited Sates 147.237.77.216|dover. i df .i | Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
149. 88.37.219 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to ww aka. i df . i/ mai n-sachar B ock 1
39.44.191.54 Paki stan 147.237.77. 216 |dover . i df . i | D stributed PHP A tenpt B ock 1
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