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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 2149
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1108
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 471
81.218. 65. 210 I srael 147.237.72. 166 aka.idf.il Block Udp All Nets drop 6

14, 111. 147. 186 Chi na 147.237.76. 198 e.yohalan.idf.il |Bock Udp All Nets drop 2
71.6.135.131 Lhited Sates 147.237.76. 196 e.sviva.idf.il Bl ock_Ulp Al _Nets drop 1

94.102. 49. 116 Net her | ands 147.237. 76. 42 refuah.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry Ste

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
180. 97. 106. 162 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 36 147. 237. 76. 200 Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
171. 106. 48. 63 147.237. 8. 46 Chi na e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82.78. 38 147. 237.72. 217 Net her | ands eidf.il ET SCAN NVAP -sS wi ndow 1024 1
13.92.178. 142 147.237.0. 35 Lhited Sates akavs. i df . i | ET SCAN NMAP -sS wi ndow 2048 1
13.92. 100. 128 147.237.0. 16 Lhited Sates ny- kosher-kravi .i df.il ET SCAN NVAP -sS wi ndow 4096 1
193. 201. 227. 63 147.237.0.35 Lkr ai ne akavs. i df il ET SCAN Potential SSH Scan 1
180. 97. 106. 37 147. 237. 77. 205 Chi na prisha idf.il ET SCAN Potential SSH Scan 1
171. 106. 48. 63 147.237. 8. 46 Chi na e.chinuch.idf.il ET SCAN NMAP -sS w ndow 4096 1
109. 253. 227. 33 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
13.92.178. 142 147.237.0. 35 Lhited Sates akavs. i df . i | ET SCAN NMAP -sS wi ndow 3072 1
13.92. 178. 142 147.237.0.35 Lhited Sates akavs. i df i | ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2455
208.115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 118
Sreaning Engine: TGP Invalid i i sSi
89. 138. 125. 252 |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. |, 27
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.78.146  |Uited Qates 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 24
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109. 253. 156. 174/l srael 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. |, 24
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.53.39. 136 I'srael 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
176.13.9. 35 I'sr ael 147.237. 77. 243 |nobi le.i df .1 9 =g Invalid segnent retransmssion. |, 15
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.177.94.171  |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
86.59. 234. 142  |Hungary 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 12
reamn ine: TCP Invali i i Ssi
149. 50. 46. 5 I'srael 147.237.77. 243\t e i1 |/ SAM NG Engine: TCP I nval i invalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
93.173.28.242 |Israel 147. 237, 77. 243 |nobi | e. i of . i 9 =g Inval id segnent retransmssion. |, ., 12
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
87.69.211.163 [l srael 147.237. 77, 243 |roti Ve i1 | €M g Engi ne P Invalid finvalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dr opped.
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
reamng BEngine: TCP Invali i i sSi
37.142.64.47  |israel 147.237.77. 243 |mobi e i1 | €AM NG Engine: TP Invalid invalid segnent retransnission drop 10
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
149.50.90. 232 |Israel 147.237.77. 243 |mbi le.i o i1 9 =g Inval i d segnent retransmssion. |, ., 10
Ret r ansmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i sSi
46.19.85.194  |Israel 147.237.77. 243 |mobi e i i1 | SAM NG Engine: TCP I nvalid invalid segnent retransnission drop 9
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
213.8.204.72  |Israel 147.237.77. 243 |mbi le.i o i1 9 =g Inval i d segnent retransmssion. |, ., 9
Ret r ansmi ssi on Packet dr opped.
185. 89. 217. 234 |Net her| ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
Sreaming Engine: TCP Invalid i i ssi
2.53.13. 203 I'srael 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
37. 60. 145. 49 ga:lcisgi':éa” Territory147. 237. 77. 176 |nat pash. icf. il |dr op First packet isn't SN drop 9
Sreaming Engine: TCP Invalid i i ssi
109. 65. 146. 183 |l srael 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
82.81.212.213 |Israel 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 8
69.30.213.202 [United Sates 147.237.76. 200 |eitan aka idf.il |Bad TCP sequence SINFACK retransmt wth monitor (8
different w ndow scal e
5. 39. 180. 210 Uhi ted Ki ngdom 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 8
85. 130. 250. 133 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |7
128.62.16.154 [Uhited Sates 147.237.77. 216 |dover.i df .i 1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
Sreanming Engine: TCP Invalid i i ssi
37.26.149.178 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | ., 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
66.249.93.182 |Europe 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
198.58.103.92 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreanming Engine: TCP Invalid i i ssi
2.53.55. 105 I srael 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
46.19.85.236  |Israel 147.237.77. 243 |t e.i o1 |/ SAM NG Engine: TCP I nval i invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
80. 230. 223. 183 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
66.249. 64.190 |lnited Sates 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, . 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 94 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TQP Invalid i i ssi
80.230. 222. 136 |Israel 147. 237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. |y, 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.53.58.186  |Israel 147.237.77. 243 |mbi le.i o i1 9 =9 Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
79.179. 205. 134 |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
88.171.13.112 |France 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
Sreaning Engine: TGP Invalid i i sSi
93.172. 139. 233 |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. |, 4
Ret ransm ssi on Packet dr opped.
73.245.43.179 |Wnited Sates 147.237.77. 216 |dover.i df .i | drop First packet isn't SN drop
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i ssi
81.67.116.178 |France 147. 237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. |y, 4
Ret ransm ssi on Packet dropped.
79.181.221.49 |lsrael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i sSi
37.26.149.130 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3

Ret r ansm ssi on

Packet dropped.
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Attacker Address |Attacker Qountry Target Address |Jte Signature
Sreaning BEngine: TQP Invalid i i SSi
185. 120. 125. 119|1 srael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
87.70.48.238  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
109. 65. 188. 252 |l srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
89. 138. 125. 252 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 6
2.53.39. 136 I srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Code B ock 5
87.69.211.163 [Israel 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code B ock 4
109. 253. 156. 174|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 4
149.50. 90. 232 |l srael 147.237.77.243|nobi l e. i df . i | O stributed Suspici ous Response Code B ock 4
109. 65. 146. 183 |l srael 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code B ock 3
37.142. 64. 47 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 3
176.13.9. 35 I srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Code B ock 3
149. 50. 46. 5 I srael 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code B ock 3
79.178. 151. 149 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
176.13.9. 251 I srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 3
2.53.144. 92 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 3
93.173.28.242 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 3
80. 246. 130. 83 |l srael 147.237.77.216|dover.i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error.htm B ock 3
8. 37. 230. 190 Uited Sates |147.237.77.216|dover.idf .il Ostributed Whaut horized URL Access on waw i df.il/error.htm B ock 2
80. 246. 130. 254 |l srael 147.237.77.216|dover . i df .i | Ostributed Whauthorized URL Access on waw idf.il/error.htm B ock 2
185. 89. 217. 233 [Net herl ands 147.237.77.216|dover.i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error.htm B ock 2
2.53.13. 203 I srael 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code B ock 2
199. 30. 25. 0 Uhited Sates |147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 2
213.8.204. 72 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 2
185. 89. 217. 225 |Net her| ands 147.237.77. 216 |dover . i df . i | Ostributed Whaut horized URL Access on waw i df.il/error.htm B ock 2
85. 65.183. 235 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 85. 65. 183. 235 Bl ock 2
46.19. 85. 194 I srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Code B ock 2
85. 65.183. 235 |l srael 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod HEAD for v aka. i df . il/mai n/ sachar/ B ock 2
46. 19. 85. 236 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
157.55.39.133 [lhited Sates  [147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/main/snalinisnali maspx None 1
68.64.168.226 [lLnited Sates |147.237.72.166 |aka.idf.i | Admin Bl ocki ng B ock 1
141.8.132.78 :Zg::t”i on 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to ww i df . il/1283-13885- en/ dover . aspx. B ock 1
2.53.58. 186 I srael 147.237.77.243|nobi | e. i df . i | Suspi ci ous Response Code B ock 1
207.98.171.35 |thited Sates  [147.237.77.216|dover.idf .il Unaut hori zed HTTP Met hod B ock 1
68.180.231.43 |lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin wa i df.il/1153- he/ dover. aspx B ock 1
62. 90. 235. 98 I srael 147.237.77. 176 |mat pash. i df . i|  |Uhauthorized URL Access to www cogat.idf.il/tenplates/|inks/nobile B ock 1
17.142.155. 123 |Uhited Sates [147.237.77.74 |lawidf.il Mil tipl e Unaut horized URL Access from 17.142. 155. 123 Bl ock 1
109.67.198.9  [Israel 147. 237.72. 166 |aka. i df . i | Iolulri%asj ’ i?;;??iﬂgf;:;fé&)’;cﬁi/fm IV kapat 2/ /1 es#012 B ock 1
84.108.62.107 |l srael 147.237.72. 166 |aka. i df . i | m”;’k“:_ ,Zfar?ﬁtn;r mi;f,?i%agffﬁmgf ephSachar$et 09 in None 1
185. 89. 217. 235 [Net herl ands 147.237.77.216|dover. i df .i | Ostributed Whaut horized URL Access on waw idf.il/error.htm B ock 1
68.64.168.226 [Lnited Sates |147.237.72.166 |aka.idf.i | PHP Att enpt B ock 1
37.147.107. 80 2;2::3 on 147.237.77.74 |lawidf.il Ml tipl e Unaut horized URL Access from 37. 147. 107. 80 B ock 1
2.53.62.162 I srael 147.237.77.243|nobi l e.i df .i | Uhaut hori zed URL Access to nobile.idf.il/authentication/index B ock 1
87.70. 105. 97 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 1
207.98.171. 35 Lhited Sates 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw i df.il/1086-14000- en/ B ock 1
66.249.78.234 I srael 147.237.72.166 |aka. i df . i | ﬂ?“;g?r ;;.efﬁéi‘i gf;e;sa;; {11 es/ 1/ 6985L. pdf Bl ock 1
17.142.155. 123 |Uhited Sates [147.237.77.74 |lawidf.il Uhaut hori zed LRL Access to wan | aw i df . il/appl e-app-site-association |B ock 1
85. 64. 20. 66 | srael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to v i df.il/tenpl ates/articl e/ nobile Bl ock 1
68.64.168.226 [Lnited Sates |147.237.72.166 |aka.idf.i | Uhaut hori zed URL Access to waw aka. idf.il/administrator/index. php B ock 1
37.147.107. 80 2;2::3 on 147.237.77.74 |lawidf.il PHP At t enpt B ock 1
80. 95. 38. 249 gz::;nion 147.237.0.19 |madimatal .idf.i|Praneter Type Mol ation ReturnU| in nadimatal .idf.il/login. aspx Bl ock 1
66.249.78.240 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ general . aspx  |Bl ock 1
130. 185. 155. 82 |Sweden 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock 1
27.7.237.81 I ndi a 147.237.77. 170 [maar achot . i df . i | [PHP Attenpt B ock 1
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