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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 12850
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 309
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock Udp Al Nets drop 3

94.102. 49. 116 Net her | ands 147. 237. 76. 201 eatal.idf.il Block Np Al Net drop 1

185. 130. 5. 209 Li t huani a 147.237.76. 38 e.e.neitav.idf.il |Block Udp All _Nets drop 1

185. 130. 5. 209 Li t huani a 147.237. 76. 196 e.sviva.idf.il Bl ock_Ulp Al _Nets drop 1

94.102. 49. 116 Net her | ands 147.237.76. 30 hi nush. i df . i | B ock Np Al _Net drop 1

185. 130. 5. 209 Li t huani a 147.237.76. 30 hi nush. i df . i | ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
149.78.154.69 |147.237.77.216|Israel dover . idf.il portscan: TGP D stributed Portscan 1
109. 235. 254. 181|147. 237. 76. 196 [Tur key esvivaidf.il ET SCAN NVAP -sS w ndow 2048 1
93.174.93. 50 147.237.77. 205 [Netherl ands ~ |prisha.idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force
23. 96. 109. 87 147.237.77.170|Wited Sates |maarachot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 235. 254. 181|147. 237. 76. 196 | Tur key e svivaidf.il ET SCAN NVAP -sS wi ndow 3072 1
109. 235. 254. 181|147. 237. 76. 196 [Tur key e svivaidf.il ET SCAN NVAP -f -sS 1
80. 82. 78. 38 147.237.0.16  |Netherl ands ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature

167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 941

46.117.79. 12 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 81
Sreaming Engine: TGP Invalid i i ssi

2.53.146.133  |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segment retransmission. drop 42
Ret ransni ssi on Packet dropped.

85. 130. 250. 133 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 20
Sreaming Engine: TGP Invalid i i ssi

66.249. 78.146 |lhited Sates |147.237.72.166 |aka.idf.il 9 =g Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dropped.

85. 130. 250. 133 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 17
Sreamng Engine: TCP Invalid i i ssi

82.81.94.211  |israel 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. 15
Ret r ansni ssi on Packet dropped.

85. 130. 250. 133 [l srael 147.237. 77. 216 |dover.idf .i 1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 14

. . SYNFAXK retransmt with different .

2.55. 169. 239 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence i ndow scal e noni t or 12
Sreanming Engine: TGP Invalid i i ssi

176.13.14. 107 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 12
Ret ransni ssi on Packet dropped.

185.32.179.43 |Israel 147.237.72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 12

85. 130. 250. 133 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
Sreanming Engine: TCP Invalid i i ssi

79.177.122. 174 |israel 147.237. 77. 243 |robi l e i of . | 9 =g Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.

98.197.248.85 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 11

79.177. 49. 34 I srael 147.237. 77. 216 |dover.idf i1 SYN At tack SYN -> SYN-ACK -> RST rej ect 10

149. 88. 59. 39 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
Sreamng Engine: TCP Invalid i i ssi

79.178.23.173 |israel 147.237.77. 243 |nubi 1 e.i df .i 9 =9 Invalid segnent retransmssion. 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

31.210.181. 132 |israel 147. 237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 9
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 253. 134. 1541 srael 147.237.77. 243 |nubi 1 e.i df .i 9 =9 Invalid segnent retransmssion. 9
Ret r ansni ssi on Packet dropped.

128.242.249.12 |lhited Sates [147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop

2.53.55.230 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop

85. 130. 250. 133 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber alert
Sreanming Engine: TCP Invalid i i ssi

31.168. 244. 253 | srael 147.237.77. 243 |nobi L e. i of .| 9 =g Invalid segnent retransmssion. drop 9
Ret ransni ssi on Packet dropped.

37.26.146.194 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8

157.55.39.209 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SYN drop 8

149. 78. 154. 69 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 8

85. 130. 250. 133 |l srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
Sreanming Engine: TGP Invalid i i ssi

46.19.85.156  |Israel 147.237.77. 243 |nobi l e.i df .1 9 =g Invalid segment retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

95.86.78.218 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

46.19.85.171  |israel 147.237.77. 243 |nobi l e.i df .1 9 =g Invalid segment retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.176. 170. 142 | srael 147. 237.77. 243 |mbi l e, i f . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 86. 111 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
Sreamng Engine: TCP Invalid i i sSi

79.181.58.129 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 60 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi

217.76.3.196  |Armenia 147. 237.77. 243 |mwbi l e, i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

23.106.161.57 |lWhited Sates |[147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 6

198.58.103.92 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 6

5.102.195. 165 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6

52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6

212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5

157.55.39.106 |Lhited Sates [147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 5

109. 253. 226. 127|1 srael 147.237. 77. 216 |dover.idf .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5

207.46.13.137 |lWhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 5

85. 130. 250. 133 |l srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 5

109. 253. 226. 127|1 srael 147.237. 77. 216 |dover.idf .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 5

81.218.125.66 |lsrael 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5

82.81.37.65 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

203.133. 171. 98 gﬁaic o |147237.76. 147 |chinuch aka idf . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

94. 230. 86. 231 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
178. 203. 146. 227 |Ger many 147.237.77.216|dover. i df .i | Mil tipl e Wauthori zed URL Access from 178. 203. 146. 227 B ock 6
109. 253. 226.59 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
109. 253. 226. 50 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 4
185. 32.179. 214 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
37.26.148.214 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 134. 154]I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
79.178.23.173 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
31. 168. 244. 253 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Qode B ock 2
. . . Unaut hori zed URL Access to
190. 221. 146. 26 |Argentina 147.237.72. 166 [aka. i df . i | vow aka. i df . i 1/ i yusnai n/ home/ def aul t . aspx B ock 2
79.177.122. 174 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
109. 253. 142. 119]I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
46.19. 85. 171 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Code B ock
. . ] Distributed Lhaut hori zed URL Access on
109. 253. 142. 119|l sr ael 147.237.77.243|nobi | e. i df . i | nobi l e, i o i 1/ cat egoryt enpl at es/ 1 st chi | ddocunent s/ 1152 B ock 1
. . Unaut hori zed URL Access to
178.255. 215. 87 |France 147.237.77. 216 dover. i df . i ww i df . i 1/1129- he/ kkkkkkk=1048b757kkkkkkk_1048b757 Hock !
. ; Distributed Lhaut hori zed URL Access on
66.249.78.246 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
Russi an . .
5.44.174. 93 Fedor at i on 147.237.77. 176 |mat pash. i df . i | PHP At t enpt Bl ock 1
130. 185. 155. 82 |Sweden 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
95. 86. 78. 218 I srael 147.237.72. 166 [aka. i df . i | Aut onat ed Wul nerabi | ity Scanning V1 B ock 1
77.237.138.202 |Czech Republic |147.237.77.216|dover.idf.il Unaut hori zed URL Access to / Bl ock 1
217.76.3.197 Arneni a 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
178. 203. 146. 227 |Ger many 147.237.76. 200 |ei tan. aka. i df . i | g;zlf rl‘lcr’;r'“jed URL Access to waw eitan. aka. idf.i1/1003-7963-he/ YN0 gy 1
Unknown Paraneter docld in
87.71.34.149 | srael 147.237.72. 166 [aka. i df . i | vy aka. i df . i1/ nai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ nast er/ f avi con. [None 1
gf
66. 249. 79. 89 | srael 147.237.77.216|dover. i df .i | D stributed Lhauthori zed UR. Access on waww i df.il/error.htm B ock 1
5.44. 174. 93 F“Sf;;”i on 147.237.77. 176 |mat pash. i df .i|  |Unauthori zed UR. Access to v cogat .idf .il/xmrpc. php B ock 1
141.160. 25. 251 |Uited Sates |147.237.77.216|dover. i df il O stri buted thaut hori zed LR. Access on B ock 1
ww i df . i | /894-en/ i df gdover . aspx
106. 120. 173. 159|Chi na 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1403- he/ at al . aspx B ock
79.176.170. 142 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode B ock
. . Unaut hori zed URL Access to
178. 203. 146. 227 [Ger many 147.237.77. 176 |mat pash. i df . i | v cogat i of i /i p st oragel fil es/ 7/ 4207. pof cachedt he Bl ock 1
2.53.55. 230 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock
93. 160. 60. 22 Denmar k 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw i df.il/newsitel/english B ock
66.249.79. 107 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/robots. txt B ock 1
5. 44. 174. 93 R’F Sf:;”i o 147.237.77. 216 |dover. i df . i | Mil ti pl e Unaut horized URL Access from 5. 44. 174. 93 B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
149. 88. 20. 178 I srael 147.237.72. 166 |aka. i df . i | waw aka, i df . i | / i v sachar/ i | box. aspx None 1
46.19. 85. 156 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 1
120. 132. 50. 135 |Chi na 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to www. maf engwo. cn/ 894- he/ chi nuch. aspx  |Bl ock 1
2.53. 55, 230 I srael 147.237.77. 216 |dover . i df . i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm Bl ock 1
- . Mil tiple Lhtraceabl e SS. Sessions from93.173.141. 167 (Prot ocol
93.173. 141. 167 |l srael 147.237.72. 156 |anan. i df . i | viol ation (SSL OONN APPLI CATI ON DATA EXCHANGE)) None 1
68. 180. 230. 45 Lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8941- he/ r ef uah. aspx |B ock 1
213. 8. 204. 60 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to ww chi nuch. aka. i df .il/404. ht m B ock 1
Russi an . .
5.44.174.93 erati on 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 1
169. 139.16. 130 |lhited Sates [147.237.77.216|dover.idf .il Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . SS_ Lhtraceabl e Gonnection - Protocol viol ation
79.177.141. 227 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
. . Unaut hori zed URL Access to
178. 203. 146. 227)Cer many 147.237.77. 234 [hal ag. i df . i | v | ogi stics.atal.idf.il/tenpl ates/shared usercontrol s/ header upper/ Bl ock !
. . Unaut hori zed Met hod CPTI ONS for
5.29.76.129 I srael 147.237.72. 166 [aka. i df . i | v aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock !
130. 185. 155. 82 |Sweden 147.237.77.216|dover. i df . i | Dstributed PHP At enpt B ock 1
95. 86. 69. 200 I sragl 147. 237. 77. 170 rachot.idf.il ;?;Tpg%” zed URL Access to maarachot.idf.il/pdf/files/0/112270. pdf B ock 1
77.124.7.38 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . il /mai n/ sachar/undefi ned B ock 1
217.76.3.196 Arneni a 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Qode Bl ock 1
. . Unknown Par aret er ct| 00$ct | 00$cphMai n$cphSachar $ct | 33 in
5.102.254. 5 I srael 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ nai v sachar / pays! i ps. aspx None 1
178. 203. 146. 227 |Ger many 147.237.76.200(ei tan. aka. i df.i| |Mitiple Wauthorized URL Access from 178.203. 146. 227 B ock 1
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