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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |[HTTP- POST- Segnent ed- DoS dest - r eset 4951
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 3381
191.249.111. 93 Brazil 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 2765
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3

81. 218. 65. 210 I srael 147.237.72. 166 aka.idf.il |Block Udp Al Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack drop 2
5.22.130. 132 | srael 147.237.77. 216 dover.idf.il |[HTTP- POST- Segnent ed- DoS dest - r eset 1
52.20.183. 8 Lhited Sates 147. 237. 76. 42 refuah.idf.il|B ock Wdp All Nets drop 1
185. 130. 5. 209 Li t huani a 147. 237. 76. 42 refuah.idf.il{Block Udp All Nets drop 1
119.40.100. 114 Mongol i a 147.237. 0. 200 ndu.idf.il JLMPurple Gon Lint Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
109. 67. 43. 147  |147.237. 72. 156 |I srael anan. i df .i | ET SCAN NVAP -sA (2) 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
42.55.136.243 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
98.119. 105. 221 |147.237.77.205|lhited Sates |prisha.idf.il ET SCAN NVAP -sS w ndow 3072 1
222.186.21.120 |147.237.76. 200 |Chi na eitan.aka.idf.il [ET SCAN Potential SSH Scan 1
42.55.136.243 |147.237.0.35 |China akavs. i df .i | ET SCAN Potential SSH Scan 1
58.218. 204. 211 |147.237.76. 198 |Chi na e.yohaan.idf.il |ET SCAN Potential SSH Scan 1
42.55.136.243 |147.237.0.33 |[China idf.il ET SCAN Potential SSH Scan 1
222.186.21.120 |[147.237.76.31 [China nakchal . i df.il ET SCAN Potential SSH Scan 1
52.91.167.234 [147.237.76.38 [lWited Sates [eeneitav.idfi.il [ET SCAN NVAP -sS wi ndow 4096 1
23.96. 241. 35 147.237.76. 148 |Lhited Sates |gocenter.aka. idf.i|ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76.86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 233 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
23.96. 241. 35 147.237.0.35 |lhited Sates |akaws.idf.il ET SCAN Potential SSH Scan 1
177, 241, 176. 2231147, 237 77. 234 | co bl ag, i df i ET SSAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
42.55.136.243 |147.237.77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1
162.213.1.246  [147.237.77.216|Wited Sates |dover.idf.il Tehila - Perl LWP wth fake user agent 1
42.55.136.243 [147.237.77. 176 |Chi na nat pash. i df .i | ET SCAN Potential SSH Scan 1
107. 158. 255. 194|147. 237. 76. 201 |Lhited Sates |e.atal.idf.il ET SCAN NMAP -sS wi ndow 3072 1
42.55.136.243 |147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
107. 158. 255. 194|147. 237. 76. 201 [Lited Sates |e.atal.idf.il ET SCAN NVAP -f -sS 1
42.55.136.243 |147.237.76. 198 |Chi na e.yohalan.idf.il [ET SCAN Potential SSH Scan 1
98.119.105. 221 |147.237.77.205|Whited Sates |prishaidf.il ET SCAN NVAP -sS w ndow 4096 1
42.55.136.243 |147.237.0.200 |China . i df il ET SCAN Potential SSH Scan 1
58.218.204. 211 [147.237. 76. 200 |Chi na eitan.aka.idf.il [ET SCAN Potential SSH Scan 1
222.186.21.120 |[147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
42.55.136.243 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
58.218. 204. 211 |147.237.76.86 [China navy.idf.il ET SCAN Potential SSH Scan 1
23.96. 241. 35 147.237.76. 197 |Whited Sates |e hinush.idf.il ET SCAN Potential SSH Scan 1
52.91.167.234 [147.237.76.38 |lited Sates [eeneitav.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
23.96.241. 35 147.237.76.86 [lhited Sates |navy.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76. 34 |[China yohal an. i df . il ET SCAN Potential SSH Scan 1
42.55.136.243 |147.237.77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
177 241, 176. 2231147 237 7772 v co Lawid il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
42.55.136.243 |147.237.77. 205 |Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
42.55.136.243 |147.237.77.170|Chi na naarachot.idf.il |ET SCAN Potential SSH Scan 1
107. 158. 255. 194(147. 237. 76. 201 |Lhited Sates [e.atal.idf.il ET SCAN NVAP -sS wi ndow 2048 1
42.55.136.243 |147.237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
107. 158. 255. 194|147. 237. 8. 27 |lhited Sates |e.madimatal .idf.i|ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Acti on ‘Count
213.122.175. 227|Uni ted Ki ngdom 147.237.77. 216 |dover.i df i dr op First packet isn't SWN drop 277
37.26.148.237 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 72
Sreaning Engine: TGP Invalid i i ssi
66.249.78.146 |lnited Sates 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. 45
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid ' i ssi
213.151.46.58 | srael 147. 237.76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. |, 36
Ret r ansni ssi on Packet dr opped.
) R SN retransmit wth different .
41.111.104.41 |Ageria 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 34
107.167.96. 100 |lnited Sates 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
159.53.78.142 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
85. 250. 157. 239 I srael 147.237. 77. 234 |hal ag. i df .i Bad TCP sequence SiNretransmt wth different oo |19
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
109. 65. 228. 189 |Israel 147. 237. 76. 147 |chi nuch. aka. i df .i | 9 =9 Invalid segnent retransmssion. g 18
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
176.13. 14.107 |israel 147. 237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid limvalid segnent retransnission. |, op 18
Ret ransm ssi on Packet dropped.
157.55.39.209 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 18
157.55.39.106 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 16
91. 21. 243. 55 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
37.218. 208. 219 (F;ajcis;i';'ja” Territory147. 237. 77. 216 |dover. i of .i drop Frst packet isn't SWN drop 15
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
41.111.104.41 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
91. 150. 105. 71 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
162. 243. 116. 152|lnited Sates 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 12
50. 116.28.209 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
Sreaning BEngine: TQP Invalid i i ssi
176.13.23.241 [ srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dropped.
198.58.102.96 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
68.180. 231.43 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
139. 162. 216. 112|Lhited Sates 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 12
85. 65. 19. 101 I srael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
203.133.171.98 |Korea, Republic of  [147.237.76. 147 |chi nuch. aka.idf.iI[SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreaning Engine: TCP Invalid i i ssi
109. 253. 221. 247 |1 srael 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.180. 171. 120 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 9
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109.65.136.1  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.53.133. 82 I srael 147. 237. 72. 167 |i shuri maka. i df .| 9 =g Invalid segnent retransmssion. g 9
Ret r ansmi ssi on Packet dr opped.
79.183. 203. 208 |Israel 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SYN drop 7
46.101. 19.251 |United Ki ngdom 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
Sreaning Engine: TQP Invalid i i ssi
5.22.130.103  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46.19. 85. 94 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber alert 6
Sreaning BEngine: TQP Invalid i i ssi
79.183.127.80 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
207. 46. 13. 2 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
46.19. 85. 94 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber nonitor |6
Sreaning Engine: TCP Invalid i i ssi
66.249. 64.190 |Wnited Sates 147.237.72. 166 |aka. i df .i | 9 59 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
75.75.237.162 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaning BEngine: TQP Invalid i i ssi
66.249.93. 247  |Europe 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
213.57.155.72 | srael 147. 237. 77. 176 |nat pash. i f . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
82.9.29. 180 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
85. 130. 216. 252 |l srael 147.237. 72. 156 |anan.i df .i Bad TCP sequence Invalid ACK nunber nonitor |4
. . SYNretransmt wth different .
85. 250. 157. 239 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 4
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 65. 238. 148 I srael 147.237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation Qurrent Password in B ock 8
nobi | e. i df .i|/sachar/changepassword
46. 19. 85. 61 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 6
. . . Unhaut hori zed URL Access to
109. 226. 60.58 |l srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1152 B ock 5
46. 19. 86. 30 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock
109. 65.51. 128 |l srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 109. 65.51.128 |B ock
79.178.251.30 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
. . . D stributed Uhaut hori zed LRL Access on
84.228.252.29 |lIsrael 147.237.77.243|nobi | e. i df . i | nobi l e, i o i 1/ cat egoryt enpl at es/ 1 st chi | ddocunent s/ 1152 Bl ock 3
109. 65. 41. 101 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Qode B ock
109. 226. 60.58 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
109. 67. 180. 100 |l srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock
. . Mil tiple Uhtraceabl e SS. Sessions from93. 173. 141. 167 (Prot ocol
93.173.141. 167 |Israel 147.237.72. 156 |anman. i df . i | viol ation (SSL OONN APPLI CATI ON DATA EXCHANGE)) None 2
. . Unaut hori zed URL Access to
66.249.78.234 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ sachar /  or got passwor d. aspx B ock 1
141. 212. 122. 161|nited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to 147.237.76. 147/ B ock 1
36.232.71.51 Tai wan 147.237.77.74 |lawidf.il Unaut hori zed URL Access to v | aw idf.il/xmrpc. php B ock 1
. . Uhaut hori zed URL Access to
82. 81. 40. 156 I srael 147.237.72. 156 |anan. i df . i | e i1/t tps: /v il B ock 1
157.55.39.133 |Uited Sates [147.237.72. 166 |aka. i df . i | Uhknown Paraneter docid in aka.idf.il/main/sachar/klali.aspx None 1
. . Unaut hori zed URL Access to
66.249.81.250 |[lIsrael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ st yl ef shar ed/ | ayout dev. css B ock 1
. . SS. Lhtraceabl e nnection - Protocol violation
93.173.141. 167 |[Israel 147.237.72. 156 |anman. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
185.27.106.27 | srael 147.237.72. 166 |aka. i df . i | Wnknown Paraneter ct | 00Sct| 003cphMi n$cphSachar $cb9718400 in .o 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
66. 249. 79. 87 I srael 147.237.77.216|dover.i df .i | D stributed Lhaut hori zed URL Access on wawwidf.il/error.htm B ock 1
141.212.122. 161 |Uhited Sates |147. 237. 77. 170 |nmar achot . i df . i | Lhaut hori zed URL Access to 147.237.77.170/ B ock 1
. . Unaut hori zed Met hod HEAD for
109. 65.51. 128 |Israel 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ nai v gi yus/ general . aspx B ock 1
i www. chamat z. aka. i d ) S )
40.77. 167. 48 Lhited Sates |147. 237.77. 226 £ Uhaut hori zed URL Access to ww chanatz. aka.idf.il/klali/ Bl ock 1
84.108.212.77 |[israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock
157.55.39.136 |lnited Sates |147.237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to chi nuch. aka.idf.il/404. htm B ock
68.180.231.43 [nited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ation PageNumin waw idf.il/1133-ar/dover.aspx |B ock 1
. . Paraneter Type Mol ati on SearchText in
5.29.242.96 I srael 147.237.77.216|dover . i df . i | v i df i 1/ 1065- he/ dover . aspx B ock 1
94.127. 116. 228 LKJ?'r:gegom 147. 237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to ww i df. i/ navy/ B ock 1
79.179.123.100 [israel 147.237.72. 156 [anan. i df . i | D stributed Waut hori zed HTTP Met hod B ock 1
199. 30. 25. 92 Lhited Sates |147.237.77.216|dover.idf .i | D stributed Lhauthori zed URL Access on wawwidf.il/error.htm B ock
66. 249. 79. 87 I srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to wwidf.il/atal 1/izkor/vi ew i ng. asp Bl ock
. . D stributed Whaut hori zed URL Access on
149. 78.180.97  |Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
109. 65. 133. 24  |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76.42/ styl e/ 1. he/ | angst yl e. css |B ock 1
41.111.104.41 |Ageria 147.237.77. 216 |dover . i df . i | Adnin Bl ocki ng B ock 1
157.55.39.209 |uhited Sates [147.237.77.216|dover.idf .il Ml tipl e Unaut hori zed URL Access from 157. 55. 39. 209 B ock 1
68.180.231.43 [lnited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin www i df . i|/1362- he/ dover. aspx |B ock 1
. . Unaut hori zed URL Access to
66.249.64.131 |[lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx B ock 1
109. 253. 221. 247 || sr ael 147.237.77.243|nobi l e. i df . i | O stribut ed Suspicious Response Gode B ock
17.142.156. 109 |Uhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/appl e-app-site-association |B ock
106. 120. 173. 159|Chi na 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1413- he/ at al . aspx B ock
. . Unhaut hori zed URL Access to
79.179.123.100 |[lIsrael 147.237.72. 156 |anman. i df . i | - Jidf.i1/sip storagelfiles/5 71705, paf B ock 1
207. 46.13.2 Lhited Sates |147.237.77.216 |dover.idf .il Mil ti pl e Unaut hori zed URL Access from 207. 46. 13.2 B ock 1
66.249.81. 244 |[Israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl el shared/ | ayout. css  |Bl ock 1
157.55.39. 106 |lhited Sates [147.237.77.216|dover.idf .il Mil tipl e Uhaut hori zed URL Access from 157.55. 39. 106 B ock 1
41.111.104.41 |Ageria 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from4l. 111. 104. 41 B ock 1
87.228.153.124 |Qyprus 147.237.77.243|nobi | e. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
157.55.39.209 |Wited Sates |147.237.77. 216 |dover. i df .il Wnaut hori zed LRL Access to . B ock 1
ww i df . il /tenpl at es/t enpl at econtr ol s/ newsf | ash/ v ynet . co. i |
74.2.27.35 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to www i df.i|/894-en/i df gdover. aspx B ock
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in v aka.idf.il/sites/hone/ defaul t.asp None
138.134.192. 10 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/main/scripts/css3pie htc |B ock 1
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