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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 20665
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |TQP handshake violation, first packet not syn drop 4477
0.0.0.0 147.237.77.216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - reset 1239
81.218. 65. 210 I srael 147.237.72. 166 aka.idf.il Block Wdp All Nets drop 5

92. 242. 80. 143 Russi an Federation 147.237.77. 233 atal.idf.il Frk Purple Gon Limt Htp drop 3

92. 242. 80. 143 Russi an Federation 147.237.77. 233 atal.idf.il Frk_Under Attack Con Htp drop 2

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DC5- Tool - Swi t chbl adG dest - r eset 1
219.75.212.19 Japan 147.237.76. 196 e.sviva.idf.il |Block Udp All Nets drop 1

85. 65. 219. 188 | srael 147.237.77.216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - reset 1

185. 130. 5. 48 Li t huani a 147. 237. 76. 44 e.refuah.idf.illB ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘S‘te

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
109. 65. 36. 46 147.237.0.34 |israel tikshuv.idf.il ET SCAN NVAP -sA (2) 2
46.121.84.185 |147.237.76.31 |[Israel nakchal . i df il VEB- FRONTPACGE / _vti _bin/ access 2
66. 102. 8. 243 147.237.77. 216 |Wnited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
177 66.241. 194 |147 237 8 28 |mrasil o nobi | e ke.i df i | ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
111. 68. 104. 195 |147.237. 77. 121 |Paki stan e navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
107. 158. 255. 194(147. 237. 76. 42 |Whited Sates |refuah.idf.il ET SCAN NMAP -sS wi ndow 2048 1
107.6.130.113 |147.237.0.16 |Uited Sates |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
212.199. 182. 150(147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
82.117. 208. 243 |147. 237.8.50 e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
187.28.151. 178 [147.237.0.15 |Bazil kosher -kravi .idf.il ET SCAN NVAP -sS wi ndow 3072 1
180, 117, 85. 169 |147. 237 76.34 |cni na yohal an.i df. i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
112. 196. 49. 101 [147.237.72.217|India eidf.il ET SCAN NVAP -sS wi ndow 4096 1
111. 68. 104. 195 |147. 237. 77. 121 |Paki stan e navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
107. 158. 255. 194|147. 237. 76. 42 |Lhited Sates [refuah.idf.il ET SCAN NMAP -sS wi ndow 3072 1
107. 158. 255. 194(147. 237. 76. 42 |thited Sates |refuah.idf.il ET SCAN NVAP -f -sS 1
82.117. 208. 243 |147.237.77. 226 waw chanat z. aka. i df . i | [ET SCAN NVAP -sS w ndow 1024 1
202.170.80.40 |147.237.8.14 |Mongolia e.orchot.idf.il ET SCAN Potential SSH Scan 1
190. 153. 238. 58 [147.237.8.50 |aiile e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
187.28.151. 178 |147.237.0.15 |Bazil kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
reamn ine: TCP Invali i i ssi
66.249.78.146 |Wited Sates  |147.237.72. 166 |aka idf. il Streaming Engine: TCP Invalid invalid segnent retransmissi on drop 51
Ret r ansni ssi on Packet dropped.
82. 145, 219. 200 |Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 19
Sreanming Engine: TQP Invalid i i ssi
66.249.64.190 |Wnited Sates |147.237.72.166 |aka i df.il 9 =g Invalid segnent retransmssion. |4 12
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
87.70.52.243  |Israel 147.237.72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
92.242. 80. 143 RJSIS::t”ion 147.237.77. 233 |atal i df .l SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 10
185.99.32.7 Lebanon 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
82. 145, 219. 200 |Eur ope 147.237.77. 176 |natpash.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect
85. 130. 251. 196 |l srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
85. 130. 237. 234 |l srael 147.237. 72. 166 [aka.i of .i Bad TCP sequence Inval i d ACK nunber noni t or 8
Sreaming Engine: TGP Invalid i i ssi
89. 139. 242. 255 |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segment retransmssion. drop 8
Ret r ansni ssi on Packet dropped.
85.130. 251. 196 |l srael 147.237.77. 216 |dover.i df .i | SYN Att ack SYN - > SYN-ACK -> RST rej ect 6
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreanming Engine: TQP Invalid i i ssi
46.19. 85. 61 I'sr ael 147.237.77. 243 |robi L e. i df . i1 9 =g Invalid segnent retransmssion. |4 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.149.217 |Israel 147.237.72. 166 |aka. i of . | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi
31.168. 176. 210 | srael 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
85.130. 251. 196 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
2.53.37.214 I'srael 147.237. 72. 156 |anan. i df . i1 Bad TCP sequence SINAXK retransmt with different 1opuior s
w ndow scal e
38.111.147.83 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
2.55.180. 11 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
80. 246. 138.53 [l srael 147. 237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
85. 130. 237. 234 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TCP Invalid i i ssi
149.78.222. 223 |israel 147.237.76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssion. |4 4
Ret r ansmi ssi on Packet dropped.
68.180.231.43 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
85. 130. 237. 234 |l srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SYN drop 4
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
109. 64. 155. 38  |Israel 147.237.72. 156 |anan.idf . il drop Frst packet isn't SYN drop 3
Sreaming Engine: TGP Invalid i i ssi
37.26.146.232 |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
66. 249. 93. 245  |Eur ope 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Russi an ) .. |Streaming Engine: TCQP Invalid |invalid segment retransmission.
130. 193. 51. 91 erat i on 147. 237. 76. 200 |ei tan. aka. i df .i | Ret 1 ansii ssi on Packet dr opped. drop 3
Sreamng Engine: TCP Invalid i i ssi
5.22.129. 73 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
109. 64. 203,176 |1 srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.228  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
79.181.152. 143 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i ssi
37.26.147.233 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |4 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
5.22.135.8 I'srael 147.237.72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Russi an . . |Streanming Engine: TCP Invalid |invalid segnent retransnission.
93. 158. 152. 49 erati on 147. 237. 76. 147 |chi nuch. aka. i df .i | Ret 1 ansmi ssi on Packet dr opped. drop 3
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
Sreaming Engine: TGP Invalid i i ssi
109.65.0.250  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
176.13.21.64 |l srael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
87.70.66.232  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 134. 2181 sr ael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.66.47  |Wited Sates |147.237.0.34 [tikshuv.idf. il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
85. 130. 216. 252 |l srael 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
176.13.22.20  |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i sSi
2.53.158. 10 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
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Sreanming Engine: TCP Invalid i i sSi
109. 64.59.78  |Israel 147.237.72. 166 |aka. i df .i | 9 =g Invalid segnent retransmssion. drop
Ret r ansni ssi on Packet dropped.
85. 130. 237. 234 |l srael 147.237.72. 166 [aka i df . i1 Bad TCP sequence Invalid ACK nunber alert
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
46.121.84.185 |[Israel 147.237.76.31 [nakchal .idf.il Wnaut hor i zed HTTP Met hod Bl ock 21
46.19. 85. 61 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 20
46.121.84.185 |Israel 147.237.76.31 |nakchal .idf.il Ml tipl e Unaut horized URL Access from 46. 121. 84. 185 B ock 12
46. 19. 86. 30 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 9
109. 253.157.3 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 6
66.249.81.218 |[Israel 147.237.77.216|dover.idf . il Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm |[B ock 3
46.121.84.185 |[Israel 147.237.76.31 |nakchal .idf.il Ml tiple signatures from46. 121. 84. 185 Bl ock 3
46.121.84.185 |israel 147.237.76.31 |nakchal .idf.il thauthori zed LR Access to Bl ock 3

ww nakhal .idf.il/sip storagel/fil es/ 8/
Unaut hori zed Met hod PCST for

46.117.5.15 I srael 147.237.72. 166 |aka. i df . i | vow aka. i df i |/ nai rV sachar / about . aspx B ock 2
66.249.81.215 |[Israel 147.237.77.216|dover . i df .i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm |[B ock 2
Paraneter Type M ol ation
93.175.36.111 |[Israel 147.237.77.74 |lawidf.il Mast er $Header 1$ucHeader Sear ch$t xt Search in Bl ock 2
wan | aw i df . i |/ 285- he/ pat zar . aspx
37.142.72.86 I srael 147.237.0.19 |nadi matal .idf.il O stributed Suspici ous Response Qode B ock 2
66.249.66.190 |lIsrael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to ww ti kshuv.idf.il/894-he B ock
188. 165. 118. 114|France 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua atal.idf.il/ol d/wp-admn/ B ock 1
93.173.239. 133 |israel 147. 237.72. 166 |aka. i df . i | Distributed haut horized UL Access on B ock 1
waw aka. i df . i | / mai n/ sachar/ undef i ned
62. 90. 235. 98 | sr ael 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unaut horized URL Access from 62.90. 235. 98 B ock
38.111.147.83 |[wnited Sates 147.237.77.216|dover. i df . il Unaut hori zed URL Access to ww i df . il/894-he B ock
- . . Uhaut hori zed URL Access to
87.139. 236. 153 |Ger many 147.237.0.19 |madi matal .idf.il 147.237. 0. 19/ br oadveb/ bwr oot . asp Bl ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
R . . URL is Above Root DOrectory
197.231.221. 211|Liberia 147.237.77. 216 |dover. i df . il wwi o i1/ /shared/cl i entscripts/j query/j uery-1.4.2.min.js |2 °°K 1
66. 102. 8. 233 Lhited Sates 147.237.77.216|dover . i df .i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm |[B ock 1
109. 253, 227. 37 |Israel 147. 237.72. 166 |aka. i df . i | Distributed Whaut hori zed LR Access on Bl ock 1

wowy aka. i df . i |/ ww ti kshuv. i df i |
] ; ; Uhaut hori zed URL Access to
87.139. 236. 153 |Ger many 147.237.76.200|ei tan. aka. i df .i | 147. 237. 76. 200/ br oadweb/ bwr oot . asp Bl ock 1

Uhaut hori zed URL Access to

66.249.78.240 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ rmi / smal i nd showbi g. aspx B ock 1
203. 133. 169. 234|Korea, Republic of  |147.237.77.216|dover.idf.i | Ostributed Lhaut horized URL Access on waw idf.il/error.htm |B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
31.210.186.69 |[Israel 147.237.72. 166 |aka. i df . i | vow aka. i df .|/ nai v sachar / nar ki veysachar . aspx None 1
93.175.36.111 | srael 147.237.77.74 |lawidf.il thauthori zed LRL Access to : Bl ock 1
ww nag. i df . il /i nages/ 1. he/i nf ocenteri t ent
80.178.150.13 [Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.64.3  |Israel 147.237.76.86 |navy.idf.il thauit hori zed URL Access to Bock |1
navy.idf.il/giyus/forunasp/ showf or um asp
. - Unaut hori zed URL Access to
149.78.180.97 |lIsrael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
46. 19. 85. 61 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspici ous Response Qode B ock 1
89.139. 153. 130 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
66.249.78.246 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
207. 46.13. 2 Lhited Sates 147.237.77.216|dover . i df .i | Ml tipl e Unauthori zed URL Access from 207. 46.13. 2 B ock 1
. . . Unaut hori zed URL Access to
106. 120. 173. 159|Chi na 147.237.77.233atal .idf .il 147, 237. 7. 233/ 1437- he/ at al . aspx Bl ock 1
85.113.100. 94 | A EStinian Territoryy, 7 537 77, 176 |mat pash.idf.il Uhaut hori zed URL Access to www cogat. i df.il/894-ar B ock 1

Qccupi ed

; ; Unaut hori zed URL Access to
66.249.66. 121  |Israel 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 9736- he/ r ef uah. aspx Bl ock 1

Uhaut hori zed URL Access to

176.120. 63. 141 |Wkrai ne 147.237.72. 166 |aka. i df . i | vaww aka, i o . i |/ 1044- he/ | shur i m aspx B ock 1

92.225.37.72 Ger many 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to v i df .il/894-en/i df gdover. aspx |B ock 1

66.249.81.212 |lIsrael 147.237.77. 216 |dover . i df . i | Dstributed Lhaut hori zed UR. Access on www i df.il/error.htm |B ock 1
. ny- kosher - kravi . i df _

216.218.206. 66 |lLhited Sates 147.237.0. 16 O Uhaut hori zed URL Access to 147.237.0. 16/ Bl ock 1

38.111.147.83 |[hited Sates 147.237.77. 216 |dover .i df .i | Mil ti pl e Unaut hori zed URL Access from 38.111. 147. 83 B ock 1

100.66.42.41  |Israel 147.237.77.233|atal . i df . i | thauthori zed LR Access to Bl ock 1

147.237.77. 233/ 1136- he/ at al . aspx

; ; Unaut hori zed URL Access to
87.69. 155. 9 I srael 147.237.77.233atal .idf .il 147, 237. 7. 233/ 1134- he/ at al . aspx Bl ock 1
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