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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 4
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 3
104. 255. 70. 247 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il |Bock Np Al Net drop 1
104. 255. 70. 247 Lhited Sates 147.237.76. 148 ggcenter. aka idf.il|B ock Np Al Net drop 1
52.16.5. 197 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
161. 202. 120. 146 147.237.77. 234 Japan hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 232. 98. 38 147. 237.72. 166 Lhited Sates aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 214. 34. 99 147. 237. 76. 197 Lhited Sates e. hi nush. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
80. 82.78. 38 147.237.76. 31 Net her | ands nakchal .i df.il ET SCAN NMAP -sS wi ndow 1024 1
190. 153. 238. 58 147.237.0. 19 Gile madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 232. 98. 38 147. 237.72. 166 Lhited Sates akaidf.il ET SCAN NMAP -sS w ndow 2048 1
104. 232. 98. 38 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -f -sS 1
80. 82. 78. 38 147. 237.76. 39 Net her | ands nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |[Ste Signature Action ‘Count

5. 155. 58. 194 Z;'uglniﬁ(ab 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SWN drop 426

5. 155. 58. 194 z:)'u‘;‘ﬂ ﬁ’ a 147. 237.77. 216 |dover. i df . i drop drop 153
Sreaning BEngine: TQP Invalid i i sSi

66.249.78.146 |lited Sates  |147.237.72. 166 |aka i of il 9 =g Invalid segnent retransmssion. g 132
Ret r ansmi ssi on Packet dropped.

67.187.121. 227 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 100

164.132.233.65 |italy 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 92

164.132.233.65 |italy 147. 237. 76. 147 |chi nuch. aka. i of . i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 92

185.99.32.7 Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 45

91.109. 30. 121 |Ger many 147.237.0.34  |tikshuv.idf.il drop Frst packet isn't SN drop 35

93. 203. 248. 208 |Cer many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 34
Sreanming Engine: TCP Invalid i i ssi

176.13.21.27  |israel 147.237. 77. 243 |robi 1 e. i df . i | g =g Invalid segnent retransmssion. g 33
Ret ransmi ssi on Packet dr opped.

87.71.42. 149 | srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 32

203. 133. 169. 234 Ok‘f’re& Republic 147 237 77. 216 |dover. i df .i 1 dr op Frst packet isn't SWN drop 31

94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 23

104. 46. 236. 214 |Lnited Sates 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 20

68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
Sreaning Engine: TQP Invalid i i ssi

188. 120. 153. 157|i srael 147.237. 77. 243 |robi 1 e i df . i | 9 =g Invalid segnent retransmssion. g 15
Ret r ansm ssi on Packet dropped.

208.115.111. 73 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 15

54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 14

176. 195. 121. 145 R‘SIS::I”ion 147.237.77.176 |matpash.icf il [dr op First packet isn't SWN drop 14
Sreanming Engine: TCP Invalid i i ssi

37.46.38.151  |Israel 147.237. 77. 243 |robi 1 e. i df . i | g =g Invalid segnent retransmssion. g 14
Ret ransmi ssi on Packet dr opped.

52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
Sreamng Engine: TP Invalid i i ssi

2.53.28.134 I srael 147. 237. 76. 200 |ei tan. aka.i df . il g =g Invalid segnent retransmssion. g 12
Ret r ansmi ssi on Packet dropped.

139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
Sreamng Engine: TCP Invalid i i ssi

84.229.29.43  |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. . 12
Ret r ansni ssi on Packet dropped.

198.58.102.49 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12

5.156. 88. 184 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
Sreamng Engine: TP Invalid i i ssi

5.22.131. 68 I srael 147.237.72. 166 |aka i f . g =g Invalid segnent retransmssion. g 12
Ret r ansmi ssi on Packet dropped.

207.46.13.2 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12

188. 120. 154. 174l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber noni t or 11

41.42.25.28 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10

50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10

176. 195. 121. 145 R‘Sf:;”ion 147. 237. 77. 216 |dover. i of . i | dr op Frst packet isn't SN drop 10

87.203. 102. 200 |G eece 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 10

5. 155. 58. 194 Z;'uglniﬁ(ab 147. 237. 77. 216 |dover. i of .| Bad TCP sequence Invalid ACK nunber dert 9

Syrian Arab R . )

5. 155. 58. 194 Republ i ¢ 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 9

188. 120. 148. 194! srael 147.237.72. 167 [ishurimaka i of . i [Bad TCP sequence Invalid ACK nunber noni t or 8

82. 137. 200. 61 z;'usﬂﬁ(ab 147.237.77. 216 |dover.i of . i dr op First packet isnt SN drop 8

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8

45. 35. 64. 142 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 8

37.238.152.14 |irag 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8

88. 254. 109. 108 |Turkey 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8

52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8

R SYNVAK retransmit with different .

37.238.152.14 |iraqg 147.237.77. 216 |dover.i df .i Bad TCP sequence i ndow scal noni t or 8

108. 171. 129. 162|Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7

87.71.42.149 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7

2.53. 160. 83 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |7

157.55.39.106 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7

87.71.42. 149 | srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 7

192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6

185.3.144.9 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 6
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
62. 90. 235. 98 I srael 147.237.77. 176 |nat pash. i df . il |Miltiple Unhauthorized URL Access from 62.90. 235. 98 B ock 3
109. 65. 208. 210 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.149.202 [israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
84.111.122. 157 |lsrael 147.237.77.216|dover. i df . i | Unhaut hori zed LRL Access to www i df.il/tenpl at es/ honepage/ nobile  |B ock 2
37.46.38. 151 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 2
176.13.19. 184 |Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from176. 13. 19. 184 B ock 2
149. 78. 197. 237 |Israel 147.237.72.166 |aka. i df . i | Uhaut hori zed LRL Access to vwwv aka. idf.il /v tikshuv.idf.il B ock 1
’ - . Unaut hori zed URL Access to
17.142.156.171 |lhited Sates 147.237.72.166 |aka. i df . i | voww aka. i f i |/ appl - app-si t e- associ at i on B ock 1
176.13.21. 27 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock
106. 120. 173. 159|Chi na 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237. 77. 233/ 1306- he/ at al . aspx Bl ock 1
] . - Unaut hori zed URL Access to
68.180.230.45 |United Sates  [147.237.76.42 |refuah.idf.il |10 0 "0 o0n a0u- her v ef uah. aspx Bl ock 1
192. 115. 103. 1281 srael 147. 237.72. 166 |aka. i df . i | thaut hor i zed Method PCST for B ock 1
wn aka. i df . i | / nai n/ rabanut / cont act us. aspx
40.77. 167. 36 Lhited Sates 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
149.88.38.209 |l srael 147.237.72. 166 |aka. i df . i | thauit hori zed LRL Access to —_ Bl ock 1
wwv aka. i df . i1/ nai n/ gi yus/ waw navy. i df. il
85. 65. 186. 71 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
. . Unaut hori zed URL Access to
62. 90. 235. 98 I srael 147.237.77. 176 |nat pash. i df . i | vown cogat i i 1/t enpl at es/ gener al / nobi | e Bl ock 1
31.129.174.36 |Wkraine 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to waw i df.il/daily a=0 Bl ock 1
178. 210. 133. 131 |krai ne 147.237.77.216|dover.idf . il Paraneter Type Miol ati on PageNumin waw i df .il/1398-en/ dover.aspx [B ock 1
82. 137. 200. 61 %L‘gﬂf a 147. 237.77. 216 |dover . i df . i | Distributed Unhaut hori zed URL Access on 147.237.77.216/ Bl ock 1
207. 46.13.2 Lhited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df.il/894-en/i df gdover. aspx B ock 1
46.19. 86. 250 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
- — - - —
157.55.39. 106 |Uited Sates 147.237.77. 216 |dover.idf . il Hqﬁz_t,gl'/;ed LRL Access to waw i df.i1/1133-17899-he/ dover . aspx. Bl ock 1
. - Unaut.hc;ri zed URL Access to
2.53.45.6 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f B ock 1
85.250.104.50 | srael 147.237.72. 166 |aka. i df . i | Wnknown Parameter __VI BASTATEENCRYPTED i n None 1
wn aka. i df . i |/ mai n/ sachar/ mai | box. aspx
66. 249. 64. 233 |Israel 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ng. asp B ock 1
178. 210. 133. 131 |krai ne 147.237.77. 216 |dover.idf . il Paraneter Type Molation SortOr in wawidf.il/1398-en/ dover.aspx Bl ock 1
109. 67. 51. 106 | srael 147.237.77.216|dover. i df . i | Lhaut horized LR. Access to waww idf.il/https:/wwidf.il/ B ock 1
84.111.122. 157 [Israel 147.237.77.216|dover.idf .il Ml ti pl e Uhaut horized URL Access from 84. 111. 122, 157 B ock 1
46.121.208.52 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
167.114. 36. 152 |Canada 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua.atal.idf.il/blog/ wp-admn/ Bl ock 1
2.53. 134. 254 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
91.210. 164. 117 |kraine 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wordpress/ wo-admn/ Bl ock 1
- . Unhaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx B ock 1
178. 210. 133. 131 |krai ne 147.237.77. 216 |dover.idf . il Paraneter Type M olation lang in wwidf.il/1398-en/ dover. aspx B ock 1
109.67.178.5 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.i|/mai n/ sachar/ undefi ned B ock 1
84.111.122. 157 |[Israel 147.237.77. 216 |dover . i df . i | Paraneter Type M ol ation SearchText in wawidf.il/1065-he/ dover. aspx Bl ock 1
54.186.248.49 |Lnited Sates 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/1294- he/ wan i df . il B ock 1
5. 155. 58. 194 Z:)'ua”i? a 147.237.77. 216 |dover . i df . i | Distributed Unauthorized UR. Access on 147.237.77. 216/ B ock 1
] . . URL is Above Root Drectory
104. 46. 236. 214 |lhited Sates 147.237.77. 216 |dover. i df .i | Wi dff i1/ ../ shar edl user cont rol s/ header upper / B ock 1
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi mi yoman/ yoman. asp |B ock 1
37.128.186. 113 |United Ki ngdom [147.237.76.42 [refuah.idf.il Uhaut hori zed URL Access to refua atal .idf.il/test/wp-admin/ B ock
188. 120. 154. 174]I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to vww aka. i df . il/nai n/ gi yus/ def aul t B ock
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