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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8380
37.26. 148. 251 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2460
109. 65. 36. 213 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 228
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SG- Sl owl ori s- DO5- Var 1 dest - r eset 3

212. 143. 254. 66 | srael 147.237.76. 86 navy.idf.il Bl ock Up Al _Nets drop 1
94.102. 49. 116 Net her | ands 147.237.76. 31 nakchal .idf.il |Bock Np Al _Net drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
94.102. 49. 116 Net her | ands 147.237. 76. 200 eitan.aka.idf.il |[Bock Np Al Net drop 1

104. 255. 70. 247 Lhited Sates 147.237.76.176 test.ncore.idf.i|B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry |Target Addr ess |Site |S gnature Device Action |Oount |

93. 190. 69. 10 Ger many 147.237.77.233 |atal . i df . [16798: HITP. G\U Bash HTTP Header Renote Code Execution Wul nerability |B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
66.249.78.111 |147.237.77.170|Wited Sates |naarachot.idf.il ET SCAN NVAP -sA (2) 368
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
188. 214. 249. 153|147, 237. 77. 216 |Ronani a dover.idf.il Xenu Link Seuth User Agent 2
104. 219. 238. 10 |147.237.77.226|lhited Sates |wwn chamatz. aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
58.218.204. 211 |147.237.76.39 |China nobi | e. mei tav.idf.il ET SCAN Potential SSH Scan 1
104. 214.25. 64 |147.237.76.38 |lhited Sates |e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89. 248. 167. 131 |147. 237. 76. 202 |Net her | ands e halag.idf.il ET SCAN Potential SSH Scan 1
o0l 172. 71 159 |147. 237 77 74 |vexii co Landidf | ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89.248. 167. 131 |[147.237.76. 147 [Netherlands  |chi nuch. aka. i df.i| ET SCAN Potential SSH Scan 1
89.248.167.131 |[147.237.76.34 |Netherlands  |yohal an.idf.il ET SCAN Potential SSH Scan 1
173.65. 154. 27 |147.237.0.35 |lhited Sates |akaws.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89.248.167. 131 |[147.237.72.166 |Netherlands  |aka.idf.il ET SCAN Potential SSH Scan 1
163. 172. 140. 23 |147. 237. 76. 199 E;ir:;cci]om e. nakchal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
89.248. 167. 131 [147.237.0.200 [Netherlands . i of . i | ET SCAN Potential SSH Scan 1
107. 158. 255. 194|147. 237. 77. 243 |Whited Sates [nobile.idf.il ET SCAN NMAP -sS wi ndow 2048 1
89.248.167.131 (147.237.0.17 |[Netherlands  |mny-kosher-kravi.idf.il |ET SCAN Potenti al SSH Scan 1
107. 158. 255. 194|147. 237. 77. 243 |Uhited Sates |nobile.idf.il ET SCAN NVAP -f -sS 1
64.12.253.130 |147.237.77.216|W0ited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
104.214.25.64 [147.237.76.38 |Lhited Sates |e.e.neitav.idf.il ET SCAN NVAP -sS wi ndow 4096 1
36. 2. 38. 194 147.237. 77. 216 |Japan dover.idf.il portscan: TCP O stributed Portscan 1
89.248.167. 131 |147.237.77.19 [Netherlands | awforumidf.il ET SCAN Potential SSH Scan 1
o0l 172. 71 159|147 237 77 235 |vexi co svivaidh il ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89.248.167. 131 [147.237.76.198|Netherlands  |e.yohal an.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.72. 166 |Lhited Sates [akaidf.il ET DROP Dshiel d B ock Listed Source 1
89.248. 167. 131 |[147.237.76. 42 |Netherl ands refuah.idf.il ET SCAN Potential SSH Scan 1
89.248. 167. 131 |[147.237. 72. 167 [Net her| ands i shurimaka.idf.il ET SCAN Potential SSH Scan 1
173.65. 154. 27 [147.237.0.33 |Whited Sates |idf.il ET SCAN NMAP -sS wi ndow 1024 1
89.248.167.131 [147.237.8.50 [Netherlands |e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
163. 172. 140. 23 [147.237.76. 199 E?ir:;gom e. nakchal .idf .i ET SCAN NVAP -sS wi ndow 1024 1
89.248.167.131 |147.237.0.35 |Netherlands |akavs.idf.il ET SCAN Potential SSH Scan 1
107. 158. 255. 194|147. 237. 77. 243 |Uhited Sates |nobile.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘S’te ‘Signature Acti on ‘Count
194.29.238.10 |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 34
s SN retransnmit wth different :
109. 67. 10. 156 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal @ noni t or 32
Sreaning BEngine: TQP Invalid i i ssi
176.13.20.49 [ srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. |, 30
Ret ransm ssi on Packet dropped.
Sreaning Bngine: TGP Invalid i i ssi
176.13.16.184 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Invalid segnent retransmssion. g 27
Ret r ansmi ssi on Packet dr opped.
139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
198. 58. 99. 82 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
Sreaning Engine: TGP Invalid i i ssi
213. 184. 119. 156|l srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 24
Ret r ansmi ssi on Packet dr opped.
97. 81.199. 88 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
94.154.239.69 |kraine 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 19
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
141. 0. 14. 164 Eur ope 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 18
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 18
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
Sreaning Bngine: TQP Invalid i i ssi
80.246.137.76 |l srael 147.237.77. 243 |nobi l e.i df . | 9 =g Invalid segnent retransmssion. | 12
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
176.13.15.202 |israel 147. 237. 77. 243 |robi 1 e i of . i | 9 =g Invalid segnent retransmssion. g 12
Ret r ansmi ssi on Packet dr opped.
207.46.13.137 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
198.58.103.28 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
Sreaning Engine: TGP Invalid i i ssi
46.19.86.130  |Israel 147.237.77. 243 |nobile. i df .l 9 =9 Invalid segnent retransmssion. | 12
Ret ransm ssi on Packet dropped.
Sreaning Bngine: TCP Invalid i i ssi
66.249.78.146  |Uited Qates 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dr opped.
157.55.39.209 |lWhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
79.176.107. 114 |lsrael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 9
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
Sreaning Bngine: TQP Invalid i i ssi
185. 120. 125. 70 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. | 9
Ret ransni ssi on Packet dr opped.
5. 156. 88. 184 Saudi Arabia 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
37.46.41.172 I srael 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid ACK nunber noni t or 8
. . SWNretransmt wth different .
85.64. 115. 249 |lsrael 147.237.76.42 [refuah.icf.il |Bad TCP sequence Vi ndow scal e noni t or 8
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
82.145.211. 173 |Europe 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 8
84.108.123.20 |Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
188. 120. 154. 174|I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 7
88. 254. 109. 108 |[Turkey 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
Sreaning BEngine: TGP Invalid i i ssi
109. 253. 201. 2381 srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
94.230.86.244 | srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
79.181. 198. 240 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.
176. 13. 20. 49 I srael 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid ACK nunber noni t or 6
72.167.232.160 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi
87.71.16.102  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TCP Invalid i i ssi
66.249. 64.190 |lnited Sates 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.
157.55.39.106 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
31.210.188.20 |[lsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 85. 183 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 183 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval id ACK nunber aert 5
45, 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
176. 106. 46. 74 g‘ilcisgi':('ja” Territory. 147, 237. 77. 216 [dover.icf. i1 |drop First packet ismt SWN drop 4
141.0.12.19 Nor way 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
Sreaning BEngine: TGP Invalid i i ssi
37.46.38.114  |Israel 147.237.76. 200 |6 tan. aka i df . i 9 =g Invalid segnent retransmssion. g 4
Ret r ansmi ssi on Packet dr opped.
208. 115.111. 73 |lhited Sates 147.237.72. 166 |aka.idf . il drop First packet isn't SN drop 4
5.102.254.160 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4




04-28-2016-13:04:02 to 04-28-2016-14:04:02

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Acti on ‘Count
80. 246. 136. 104 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 7
109. 253.197.5 |lIsrael 147.237.77.243|nobi l e. i df . i | Ml tiple Unhauthorized URL Access from 109. 253. 197.5 B ock 4
. . . Unaut hori zed URL Access to
109. 253.197.5 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1557 B ock 4
31 168.72. 25 st al 147.237.77.74 lawidf.il Par anet er Type \/1 ol ati on Mast er $Header 1$ucHeader Sear ch$t xt Sear ch B ock 3
in ww nag. i df.il/657-he/ pat zar. aspx
46.19. 86. 130 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
185. 120. 125. 70 |l srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Gode B ock 3
176.13.15.202 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.53.59.176 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253.219.6  |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
188. 120. 154. 174/l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/main/giyus/ def aul t B ock 2
. . . Unaut hori zed URL Access to
2.85.191.28 |lsrael 147.237.77.243|mobi €. 1 df .11 | o7 oo i1/ cat egoryt enpl at es i st chi | ddocunent s/ 1431 Bock 2
149. 78.100. 103 |Uhited Sates 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock
157.55.39. 106 |Uited Sates 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock
Paraneter Type Mol ation
79.181.122.229 |[Israel 147.237.76.42 |refuah.idf.il ct 1 00$Cont ent P acetbl der 1SucFagCont r ol $t xt Search i n B ock 2
wan refua. atal . i df.il/1540- he/ r ef uah. aspx
85. 64.115.249 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1
79.178.18.247 |israel 147.237.77.74 |lawidf.il Paraneter Type Mol ation Mst er Seader 15uckeader Sear ch$txt Search g 1
inwwlawidf.il/657-hel pat zar. aspx
149. 88. 231. 194 |Israel 147.237.72. 166 |aka. i df . i | Lhknown Paraneter docld in ww aka. i df.il/nain/sachar/fag.aspx  |None
109. 67.10. 156  |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx  |B ock
84.94. 84. 168 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed URL Access to
66.249. 66. 125 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel fi | es/ 2/ 3142. | pg B ock 1
31.215.113. 113 | ted Arab 147.237.77.216|dover.idf .il PHP At t enpt Bl ock 1
Enrat es
89. 139. 154. 204 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/main/sachar/undefined B ock 1
188. 161. 36. 196 g‘ilcisgi':('ja” Territoryl 47, 237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
79.178.198. 145 |[Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
46.121.208.59 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to v chi nuch. aka.idf.il/404. htm Bl ock 1
109. 186. 15. 146 |l srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed LRL Access to wawidf.il/international _training B ock 1
5.22.130. 109 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84.108.71.128 | srael 147. 237.72. 166 |aka. i df . i | thknown Paraneter ctl 00Sct| 00Scphiei nSc i n None 1
vwwv aka. i df . i | / mai n/ sachar/
. . Paraneter Type Mol ati on PageNumin
188.0.131.83  |Kazakstan 147.237.77. 176 [mat pash. i df i1 (0002 e 1 1038- e cogat . aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249.78.146 |l srael 147.237.72. 166 |aka. i df . i | vw aka, i df . i |/ i yus/ general . . . 0678doci d=31516 Bl ock 1
149. 78. 185. 176 |l srael 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut hori zed LRL Access from 149. 78. 185. 176 B ock 1
31.215.113. 113 Lérhﬂl]:aeldesﬁrab 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw i df.il/xnrpc. php B ock 1
94.154.239.69 |kraine 147.237.76.86 |[navy.idf.il Mil tiple Unauthorized LR Access from 94. 154. 239. 69 B ock 1
79.179.154.32 |[israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/tenpl ates/articl e/ vatch B ock 1
207. 46.13. 48 Lhited Sates 147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to navy.idf.il/size220x0/ si p_st or age B ock 1
- . |Waut horized URL Access to
51. 255. 65. 80 France 147.237.77. 170 |maar achot . i df . i | maar achot . i df .i |/ pdf /fi | es/ 5/ 112745, pdf Bl ock 1
23.81.70. 226 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. i df.il/qiyus/general /default.a [B ock 1
84.108.71.128 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
. . Paraneter Type Molation SortOr in
188.0.131.83  |Kazakstan 147.237.77. 176 [mat pash. i df i1 (0o Vo 1 1038- en cogat . aspx Bl ock 1
77.124.7.38 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/nai n/ sachar/undefined |B ock 1
149. 78.185. 176 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for wwy aka. i df.il/ B ock 1
. . Unknown Par anet er ct| 00$ct | 00$cphMai n$cphSachar $ct | 33 in
37. 46. 38. 48 I srael 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai n/ sachar / paysl i ps. aspx None 1
2.53.24. 168 | srael 147.237.77.243|nobi | e. i df . i | Unaut hori zed URL Access to nobi | e.idf.il/nekudot/i ndex B ock 1
. . . Unaut hori zed URL Access to
94.154.239.69  [Lkraine 147.287.77. 176 |nat paSh' idf.il W cogat . i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
207.46.13.137 [lWited Sates 147.237.77.216|dover. i df .i | Distributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
Unhaut hori zed URL Access to
66. 249. 64.9 I srael 147.237.77. 176 |mat pash. i df . i | wwn cogat . i df . i 1/ usef ul i nformat i on/ i dkoni i pages/ 22122010t utim  |Bl ock 1
aspx
. . . Unaut hori zed URL Access to
176.13.15. 202 |lIsrael 147.237.77.243|nobi l e. i df . i | nobi | e.i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 Bl ock 1
31.154.42.111 [Israel 147.237.77. 216 |dover. i df . i | Lhaut hori zed URL Access to wa i df.il/894-en Bl ock 1
- - Unhaut hori zed URL Access to
84.228.226.69 |[Israel 147.237.72. 166 |aka. i df . i | wws aka i o i |/ mai 1V scri pt s/ css3pi e. ht c Bl ock 1
188.0.131.83  |Kazakstan 147.237.77. 176 |mat pash. i df .i| |2 2™®er Type Molation lang in Bl ock 1

waw cogat . i df . i | /1038-en/ cogat . aspx
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