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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 8435
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4332

192. 115. 200. 249 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegotiation-di dest - reset 113
81.218. 65. 210 I srael 147.237.72. 166 aka.idf.il Block Udp Al Nets drop 6

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

185. 103. 252. 96 Russi an Federation 147.237.76. 197 e hinush.idf.il ock Wp Al _Nets drop 1

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
174.37.194. 144 |147.237.76.201|thited Sates e atal .idf.il ET SCAN NVAP -sA (2) 2
149.88.164.70 |147.237.72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 2
174.37.194.144 |147.237.77.19 |Lhited Sates |lawforumidf.il ET SCAN NVAP -sA (2) 2
109. 67. 149. 183 |147.237.76.86 |Israel navy. i df .il ET SCAN NVAP -sA (2) 2
66.249.78.104 |147.237.77.170|Wiited Sates |nmarachot.idf.il ET SCAN NVAP -sA (2) 2
174.37.194. 144 |147.237.77.19 |lhited Sates |lawforumidf.il ET SCAN NVAP -f -sS 1
104. 154. 119. 160(147. 237.0.19 |thited Sates |nedimatal .idf.il ET SCAN Behavi or al uﬂusu_aJ ly fast Termnal Server Traffic, 1
Potential Scan or Infection
89.248. 167. 131 |147.237.76.39 [Netherl ands nobi le.neitav.idf.il |ET SCAN Potential SSH Scan 1
183.3.202. 115 |147. 237. 76. 202 |Chi na e.halag.idf.il ET SCAN Potential SSH Scan 1
79.183.48.179  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
183.3.202. 115 |147.237.76.34 [China yohal an. i df.il ET SCAN Potential SSH Scan 1
66.249.78.158  |147.237.72.166 |Uited Sates |aka.idf.il SERVER APACHE Apache mod_ss| non-SSL. connection to SS. port |,
deni al of service attenpt
183.3.202.115 |147.237.0.16 |China ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
46. 19. 85. 151 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
42.114.176. 102 |147.237.76. 199 [M et nam e. nakchal .idf.il ET SCAN NVAP -f -sS 1
174.37.194. 144 |147.237.76.201 |lLhited Sates e atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
163. 172. 140. 23 |147.237. 76. 176 E?i;;gom test.ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
89.248. 167. 131 |[147.237. 77. 170 |Net her| ands naar achot . i df .i | ET SCAN Potential SSH Scan 1
80.82.78.38 147. 237. 72.14 |Nether| ands dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
183.3.202. 115 [147. 237. 76. 200 |Chi na eitan aka. idf.il ET SCAN Potential SSH Scan 1
79.177.207.110 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
183.3.202. 115 |147.237.0.200 |China rdlu. i of i | ET SCAN Potential SSH Scan 1
174.37.194. 144 (147.237.77.19 |thited Sates |lawforumidf.il ET SCAN NMAP -sS wi ndow 2048 1
42.114.176. 102 |147.237.76. 199 [M et nam e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste Signature

176.0.127.136 |Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 96
Sreamng Engine: TCP Invalid i i ssi

176.13.14.46  |Israel 147. 237. 76. 147 |chi nuch. aka. i df .i | 9 =g Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i SSi

2.53.32.32 I'srael 147. 237.77. 243 |nobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 30
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i

117. 208. 244. 130|indi a 147.237.77. 216 |dover. i of . 9 =g I nval i d checksum Packet drop 24
Checksum dr opped.

208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 19

197. 45. 132. 217 |Egypt 147.237.77. 216 |dover.i df .i | drop First packet isn't SN drop 18
Sreanming Engine: TCP Invalid i i ssi

46.19.85.140  |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g Inval id segnent retransmssion. |, 15
Ret r ansmi ssi on Packet dr opped.

54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15

50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
Sreaning Engine: TGP Invalid i i sSi

85.65.157. 152 |Israel 147.237.77. 243 |nobil e.i df . 9 =9 Invalid segnent retransmssion. . 14
Ret ransm ssi on Packet dropped.

198.58.102. 155 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
Sreanming Engine: TCP Invalid i i ssi

79.182.92.156 |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g Inval id segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dr opped.

52.29.223. 39 Ger nany 147.237.77. 216 |dover.i df i dr op First packet isn't SN drop 12

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
Sreaning Engine: TGP Invalid i i sSi

87.70.52.243  |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. . 12
Ret ransm ssi on Packet dropped.

198.58.102.49 |Uhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12

37.237.232.21 |lraq 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

162. 244. 163. 219|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10

Pal estinian Territory, s

185. 5. 220. 105 Cecup ed 147.237.76. 42 |refuah.idf.il drop SAMrule drop 10

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
Sreaning Engine: TCP Invalid i i SSi

185. 120. 125. 70 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Inval id segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.183.107. 245 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dr opped.

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop

45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreaning Engine: TGP Invalid i i sSi

37.26.146.204 |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. . 9
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid ' i ssi

46.19.85.131  |israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Inval id segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.

82. 145. 216. 247 |Eur ope 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
Sreaning Engine: TCP Invalid i

185. 120. 126. 14 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid checksum Packet drop 8
Checksum dr opped.

157.55.39.106 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8

68.180.231.43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8

109. 253. 224. 31 |l srael 147.237.77. 243 |nobile.idf.il dr op Frst packet isn't SN drop 8

5.102. 254. 82 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |8

2.242.84.149 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8

Pal estinian Territory, s -

83.244. 6. 239 Qccup ed 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7

46. 19. 85. 10 I srael 147.237.0.34 |tikshw.idf.il  |Bad TCP sequence I'nval i d AGK nunber nonitor |6
Sreaning Engine: TCP Invalid i i SSi

176.13.9. 11 I'srael 147.237.77. 243 |nobi l e. i f . i 9 =g Inval id segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

66.249. 78. 146 |Lhited Sates 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi

37.26.149.148 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

37.26.149.254 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.

92.78.124.182  |Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop

5.102.242.173 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber monitor |6
Sreaning Engine: TGP Invalid i i ssi

141.8.132.112 |Russian Federation |147.237.72. 166 |aka.idf. il 9 =9 Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.

46. 19. 85. 10 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Invalid ACGK nunber alert 6
Sreanming Engine: TCP Invalid i i ssi

2.53.38.198 I srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.

50.116.28.209 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop

207. 46. 13. 2 Lhited Sates 147.237.77. 216 |dover.idf . il drop First packet isn't SN drop

5.102. 254. 82 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
Sreaning Engine: TCP Invalid i i SSi

213.57. 240. 232 |Israel 147.237.77. 243 |nobi l e.i df . | 9 =g Inval id segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.

46. 19. 85. 26 I srael 147.237. 77. 216 [dover . i df .i | Bl ock HITP Non Conpl i ant nonitor |4

45.122.127.112 [India 147.237.77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> Tineout |[reject 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
109. 253. 192. 231 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 62
109. 65. 208. 210 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
2.53.32.32 I srael 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code B ock 5
79.182.92.156 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 3
46.19. 85. 131 I srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspicious Response Code B ock 3
46.19. 85. 140 I srael 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code B ock 3
176.13.11. 76 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
46. 19. 85. 92 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
87. 68. 245. 30 I srael 147.237.77.243|nobi | e. i df . i | Ml tipl e Unauthorized URL Access from 87.68. 245. 30 B ock 2
87.71.100.234 |Israel 147.237.76.86 |navy.idf.il mu;;?;' izgfd. o :ﬁ;e;sestlohmepage/ bl Bl ock 2
79.182.23.76 I srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 2
87.68.245.30 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?rc;fsz , ::J;_eggrcyisesnptlgtesll <t ohi 1 ddocunent s/ 1362 Bl ock 2
207.46.13.137 |Lhited Sates |147.237.77.216|dover.idf.il O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
5.153.233.130 |Sweden 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 1
87.71.43.9 I sr el 147. 237.72. 166 |aka. i df . i | 3\:\} ;L:L:tdef('jiwi;.t :f;;éf;r /m hod for Known LRL on B ock 1
213.57.240. 232 |[israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
66.249.78.158 I srael 147.237.72. 166 |aka. i df . i | %{“ﬁﬂ&%‘jﬂf& - Protocol violation None 1
46. 19. 85. 26 I srael 147.237.77. 216 |dover . i df . i | Illegal HITP \ersion deflate, sdch B ock
164.132.161.73 |italy 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to www i df.il/navy/ B ock
92.51.199.202 [irel and 147.237.77. 176 |nat pash. i df . i | mué:;artilffj?. :ﬂ‘sip‘f_csetf;a;;“ | sl 6 4616, pg Bl ock 1
84.228.63.150 |[Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 84.228. 63. 150 B ock 1
208.115.113.82 [thited Sates [147.237.0.34 [tikshuv.idf.il |Wauthorized URL Access to tikshuv.idf.il/site/ unsel ecat bl e. aspx B ock 1
117.78.13. 29 Chi na 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 1
5.153.233.130 |Sweden 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-Iogin. php B ock 1
87.71.100.234 |Israel 147.237.76.86 |navy.idf.il m;;\t’;tie; '%’I‘a/“t‘ter;;: el ;‘:r;efgjc/erfsbﬁ'; B ock 1
217.132.145.86 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
66.249.78.234 |l srael 147.237.72. 166 |aka. i df . i | Distributed Wauthorized URL Access on 147.237.72. 166/ B ock 1
46. 19. 85. 26 | srael 147.237.77.216 |dover. i df . i | Mil tiple Malformed URL from 46. 19. 85. 26 Bl ock 1
176.13.9. 11 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
84.228.63.150 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod HEAD for www aka. i df . il/mai n/ sachar/ B ock 1
213.8.204.21  |israel 147.237.77. 170 |n@ar achot . i df . i | r:ha:ru;:ﬁgt'.zifj?. ltﬂ‘pgf/ifslsest/% 112217, ek ool . or g B ock 1
66. 249. 64. 13 I srael 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
146. 185. 56. 226 |l srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to wwwy navy. i df.il/tenpl at es/ general /nobile |B ock 1
40.77.167.9 Lhited Sates |147.237.77.216|dover.idf.il Distributed Uhaut horized URL Access on 147.237.77. 216/ B ock 1
87.71.100.234 |Israel 147.237.76.86 [navy.idf.il Ml tipl e Unaut hori zed URL Access from 87.71.100. 234 Bl ock 1
79.178.153.50 |[Israel 147.237.76.31 |nakchal .idf.il [Uauthorized URL Access to wan nakhal .idf.il/tenpl ates/ general / nobil e [B ock 1
46.19. 85. 26 I srael 147.237.77.216|dover . i df . i | Mil ti pl e Unknown HTTP Request Method from 46. 19. 85. 26 B ock 1
109.67.98.51  [Israel 147.237.72.166 |aka. i df . i | m;&:‘ftd‘:‘?iwg :;’;;gﬁ; /W hod for Known LRL on B ock 1
213. 8.204. 34 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (Qpen Mde None 1
66. 249. 64. 233 |l srael 147.237.77.216|dover.i df . i | O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
157. 55. 2. 139 Uited Sates |147.237.77.216|dover.idf.il Ostributed Wnhaut hori zed URL Access on waw i df.il/error.htm B ock 1
41.32.172.181 |Egypt 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to www i df.il/894-ar B ock 1
185. 120. 125. 70 |l srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspicious Response Code B ock 1
109. 253. 159. 162|l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
2.53.38.198 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
213.8.204.66  |[Israel 147.237.77.74 [lawidf.i| Poraneter pe /\AGE'??Iein%afia;clh;s;; n Bl ock 1
66.249. 66. 123 I srael 147.237.76.42 |refuah.idf.il ﬂ?”;g?r;éegzﬁpﬁfgfzgéﬂl | es/ 6/ si 261000/ 3126, p Bl ock 1
46. 19. 85. 26 I srael 147.237.77. 216 |dover . i df . i | Abnornal |y Long Request request version B ock 1
157.55.39.209 |Wited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df.il/ar/ &€ B ock 1
91.200.14.89  [Ukraine 147. 237.77. 176 |nat pash. i df . i | muizg; zec L fooess 10 eish. s rackbackd Bl ock 1
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