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|Target Address |Site

|signature

|Device Action |Count |

212.199. 233. 127 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- TLS-renegot i ati on-d i dest - reset 395
2.53. 140. 29 | srael 147.237.77.216 dover.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 90
82. 145. 209. 92 Eur ope 147.237. 76. 86 navy.idf.il Block Ip Véb In dr op 42
79.177. 155. 21 I srael 147.237.72. 166 aka.idf.il Block Wdp All Nets drop 6
81. 218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 2
185.94.111. 1 Russi an Federation 147.237.76. 39 nobi | e.neitav.idf.il |Block Udp Al _Nets drop 1
185.94.111. 1 Russi an Federation 147.237.76. 176 test.ncore.idf.il Bl ock_Udp All _Nets drop 1
172.82.142.122 Lhited Sates 147.237.76. 199 e. nakchal .idf.il Block Np All Net dr op 1
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|Top Attackers In IPS|

At t acker

’Attacker Qountry [Target Address |Site Sgnature

147.237.72. 167 li shuri m aka. i df . i 16798: HITP: G\U Bash HITP Header Renote Code Execution B ock 1

Korea, Republic
of Vil nerability

211. 220. 63. 148
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‘ Target Address

At acker

Signature

CGountry

79. 176. 148. 232 (147. 237. 77. 233 || srael atal.idf.il ET SCAN NVAP -sA (2) 16
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
211, 220, 63. 148 |147. 237 72, 167 |KO7€8 Republic | o oo ET VB SERVER Possi bl e bash shel | piped to dev tcp I nbound to 1
of bSer ver
183. 56. 166. 188 |147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
115. 47.12. 162 |147.237.76.38 [China eeneitav.idf.il|ET SCAN Potential SSH Scan 1
80. 82. 78. 38 147. 237. 77. 205 |Net her | ands prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
61 183.62 93 |147 237 76.30 |cni na himsh i df i ET SC‘AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
213.151.52.54 |(147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
163. 172. 140. 23 [147. 237. 77. 121 |Unhi t ed Ki ngdom|e. navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
109. 65. 199. 188 [147. 237. 77. 216 || srael dover.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |
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Ret r ansm ssi on

Packet dr opped.

Sreamng Engine: TCP Invalid i i SSi

66.249.78. 146 |lited Sates  |147.237.72. 166 |aka idf il 9 =g nvalid segnent retransmssi on. drop 75
Ret ransm ssi on Packet dr opped.

208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 59
Sreanming Engine: TCP Invalid i i Ssi

176.13.8.125  |Israel 147.237.77. 243 |nobil e. i of . 9 =g nval i d segnent retransmssi on. drop 27
Ret ransm ssi on Packet dr opped.

2.53.140. 29 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 18
Sreanming Engine: TGP Invalid i i sSi

87.70.52.243  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 18
Ret ransni ssi on Packet dr opped.

52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12

198.58.103.28 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
Sreamng Engine: TCP Invalid ' i ssi

79.177.185.55 | srael 147. 237. 77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. |, 12
Ret ransnm ssi on Packet dr opped.

139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12

198.58.103. 158 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12

162.243.99. 146 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12

50.87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i SSi

109. 253. 135. 188I srael 147. 237. 77. 243 |nobi l e. i df . i1 9 =g Inval id segnent retransmssion. |, 9
Ret ransm ssi on Packet dr opped.

207.46.13.137 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
Sreanming Engine: TCP Invalid i i Ssi

46.19.85.113  |Israel 147. 237. 77. 243 |nobi | e. i of . | 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

84.228.205.31 |l srael 147.237.77. 243 |mubile.i o .11 9 =9 Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi

109. 253. 219. 209|i srael 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g o, 6
Ret ransm ssi on Packet dr opped.

92.247.181.31 |Bulgaria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop

109. 67.204.38 |l srael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SYN drop
Sreamng Engine: TCP Invalid i i SSi

2.53. 160. 34 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi

176.13.0. 46 I srael 147. 237. 77. 243 |robi 1 e i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi

37.26.146.204 | srael 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi

5.28.154.238  |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g o, 6
Ret ransm ssi on Packet dr opped.

52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6

45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6

5.102.254.189 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 6

157.55.39.209 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6

54.72.0.55 Irel and 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6

46.19.85.0 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5

50.116.28.209 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5

141.8.132. 95 F“SS;:I”ion 147.237.77. 216 |dover. i df . i | drop Frst packet isn't SIN drop 4

46. 19. 86. 140 I srael 147.237.0.19 |nadimatal.idf.il[SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

207.46.13.2 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4

95. 35. 88. 216 | srael 147. 237.77. 216 |dover.idf .il dr op Frst packet isn't SN drop 4

37.46.39. 192 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber monitor |4

103. 1. 70. 232 Ml aysi a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
Sreamng Engine: TCP Invalid ' i ssi

80.148.27.130 |Ger many 147. 237.76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. |, 4
Ret ransnm ssi on Packet dr opped.

188.96.125.10  |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop

37.26.148.135 |lsrael 147.237.77. 243 |nobi l e.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 4

85. 130. 240. 210 |l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or 4

141.8.132.78 F“SS;:I”ion 147.237.77. 216 |dover. i df . i | drop Frst packet isn't SIN drop 4

192.0.116.177 |wited Sates |147.237. 77. 216 |dover. i df .i | drop First packet isn't SWN drop 4
Sreaming Engine: TCP Invalid i i ssi

66. 249, 93. 182  |Europe 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dr opped.

178. 162. 199. 197 |Ger many 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3

203.110. 158. 227|Australia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3

81.218. 204. 225 |l srael 147.237.77. 176 |matpash.icf .il  [Bad TCP sequence Invalid sequence nunber noni t or 3
Sreamng Engine: TCP Invalid i i SSi

109. 65. 199. 188 | srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 65. 71. 151 |l srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 65
46.19. 85. 113 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 65
46.19. 86. 140 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 41
80. 246. 136. 3 I srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 8
176.13.8. 125 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 7
178.137.90. 202 |krai ne 147.237.77. 216 |dover.i df .| Unaut hori zed URL Access to ww i df.il/1556-en/ B ock 3
109. 253. 135. 188l srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code Bl ock 2
79.177.185.55 |Israel 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 2
212.235.62.200 |Israel 147.237.77. 216 |dover.i df .| Unaut hori zed HTTP Met hod B ock 2
212.235. 62. 200 |lsrael 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to ww i df.il/hebrew organi zati on/ nakhal Bl ock 2
66.249.64.230 |Israel 147.237.77. 216 [dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
46.19. 85. 40 I srael 147.237.72. 156 [anan. i df . i | Mil tipl e Untraceabl e SSL Sessions from46. 19. 85.40 (Cpen Mde) None 1
79.177.96.227 |lsrael 147.237.76.86 |navy.idf.il Qooki e Tanpering on cookie _atrfs: Expected ab/ None 1
46. 36. 67. 19 Li t huani a 147.237.77. 216 |dover.i df . i | PHP Att enpt B ock 1
157.55.39. 133 [whited Sates |147.237.72.166[aka.idf.il Unaut hori zed URL Access to aka.idf.il/main/rabanut/61998 B ock 1
87.70.79.184 [ srael 147.237.77. 234 |hal ag. i df . i | mﬂtor;?rs't lzgg R O o > storage Bl ock 1
66.249. 64. 233  [Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to www i df.il/1589- en/dover. aspx B ock

188. 120. 148. 1041 sr ael 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to wwidf.il/https:/wwidf.il/ B ock 1
46. 36. 67. 19 Li t huani a 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to www i df.il/xmrpc. php B ock
2.53.48.184 I srael 147.237.72. 166 |aka. i df . i | %ﬁﬁﬁfﬁﬁﬁf& - Protocol violation None 1
174.129.228. 67 |Uited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76.42/robots. t xt B ock 1
87.71.34.117 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ r eset . css B ock 1
68.180.231.43 |lnited Sates [147.237.77.216|dover.idf.il Par anet er Type M ol ati on PageNumin waw i df . i |/1362- he/ dover . aspx B ock 1
46. 19. 85. 113 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code Bl ock 1
114.76.34.180 |Australia 147.237.72. 167 |i shuri maka. i df . i|SSL Untraceabl e Connection - Qpen Mde None 1
80. 246.130. 24 I srael 147.237.77. 176 |nat pash. idf.il vl:‘x/q\x?\zu(t::g(]);tl .Zie:f .Li‘IQ];tAeCnCpIerets?shar ed/ user cont r ol s/ pronot i oncube/ Bl ock !
46.121. 30. 38 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
2. 53. 190. 206 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspi ci ous Response Code B ock 1
176. 13. 0. 46 I srael 147.237.77.243|nobi l e.i df . il Distributed Suspicious Response Qode B ock 1
94.230. 86.240 |[lIsrael 147.237.77.216|dover.i df .i | D stributed Unaut hori zed URL Access on waw i df.il/https:/wnidf.il/ B ock 1
70. 170. 81. 95 Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwwi i df . il/894-en/idf gdover. aspx B ock 1
46.19. 85. 219 I srael 147.237.77. 216 |dover . i df .i | Distributed Whaut hori zed URL Access on wawidf.il/error. htm B ock 1
144.76. 14. 84 Ger many 147.237.77. 176 |nat pash. i df . i | Unhaut hori zed URL Access to www cogat . i df .il/1524-en/ Bl ock 1
66. 102. 6. 188 Uhited Sates |147.237.77.216|dover.idf.il Distributed Whaut horized URL Access on wwvidf.il/error. htm B ock 1
17.142.155. 123 |Uhited Sates |147.237.77.74 [lawidf.il Uhaut hori zed LRL Access to waw | aw i df.il/appl e-app-site-association  |B ock 1
109. 64. 223. 254 |l srael 147.237.72. 166 |aka. i df . i | mn;?i ?Tﬂﬁ;;/;;f]mﬁgmm 'n None 1
79.177.92.61 I srael 147.237.77. 176 |nat paSh' idf.il vl?x/;\:(r::)g;: .eiddfl-.h{alu/tFgé;lz;deﬁhggdelsjs;ncont rol s/ pronot i oncube/ Bl ock !
216.218. 206. 68 |[Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
149.78.84.162 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method CPTIONS for waww aka. i df . i/ mai n/ sachar/ B ock
84.228.205.31 |Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Qode B ock
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