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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 11446
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1627
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forvard 2
222.186.21. 61 Chi na 147.237.0. 16 ny- kosher-kravi .idf .il Frk Puple Gon Limt Htp drop 1

94. 102. 49. 116 Net her | ands 147.237.76. 38 eeneitav.idf.il Bl ock Udp All _Nets drop 1

172. 82.142. 122 Lhited Sates 147. 237. 76. 42 refuah.idf.il Block Np All Net drop 1

123. 249. 27. 29 Chi na 147.237. 76. 147 chi nuch. aka.idf.il JLM Under At tack_Con_Tcp drop 1
172.82.142.122 Lhited Sates 147.237.76.176 test.ncore.idf.il Block Np Al _Net dr op 1

153. 226. 43. 202 Japan 147.237. 76. 196 e.sviva.idf.il Bl ock Udp All Nets drop 1

190. 253. 212. 51 Col onbi a 147. 237.76. 197 e. hi nush. i df .i | JLM Under Attack_Con Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnarure ‘Devi ce Action |Count |

77.248.12. 153 Net her | ands 147.237.77.170 |maarachot.idf.i|l [14331: HITP. Suspicious User-Agent (M Session) B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Gountry

Ste

Signature

195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 78. 111 147. 237. 77. 170 Lhited Sates naar achot . i df i | ET SCAN NVAP -sA (2) 2
163. 172. 140. 23 147. 237.77. 216 Uni ted Ki ngdom dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
139. 217. 27. 204 147.237. 76. 197 Chi na e. hinush. i df.il ET SCAN Potential SSH Scan 1
117. 21. 248. 87 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
117. 21. 248. 87 147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
117. 21. 248. 87 147.237.76.34 Chi na yohal an.idf.il ET SCAN Potential SSH Scan 1
203. 86. 29. 220 147.237.76. 31 Chi na nakchal .i df.il ET SCAN NMAP -sS wi ndow 2048 1
13. 92. 103. 193 147.237.77. 19 Lhited Sates | awforumidf.il ET SCAN NMAP -sS wi ndow 2048 1
13.82.25.17 147.237.76. 148 Lhited Sates ggcenter. aka.idf. il ET SCAN NMAP -sS wi ndow 4096 1
173. 193. 130. 50 147. 237. 76. 147 Lhited Sates chi nuch. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 140. 23 147.237.77. 226 Uni ted Ki ngdom waw chanat z. aka. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
163. 172. 140. 23 147. 237. 0. 200 Uni ted Ki ngdom ndu. i df il ET SCAN Potential VWNC Scan 5900- 5920 1
139. 217. 27. 204 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
117. 21. 248. 87 147. 237. 76. 147 Chi na chi nuch. aka. i df . i ET SCAN Potential SSH Scan 1
117. 21. 248. 87 147. 237. 76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
203. 86. 29. 220 147.237.76. 31 Chi na nakchal . i df.il ET SCAN NVAP -f -sS 1
13. 92. 103. 193 147.237.77. 19 Lhited Sates | awforumidf.il ET SCAN NVAP -f -sS 1
173. 193. 130. 50 147. 237. 76. 147 Lhited Sates chi nuch. aka. i df . i1 ET SCAN NMAP -sS wi ndow 3072 1
163. 172. 140. 23 147.237.77. 227 Uni ted Ki ngdom e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature Acti on ‘Count
107.167.112. 78 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 63
185. 61. 138. 125 |lkrai ne 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 57
Pal estinian Territory, C e SWNretransmt wth different .
185. 5. 220. 105 Qecupi ed 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow scal e nonitor |54
Sreamng Engine: TCP Invalid ' i ssi
85.130. 231. 158 || srael 147. 237.77. 243 |mwbi l e, i f . i 9 =g Invalid segnent retransmssion. |, 22
Ret ransn ssi on Packet dropped.
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 22
Sreamng Engine: TCP Invalid i i SSi
93.172.160.42 |israel 147. 237.77. 243 [nobi l e. i df . | 9 =g Invalid segnent retransmssion. |, 22
Ret ransnm ssi on Packet dr opped.
o SYNtACK retransmt wth .
31.154.253.76 |Israel 147.237.72. 156 [amn.idf.il  [Bad TCP sequence qifferent v ndow scal e nonitor |21
Sreamng Engine: TCP Invalid i i SSi
66.249.78. 146 |Uhited Sates 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | o 21
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
31.168.115.63 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g Invalid segnent retransmssion. |, 21
Ret r ansn ssi on Packet dr opped.
31.154.253.76 |Israel 147.237.72. 156 |anan.idf.il  |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 20
Sreaming Engine: TCP Invalid i i ssi
109. 253. 158. 2091 sr ael 147. 237.77. 243 |nubi l e.i df .i 9 =g Inval id segnent retransmssion. |, 18
Ret ransnm ssi on Packet dr opped.
212.1.115.50 Lkr ai ne 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 16
85. 114. 124. 151 g‘ilcisgi':('ja” Tertitory, |y 47 237.77. 216 |dover.idf.il  |SYN At t ack SYN -> SYN-ACK -> Tineout  |reject 15
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
217.132.129. 88 |Israel 147.237.72. 166 |aka.i df .i drop First packet isn't SN drop 12
Pal estinian Territory, C e .
213. 6. 3.195 Qccupi ed 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
198.58.102. 155 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
198.58.103. 160 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
Sreamng Engine: TCP Invalid i i ssi
87.70.52.243  |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, 12
Ret r ansn ssi on Packet dr opped.
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
Sreamng Engine: TCP Invalid i i ssi
5.102.225.42  |israel 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssion. |y, 12
Ret ransnm ssi on Packet dr opped.
31.154.253.76 |[lIsrael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 11
188. 161. 186. 139| 2 &Sti N an TerTitory. | 47 537 77 216 |dover.idf.il  |drop Frst packet isn't SN drop 11
Qccupi ed
e SYNtACK retransmt wth .
31.154.253.76 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence di fferent w ndow scal e noni t or 11
54.157.251.180 |Lhited States 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
Sreamng Engine: TCP Invalid i i Ssi
176.13.9. 61 I'sr ael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. | o 9
Ret ransm ssi on Packet dr opped.
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
157.55.39.204 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
31.168.115.63 |lsrael 147.237.76. 200 |ei tan. aka. i df . i{dr op First packet isn't SN drop 8
207.46.13.137 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
Sreamng Engine: TCP Invalid i i SSi
109. 65. 68. 219  |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dr opped.
84.109.89.122 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
37.130.224.22  |Netherl ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
Sreanming Engine: TCP Invalid ' i ssi
149.78. 146. 219 |l srael 147. 237.77. 243 |mwbi l e, i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dr opped.
31.154.253.76 |lsrael 147.237.72. 156 |anan.idf .il dr op First packet isn't SYN drop 6
84.109. 89.122 |Israel 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid AGK nunber nonitor |6
Sreamng Engine: TCP Invalid i i ssi
2.53.190.206  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssion. |, 6
Ret ransn ssi on Packet dr opped.
46.19. 85. 74 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber aert 6
Sreanming Engine: TCP Invalid ' i ssi
66.249. 64.190 |Uited Sates 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
66. 249. 93. 245  |Eur ope 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransn ssi on Packet dr opped.
84.109.89.122 |Israel 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 6
46.19. 85. 74 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber nonitor |6
Sreanming Engine: TCP Invalid i i SSi
185. 120. 126. 27 | srael 147.237.72. 166 |aka i df . 9 =g Inval id segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
. . SYNWACKK retransmt with .
84.109. 89.122 |Israel 147.237.77. 216 |dover.idf.il [Bad TCP sequence different vi ndow scal e nonitor |6
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
Sreanming Engine: TCP Invalid ' i ssi
80. 246.136. 43 | srael 147.237.77. 243 |nubi 1 e.i df .i 9 =g Invalid segnent retransmssion. |, o 6
Ret ransn ssi on Packet dr opped.
46.19. 85. 74 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber monitor |5
82.213.0. 42 glcisgi':('ja” Territony. 47, 237. 77. 176 |mat pash. i of .11 |SYN At t ack SYN -> SYN-ACK -> Tineout  |reject 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.121.128.107 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 11
213.57.233.213 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Waut hori zed UR. Access on nobi | e. i df.il/nekudot /i ndex Bl ock 5
109. 253. 158. 209]l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 3
84.94. 54. 154 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Gode Bl ock 3
131.253.25.236 |lhited Sates |147.237.77.216|dover.idf .il Dstributed Waut hori zed URL Access on waw i df.il/error.htm Bl ock 2
176.13.9. 61 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 2
2.53. 190. 206 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 2
207. 46.13.2 Lhited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to ww i df . il/1133-20786- he/ dover . aspx. B ock 2
157.55.39. 106 |Uhited Sates [147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from 157.55. 39. 106 B ock 2
109. 253. 226. 122|I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 2
. . Parameter Type Mol ation search in
217.132.126.98 |[Israel 147.237.76.31 |nakchal .idf.il v nakhal i df i 1/ 1119- he/ nakhal . aspx B ock 2
66.249. 64. 182 |l srael 147.237.76. 147 |chi nuch. aka. i df .i| |Wauthorized UR. Access to ww chi nuch. aka. i df.il/404. htm B ock 1
Pal esti ni an
185.5.220. 105 |Territory, 147.237.77.216|dover.idf . il Illegal Byte Code Character in Header Nane oysU[[#15]]p{1 U& B ock 1
Qcecupi ed
m ny- kosher - kr avi
169. 229. 3. 91 Lhited Sates |147.237.0.17 i (I;rfy i Illegal Byte Gode Character in Mthod ca B ock 1
46.19. 85. 40 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . . URL is Above Root Directory
185.61.138. 125 |Ukral ne 147.237.77. 216 [dover . i df . i | v idf.il/../shared/clientscripts/jquery/jquery-1.4.2.mn.js Bl ock !
Pal esti ni an
185.5.220.105 |Territory, 147.237.77.216|dover. i df . il Mal f or med HTTP Header Line 12 Bl ock 1
Qccupi ed
89.138. 121. 163 I srael 147. 237.72. 166 |aka. i df . i | thknown Paraneter __VI EVETATEENGRYPTED in - None |1
wwy aka. i df . i | / mai n/ sachar/request paysl i pexpl anat i on. aspx
149. 78. 146. 219 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
Pal esti ni an
185.5.220.105 |Territory, 147.237.77.216|dover. i df . il Too Many Headers per Request - 30 Headers Bl ock 1
Qccupi ed
Pal esti ni an
185.5.220.105 |Territory, 147.237.77.216|dover. i df .i | Illegal Byte (de Character in Header Val ue Bl ock 1
Qccupi ed
. . Unaut hori zed URL Access to
66.249.78.234  |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
_ m ny- kosher - kr avi _
169. 229.3.91 Lhited Sates [147.237.0.17 o il Illegal Byte Gde Character in URL B ock 1
46. 19. 86. 215 | srael 147.237.77.216|dover. i df . il Uhaut hori zed LRL Access to v idf.il/tenpl ates/articl e/ nobile Bl ock 1
134.191. 232. 68 |l srael 147.237.77.216|dover . i df . il Dstributed Waut hori zed URL Access on waw idf.il/error.htm Bl ock 1
Pal esti ni an Mal formed URL ...™i [ [#24]]+zp; ND1[[n)#21] ] 1"Qi v" h3ASrt»f <>T
185.5.220.105 |Territory, 147.237.77.216|dover. i df . il [[#21] 160 H > e 4TH fI[#5] 1T #2] ] Wz[ [ #6] ] >y0t° e [[#28] 1. B ock 1
Cceupi ed *¢/"; quDxy] ] #7[ [ 1] #30[ [
93.172.160. 42 |Israel 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/sip storage B ock 1
Unhaut hori zed URL Access to
. . waw, aka. i df.il/sip_storagel/ files/6/57056. pdf &ed=0ahukew 88npnt 6f
46.121. 209. 57 | srael 147.237.72. 166 |aka. i df . | mahuc_i wkhwnt ar 4qf ggdnai &usg=af gj cnf 1lyol ugsboi j i bl zxi yeOgpl abcg&s Bl ock 1
i g2=sl j t 3vnb9hu32r wugzyesw
. . . D stributed Unhauthori zed URL Access on
178. 255. 215. 87 |France 147.237.76. 147 |chi nuch. aka. i df . i | e chi nuch. aka, i df i | /404, htm Bl ock 1
5.29. 179. 244 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock 1
Pal esti ni an Unknown HTTP Request Met hod
) . . T QN T OOYZRZKTP[#2] 1 [-[[#18] 1€ @®2[ [#1]]' [[#11]] [[#25]] ({yi[[#3]]
185.5.220. 105 |Territory, 147.237.77.216|dover.idf.il ! ¢ - . A Bl ock 1
Cocuri o4 A [#21]] [ #21]] °<[[#24]] ={ [#14]] O+2<[[#0]] f* [ [#30]12°\{ 29y Q8}[ [
#A TN [[#19]]-ArAd “Uin URL .. ™ [[#24]]~zp'
Pal estini an Illegal Byte Gode Character in Mt hod
) Do TGV ¢F OVETKTP[ #2] ] [ - [[#18] 1€ G=2[ [#1]]° [[#11]]° [[#25]] i{yi [[#3]]
185.5.220.105 |Territory, 147. 237.77. 216 |dover . i df . i | S ) - » Huvtll =l g ok 1
Cocupi o AL [#21]] e [#21]] °<[ [#24]] ={ [#14]] O+2<[[#0]] f* [ [#30]12°\{ 2yyQ8} [ [
#4] 1N [[#19] ] - AtAa “U
. . Unhaut hori zed URL Access to
66.249.78.240 |[Israel 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ 1 es/ 9/ 71709, pf B ock 1
m ny- kosher - kr avi
169. 229.3.91 Lhited Sates [147.237.0.17 i gfy il Unknown HTTP Request Method ca in URL B ock 1
46.120. 160. 160 |Israel 147.237.0.34 |tikshuv.idf.il Ml ti pl e Uhaut horized URL Access from 46. 120. 160. 160 B ock 1
2.53.22.128 I srael 147.237.77.243|mobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock
134.191.232.70 |Israel 147.237.77.216|dover. i df . il Dstributed Waut horized URL Access on waw idf.il/error.htm B ock
NULL Character in Header Nane at
Bl esti i an &0 6% ucf eD-ynj [ #31]] G [#6] ] +&l #0Uv [ #5]] _[[#15]]1[[#19]]1 G [[#25]]1Y
. . . "[#16] 1 O [#29]]23 [ [#17]] AL’ «Wk v&" [[#21]] gt «(Vv3«T. t 04l be [ [#11
185. 5. 220. 105 Z;::U ti0é(3j/, 147.237.77. 216 |dover. i df . il 1] W6 Bl &1 RyGEGA[ [ #29] ] n@*~ ARBGSYAAV] [ #25]] £] [ #30]] ci [ [ #28] ] x¢ B ock 1
P "t o[ [#5]] oy[ [#31]] « UR 10 ABO[ [ #18] ] «8U [#16] 1 A [#16]]1S\0 [[#2]]> YE¢
899 [ #3] | #012f V! 5A[ [ #19] ] ~*4$®=- [ [ #31] ] M—CB, &' t UL[ [ #5] | ~ofi 3
105. 203. 254.5  |Egypt 147.237.77.216|dover.idf . il Dstributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 1
65.208. 151. 113 |Wited Sates [147.237.72.166 aka.idf.il Uhaut hori zed URL Access to v aka.idf.il/sip storagel/files/3/ Bl ock 1
Pal esti ni an
185.5.220. 105 |Territory, 147.237.77. 216 |dover.idf .il Abnormal |y Long Header Line request header nane B ock 1
Cceupi ed
157.55.39.204 |Uited Sates |147.237.77.216|dover.idf.il iﬁftmhﬁi' zed LR Access to v idf.11/1133-14322-he/ dover. aspl’ g o 3
37.26.148.130 | srael 147.237.72. 166 |aka. i df . i | Doubl e LRL Encoding - paraneter: search in Bock |1
waw aka. i df . i |/ mai n/ gi yus/ pni ot handl er 1. asnx/ sear ch
130. 185. 155. 10 [Sweden 147.237.77. 176 [mat pash. i df . i | PHP Att enpt Bock |1
Pal esti ni an ) . .
185.6.17. 144  |Territory, 147.237.77. 216 |dover. i df . i | Distributed thauthorized URL Access on Bock |1
; wa i df . i1/t enpl at es/ honepage/ nobi | e
Qccupi ed
Pal esti ni an Ill1egal Byte Code Character in URL ...™i[[#24]]+zp;ND1[[n)#21]11"A
185.5.220.105 |Territory, 147.237.77.216|dover . i df . il iV IS tf < [S#2100] 1 >[—i1 ] 24 [1]1 54 [ fl a0° =Hoy>] ] 64 [z B ock 1

Qccupi ed

t[[#28][[#30]] [[#7]] 1<On0q; / ¢
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A tacker

Attacker Address count ry Target Address |Site Sgnature

77.237.138. 202 ggj%ri . 147.237.77. 216 |dover. i df . i | Lhaut hori zed URL Access to / B ock
169. 229. 3. 91 Lhited Sates |[147.237.76.200|eitan. aka.idf.il Il1egal Byte Qode Character in Mthod B ock
46. 120. 160. 160 [l srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to wwy tikshuv.idf.il/1048- 7535- B ock
2.53.41.102 I srael 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Gpen Mde None
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