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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Target Address |Site Device Action

|Attacker Country

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 989
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 485
80. 74. 96. 29 | srael 147.237. 76. 86 navy.idf.il ock Wp Al Nets drop 3
183. 60. 48. 25 Chi na 147.237.76. 148 gacenter.aka. idf.il |JLM Under Attack Con_Tcp drop 2
172.82.142. 122 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 1
5.206. 231. 84 Por t ugal 147.237.76. 197 e. hinush.idf.il Bl ock_Ulp Al _Nets drop 1
195. 154. 181. 126 France 147.237.76. 44 e.refuah.idf.il ock Wp Al _Nets drop 1
123.151. 42. 61 Chi na 147.237.76. 44 e.refuah.idf.il Block Udp All _Nets_Con_Limt drop 1
172.82.142.122 Lhited Sates 147.237.76. 201 e atal.idf.il B ock Np All Net drop 1
79.103. 125. 194 G eece 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1
123. 249. 27. 29 Chi na 147.237.76. 147 chi nuch. aka.i df.il JLM Under At tack _Con_Tcp drop 1
190. 253. 212. 51 Col onbi a 147.237.76. 197 e. hinush.idf.il JLM Under At tack_Con_Tcp drop 1
94.102. 49. 116 Net her | ands 147.237.76. 202 e halag.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
13.92.84. 22 147.237.72. 167 Lhited Sates i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 2048 1
219.127. 49. 142 147. 237.76. 42 Japan refuah.idf.il ET SCAN NVAP -sS w ndow 3072 1
200. 195. 135. 82 147.237.8.14 Brazil e.orchot.idf.il ET SCAN NMAP -sS wi ndow 2048 1
163. 172. 140. 23 147.237.77. 212 Lhited Ki ngdom e. dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
107. 158. 255. 194 147. 237.76. 39 Lhited Sates nobi | e. nei tav.idf.il ET SCAN NVAP -sS wi ndow 3072 1
13.92.84.22 147.237.72. 167 Lhited Sates i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 4096 1
13.92.84.22 147.237.72. 167 Lhited Sates i shuri maka.idf.il ET SCAN NVAP -f -sS 1
200. 195. 135. 82 147.237.8. 14 Brazl e.orchot.idf.il ET SCAN NMAP -sS wi ndow 4096 1
200. 195. 135. 82 147.237.8. 14 Brazil e.orchot.idf.il ET SCAN NVAP -f -sS 1
163. 172. 140. 23 147.237.77. 227 Uhi ted Ki ngdom e hanaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
107. 158. 255. 194 147. 237.76. 39 Lhited Sates nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 4096 1
80.82.78.38 147. 237.77. 176 Net her | ands nat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature

15.203.233.85 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 194
Sreaning Engine: TCP Invalid i i ssi

46.19.86.159  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssion. |, ., 60
Ret r ansni ssi on Packet dr opped.

208. 115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 54

5.108.141.124 |Saudi Arabia 147.237.77. 216 |dover.idf .i | drop First packet isn't SW drop 41

83.137. 1. 215 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 38
Sreaning Engine: TCP Invalid i i ssi

66.249.78. 146 |Lhited Sates 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |, 30
Ret ransni ssi on Packet dropped.

36. 69. 220. 158 |l ndonesi a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 23

37.231.84.201 |Kuwait 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22

136. 243.5.203 |Ger many 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 20

94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 17

185. 120. 125. 15 |l srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SYN drop 16

197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
Sreaning Engine: TCP Invalid i i ssi

176.13.16.255 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransmssion. |, ., 15
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

80.246. 137. 127 | srael 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g ., 12
Ret ransni ssi on Packet dropped.

88. 254. 109. 108 |Turkey 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12

198.58.103.92 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

139. 162. 216. 112|tnited Sates 147.237.77. 216 |dover.idf .il drop First packet isn't SW drop 12

198.58.103. 114 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

68. 98. 155. 80 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12

217.128. 133. 161|Fance 147.237.77. 176 |nat pash. i df . i1 drop Frst packet isn't SYN drop 11

207.46.13.137 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11

69. 31. 51. 82 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10

195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10

207.46.13.2 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10

87.203. 102. 200 |G eece 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10

128.242.249.12 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10

68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
Sreaning Engine: TCP Invalid i i ssi

79.179.195.7  |israel 147.237.77. 243 |nobi l e, i df . i1 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.

46. 43.104. 156 glcisgi'géa” Termitoryl147. 237. 77. 176 [natpash. idf.il ~ |dr op Frst packet isn't SIN drop 9

46.43.104. 156  |7A SStini an Territory, y 537 77, 216 |dover.idf. i1 drop First packet isn't SWN drop 9

Cceupi ed

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8

213. 244. 82. 139 g";'cisgi'géa” Tertitoryl 47, 237.77. 216 dover. i o . i1 drop First packet ismt SWN drop 8
Sreaning Engine: TCP Invalid i i ssi

66.249.66.13  |nited Sates 147.237.0.19  |nadi matal .idf.il 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.

213. 244. 82. 139 glcis;ilgéan Termitoryly 47, 237. 77. 176 |natpash. idf.il  |dr op First packet ism't SWN drop 6

46. 19. 85. 235 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber alert

46. 19. 85. 64 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert
Sreaning Engine: TCP Invalid i i ssi

37.26.149.220 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g, 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

66.249. 66. 190 |Uhited Sates 147.237.0.34 |tikshwv.idf.il 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop

82.80.57.18 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert
Sreaming Engine: TGP Invalid i i ssi

66.249. 93. 182  |Europe 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

185.120.125.6 |l srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

46. 19. 85. 235 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber nonitor 6

46.19. 85. 64 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreaning Engine: TCP Invalid i i ssi

84.228.0.236  |Israel 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

82.80.57.18 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6

46.19. 85. 64 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert 6

92.247.181.29 |Bilgaria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi

87.71.107.230 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g, 6
Ret ransni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
176.13.18.165 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 43
46. 19. 86. 159 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 13
213.57. 40. 25 I srael 147.237.77.243|nobi [ e.i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login B ock 8
37.46.39.112  |israel 147.237.77. 243|nobi l e. i f .| [FXaneter Type Violation Qurrent Passvord in Bock |8
nobi | e. i df . i |/ sachar/ changepassword
79.178. 84. 17 I srael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to wwuidf.il/tenpl at es/ searchresul ts/ nobil e B ock
46. 19. 85. 51 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock
176.13.16.255 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock
. . . Dstributed Paraneter Type Mol ation on nobil e.idf.il/sachar/changepassword
93.172.207.19 |[Israel 147.237.77.243|nobi | e. i df . i | par amet er Repeat Passwor d B ock 3
213.8.53.181 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to v aka.idf.il/sip storagel/files/3/ B ock 3
37.26.147.149 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal .idf.il/tenpl ates/ general / nobil e B ock 3
46.116. 223. 236 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.149.205 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
207.46.13.2 ;ﬂ;ttee: 147.237.77.216|dover.i df .i | D stributed Unaut horized URL Access on wawidf.il/error. htm Bl ock 3
2.53.29.123 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock
79.179.195.7 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
. - D stributed Lhaut hori zed URL Access on
81.218.116. 129 |lsrael 147.237.77. 176 [nat pash. i df . i | W cogat . i df i | /tenpl at es/ general / nobi | & Bl ock 2
2.53.7.91 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.120.199. 239 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
41.38.73.242 t 147.237.77. 176 |nat pash. i df .i| [Dstributed PHP Atenpt B ock 1
yp! p np
84.109. 10. 105 |l srael 147.237.76.42 |refuah.idf.il UWnhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
71. 6. 146. 185 ;“;tteeg 147.237.76.200|ei tan. aka. i df . i | |Lnaut hori zed URL Access to 147.237.76. 200/ Bl ock 1
46. 19. 86. 45 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
108. 84. 188. 130 | t&d 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to www i df.il/tenpl at es/ honepage/ nobi | e B ock 1
Sates
. . - Paraneter Type M ol ati on Repeat Password in
5.102.195. 108 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i df . | / sachar / changepassvor d B ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
87.71.19. 120 I srael 147.237.77. 216 |dover.i df . i | (SSL._CONN APPLI CATI ON_ DATA EXCHANGE) None 1
80.74.103.200 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/nain/giyus/ ww navy.idf.il B ock 1
46.121.118.2  |israel 147.237.72. 166 |aka. i df . i | Distributed haut horized LR Access on Bock |1
wn aka. i df . i |/ nai n/ sachar / undef i ned
94. 23. 40. 23 France 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 94.23. 40.23 B ock
41.38.73.242 Egypt 147.237.77. 176 |mat pash. i df . i|  [Unaut hori zed URL Access to wan cogat.idf.il/xmirpc. php B ock
87.69.30.207 |israel 147.237.72. 166 |aka. i df . i | Wnknown Parareter _VI BASTATEENCRYPTED i n None |1
wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
. . D stributed Lhaut hori zed URL Access on
79.176.72.9 I srael 147.237.72.166 |aka. i df . il i aka, i df i1/ nai v sachar/ undef | ned B ock 1
. . D stributed Lhaut hori zed URL Access on
109. 186. 16. 13 I srael 147.237.72. 166 |aka. i df . i | v aka, i df i |/ mai Y sachar / undef i ned Bl ock 1
Unknown HTTP Request Met hod
; : 1218 @ pQ [#17] 1 SR £ [ [#7] 1\ [[#25]1© T, [[#30] ] [[#19] ]\ [[#6]] 1“2 B'S[[#6]]
87.71.19.120  |israel 147.237.77. 216 |dover.i df . il B19E) [ #29] ] 20 50" [ [ #6] ] 6PUA’ yMPEACA et SSE0Y [ #23] | » %Z" Zi » e~ —5A |2 °K 1
YCTYTL[#5] ] [[#21]], [ [#4]] éya3g¥EsO¥ in URL
Unhaut hori zed URL Access to
] ; waw aka. i df.il/sip_storage/files/6/57056. pdf & ed=0ahukewj 88npnt 6f mahuc_
80.246.133.38 I srael 147.237.72. 166 [aka. i df . i | i wkhwnt ar 4gf ggdrai &usg=af gj cnf 1yol ugsboi j i bl zxi yeOgpl abcg&si g2=sl j t 3vnb9 Bl ock !
hu32rwgzyesw
- . Unhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.i df . il o, i df i1/1607-15301- he/ 07f 3c221 L 07t3c221  |B oK 1
66. 249. 64. 3 I srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy. i df.il/giyus/forun asp/ showf or um asp B ock 1
94.159. 245. 199 [l srael 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df . il/sachar Bl ock 1
87.71.19. 120 I srael 147.237.77.216|dover.i df .i | Abnornal |y Long Request net hod B ock 1
79.178. 84. 17 I srael 147.237.77. 216 |dover . i df . i | Distributed haut hori zed LR Access on Bl ock 1
wawy i df . i | /tenpl at es/ honepage/ nobi | e
220. 255. 146. 147|S ngapore  |147. 237. 77. 216 |dover. i df .i | Dstributed Lhaut hori zed URL Access on v idf.il/error.htm B ock 1
. . Unknown Paraneter __ VI EASTATEENCRYPTED i n
149. 78. 204. 187 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df . |/ rnai v/ sachar / mai | box. aspx None 1
91.199.69.254 |lsrael 147.237.72. 166 [aka. i df . i | Unhknown Paraneter sbredirect in vww aka.idf.il/main/sachar/ None 1
. . 78. sr ael . .72, a. idf.i aut hori ze cess to . .72, mai n/ gi yus/ gener al . aspx oc
66. 249. 78. 234 | | 147.237. 72. 166 |ak df.il Unaut h d URL Ac 147. 237. 72. 166/ / / | Bl ock 1
Lhi ted . . DO stributed Unauthori zed URL Access on
108.84.188.130 g o 147.237.77. 216 |dover . i df . i | v i df i 1/t enpl at es/ honepage mobi | e B ock 1
- - - Unhaut hori zed URL Access to
46.19. 85. 194 I srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o . | 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 1
Illegal Byte Gde Character in Mthod
i ; 1218 @ pQ [#17] 1 SR £ [ [#7]]\[[#25]1© 1, [[#30] ] [ [#19]]\[[#6]] 1“1 B"S[[#6]]
87.71.19. 120 I srael 147.237.77.216|dover. i df .i | S19E) [ #29] ] 22 50" [ [ #6] ] GPUAR’ yMPEACATet SSZLY [ #23] ] » %2 Zi > e~ —5A B ock 1
JCTHIL[#5] 1 [[#21] ], [ [#4]] eya3gY/EsON
46.117.27. 42 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for www aka. i df.il/nai n/ sachar/fag. aspx B ock 1
157. 55. 39. 106 g;g: 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df .il/1133-12535- he/ dover. aspxD0"an  |B ock 1
93.172.154. 44 |israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
81.218.241.26 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip_storagelfil es/ 6/ 67906. pdf B ock 1
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