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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 8816
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2896
84.108. 25. 224 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 102
2.92.180.54 Russi an Federation 147.237.77. 233 atal.idf.il Frk Purple Gon Limt Htp drop 3

81. 218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
2.92.180. 54 Russi an Federation 147.237.77. 233 atal.idf.il Frk_Under Attack Con Htp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
94.102. 49. 116 Net her | ands 147.237.76. 44 e.refuah.idf.il B ock Np All _Net drop 1
185.94.111.1 Russi an Federati on 147.237. 76. 38 eeneitav.idf.il B ock Wp Al Nets drop 1

94. 102. 49. 116 Net her | ands 147.237.76. 197 e. hinush.idf.il Bock Np Al Net drop 1
195. 154. 181. 126 F ance 147.237.76. 147 chi nuch. aka.idf.il B ock Wp Al Nets drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
216.170. 120. 165|147. 237. 77. 216 |Wited Sates |[dover.idf.il Xenu Link Seuth Wser Agent 2
5 53.43. 161 147 237 77. 233 |1 st el atal il ET DO5 Large amount of TGP Zer oWndow - Possible Nkiller2 DDos 5

attack

213.57.228.26 |147.237.72. 166 |l srael akaidf.il Xenu Link Seuth Wser Agent 2
173.193.130. 50 [147.237.76.201|lLhited Sates [e.atal.idf.il ET SCAN NMVAP -sS wi ndow 2048 1
115. 47.12. 162  |147. 237. 76. 176 |Chi na test.ncore.idf.il [ET SCAN Potential SSH Scan 1
104.232.98.38 [147.237.77.212|Whited Sates e dover.idf.il ET SCAN NVAP -sS wi ndow 4096 1
80. 82. 78. 38 147.237.77.61 |Netherl ands e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
173.193.130. 50 [147.237.76.201|lLhited Sates [e.atal.idf.il ET SCAN NVAP -sS wi ndow 4096 1
173.193. 130. 50 |147.237.76.201|thited Sates |e.atal.idf.il ET SCAN NVAP -f -sS 1
115. 47.12. 162  |147.237.76. 44 |[China erefuah.idf.il |ET SCAN Potential SSH Scan 1
104.232.98.38 |147.237.77.212|thited Sates |e dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
22 297 236,50 |147. 237 8. 27 |uited Sates e radi matal idh.i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count

94.228.34.248 |United Ki ngdom|147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 132

2.92.180. 54 RJSf;;”ion 147.237.77. 233 |atal .idf .| drop First packet isnt SIN drop 94

71.175.11.85 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 68
Sreaning Engine: TGP Invalid i i ssi

37.26.148.182 | srael 147. 237. 76. 147 |chi nuch. aka. i df .| 9 =9 Invalid segnent retransmssion. |, 54
Ret r ansni ssi on Packet dr opped.

o SWNretransmit wth different .

81.218.179.41 |lsrael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence i ndow scal e noni t or 36

197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 34

132.3.65.79 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27

139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
Sreaning Engine: TGP Invalid i i ssi

109. 253. 130. 1751 sr ael 147. 237. 77. 176 |t pash. i df . i | 9 =9 Invalid segnent retransmssion. |, 24
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

66.249.78.146 |lnited Sates |147.237.72. 166 |aka idf il 9 =g Invalid segment retransmssion. drop 21
Ret r ansni ssi on Packet dropped.

132.3.65.81 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 21

52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
Sreanming Engine: TQP Invalid i i ssi

80.246. 137. 127 | srael 147.237.72. 167 |i shuri maka. i df .| 9 =g Invalid segnent retransmssion. |4 18
Ret ransni ssi on Packet dropped.

198.58.103. 102 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12

207.46.13.137 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
Sreaning Engine: TCP Invalid i i ssi

66.249.64.190 |lnited Sates  |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi

46.19.85.221  |Israel 147.237.72. 167 |i shuri maka. i df .| 9 =g Invalid segnent retransmssion. |4 12
Ret r ansni ssi on Packet dropped.

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
Sreaming Engine: TGP Invalid i i ssi

46.19.86.182  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

212.76.125.27 |israel 147. 237.76. 200 |ei tan. aka. i f . i 9 =9 Invalid segnent retransmssion. |, 10
Ret r ansni ssi on Packet dropped.

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10

87.203. 102. 200 |G eece 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
Sreaning Engine: TGP Invalid i i ssi

46.19.86.45  |Israel 147.237.77. 243 |mbi le.i o i1 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.

207.46.13.2 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9

79.176. 16. 83 | srael 147.237.77. 243 |nobil e.idf .il dr op Frst packet isn't SN drop 8

23.102.25. 34 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
Sreanming Engine: TCP Invalid i i ssi

66.249.93. 249  |Europe 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |4 6
Ret r ansni ssi on Packet dropped.

157.55.39.106 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6

Russi an e Sreaming Engine: TP Invalid Invalid segnent retransnssion.

141.8.132.112 | on 147. 237. 72. 166 |aka.i df .i | Ret r ansmi ssi on Packet  dr opped. drop 6

68.180.231.43 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi

87.70.79.196  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.

37.26.148. 199 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6

95. 86. 104. 79 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 6

45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 6

97.74.24.188 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi

77.126.92.135 |Israel 147.237.72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 200 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 5

46. 19. 85. 200 I srael 147.237. 77. 216 |dover.i df .i Bad TCP sequence I'nval i d AGK nunber noni t or 5

149. 200. 163. 153|Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5

. . SYNPAXK retransmit with different .

46. 19. 86. 17 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 4

208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 4

50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4

157.55.39.204 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
Sreaming Engine: TGP Invalid i i ssi

109. 67. 213. 231 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.

192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
Sreamng Engine: TCP Invalid i i ssi

66. 249. 93. 180  |Eur ope 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i sSi

212.150.7.226 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

37.26.149.196 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
5.102.195.108 |l srael 147.237.77. 243 |nobi | e. i df . i | Ef){)la{f ?:if??(;s\;cﬂaiic%gnz%isﬁsfrd n B ock 13
77.127.151.165 |[Israel 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock
81.218.241.26 |[Israel 147.237.77. 216 |dover.idf . il Ml tiple Unauthorized URL Access from 81.218. 241. 26 B ock
79.182.53.237 | srael 147.237.72. 166 |aka. i df . i | m“;:'; rii dz:? | L/Jnlm ﬁ/ciziﬁafﬁt {ps: /v googl e, co. 1 | Bl ock 4
46.19. 86. 45 I srael 147.237.77.243|nobi l e.idf . i | O stributed Suspicious Response Code B ock 3
37.26.148.174 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
84.108. 70. 65 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df . i|/mai n/sachar/undef i ned B ock 2
213.8.128. 38 I srael 147.237.77. 176 |nat pash. i df . i|  |Unauthori zed URL Access to waw cogat . i df.il/tenpl ates/ general / nobil e B ock 2
66.249. 64. 233 |l srael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66. 249. 64. 233 B ock 2
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
192. 117. 188. 130I srael 147.237.72. 166 |aka. i df . i | ;’kq;r;ox i'r?:‘:j":}tse;chg”ggf;ti'p?iscgrw n$cphSachar $ctl 50. x in None 1
94.23.40.23 France 147.237.76.86 [navy.idf. il V\L;\x?\tu;ar\]\?;.lizdiéillﬁefrcprzf:s/t;har ed/ user cont r ol s/ header upper / Bl ock !
81.218. 116. 129 |Israel 147.237.77. 176 |nat pash. i df . i | m;&g;tﬁddﬂ?l;ttzm ngs;‘gﬂe‘n:f;?srfmb?':e Bl ock 1
157.55.39.106 |Uhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/error.htm Bl ock 1
81.218.251. 250 |[lIsrael 147.237.77. 176 |nat pash. i df . i|  [nauthori zed URL Access to ww cogat.idf.il/sip_storagelfil es/ 6/4466.] py [B ock 1
199. 30. 25. 92 Lhited Sates [147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 1
94.230.86.204 I srael 147.237.72. 166 |aka. i df . i | mn;km;iz? ?ne;;rn/Q\!hmT.iEWED in None 1
81.218.116.129 [Israel 147.237.77. 176 |nat pash. i df . i|  |Unauthori zed URL Access to www cogat.idf.il/tenpl ates/|inks/nobile B ock 1
157.55.39.204 |Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/1133-20293- he/ dover . asp B ock 1
79.176.66.253 I srael 147.237.72. 166 |aka. i df . i | 'o'u'ri%zj/ i%’tageg?inga;;g;féoi)gc%i/ fm’j "V kapat 2/ [ 1esi012 Bl ock 1
2.53.43. 161 I srael 147.237.77.233|atal .idf .il Unhaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
132.3.65.79 LUhited Sates [147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock
81.218.179.41 [Israel 147.237.77. 234 |hal ag. i df . i | 1D4§t ;gt;”t??dzg;‘r'tng;;ﬁﬂaﬁ sess f_";i . Bl ock 1
66.249. 64. 137 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ mai n/ smal i i showbi g. aspx [B ock 1
173.208.169.50 [lhited Sates [147.237.77.216|dover.idf.il D stributed PHP Attenpt B ock 1
85. 65. 14. 199 I srael 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to wa navy. i df.il/tenpl ates/ general / nobi | e B ock 1
79.176. 66. 253 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from79. 176. 66. 253 B ock 1
213.57.228.26 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for ww aka. i df . il/giyus/ general / B ock 1
132. 3. 65. 80 Uhited Sates [147.237.77.216|dover.idf.il Ostributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
81.218.241.26 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip_storagel/files/6/67906. pdf |B ock 1
173.208.169.50 [lhited Sates [147.237.77.216|dover.idf.i | O stributed Lhaut hori zed LRL Access on waw i df . il/wp-1 ogin. php B ock 1
85. 65. 14. 199 I srael 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw i df.il/tenplates/articl e/ nobile B ock 1
17.142.155. 123 |Uhited Sates [147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw nag. i df . i1/ appl e-app-site-association  |B ock 1
157.55.39.106 |lhited Sates |147.237.77.216|dover.idf.il Whaut hori zed LRL Access to wwnidf.i1/1283-18681-en/ dover. aspx <a g 1
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