04-28-2016-07:04:01 to 04-28-2016-08:04:01

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il Da.||y RepOrt

[Top Targets |

M dover.idf.il

M aka.idf.il

M nobi le.idf.il

M refuah.idf.il
Nummber M nadimatal .idf.il
Atticks Melifestyle.idf.i

M nat pash. i df . i |
M e nadimatal .idf.

chi nuch. aka. i df . i
M tikshuv.idf.il

Top Tar get

W 167. 114. 156. 16

66. 102. 6. 188
I 66. 102. 6. 191
66. 102. 6. 131
N”'éber W 197. 45. 132. 217
Attacks M 5. 254. 65. 90

I 66.87.121. 34

M 66. 249. 78. 146
208. 115. 113. 89

Il 178. 63. 55. 202

Top Attackers



04-28-2016-07:04:01 to 04-28-2016-08:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il|HTTP- POST- Segrment ed- DoS dest - r eset 8527
167.114. 156. 16 Canada 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 4723

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il |TCP handshake viol ation, first packet not syn drop 1383
0.0.0.0 147.237.77. 216 dover.idf.il|HTTP- POST- Segnent ed- DoS dest - r eset 1053

85. 250. 118. 189 | srael 147.237.77. 216 dover.idf.il|HTTP- POST- Segnent ed- DoS dest - r eset 3
0.0.0.0 147.237.77. 216 dover.idf.il|HTTP Page H ood Attack drop 2
37.157. 249. 183 Cer many 147.237.76. 177 ncore.idf.il|B ock_Ulp All _Nets drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Gountry |Target Address |Site |Sgnature

211.220.63. 148 |Korea, Republic of |147.237.77.235 |svi va. i df . [16798: HITP. GWJ Bash HITP Header Renote Code Execution Vul nerability [B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

‘Site

‘Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il [Tehila - Perl LWP with fake user agent
94.102. 213. 252 |147.237. 77. 216 |Ger many dover.idf.il |Tehila - Perl LWP with fake user agent
66.249. 64. 190 |147.237.72.166 |Wiited Sates  |aka.idf.il ET SCAN NVAP -sA (2)

_ . |ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
201.175. 110. 135(147. 237.8. 14  |Mexi co e.orchot.idf.i )

Potential Scan or Brute Force
193.36.35.241 |147.237.0.34 |RSSIan tikshuv.idf.ilI[ET SCAN Potential SSH Scan
Feder at i on
i ET VBB SERVER Possi bl e bash shel | piped to dev tcp I nbound to

211.220. 63. 148 [147.237.77. 235 Okfrea Republ i C 1o va i of i VebSer ver PP P
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
66. 102. 6. 188 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 116
66.102. 6. 191 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 114
66. 102. 6. 131 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 111
5. 254. 65. 90 Tur key 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 38
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 36
66.87.121. 34 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
208.115.113.89 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 26
Sreamng Engine: TP Invalid i i ssi
66.249.78.146 |United Sates 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. |, ., 21
Ret ransm ssi on Packet dropped.
178.63.55.202  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 16
104. 236. 100. 11 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
198.58.103. 114 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
162.243. 118. 199|lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
157.55.39. 106 |Uhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
79.177.177. 138 |lsrael 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN-ACK -> Tinmeout |reject 10
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
. . SYNtAXK retransmt with .
79.177.177.138 |lsrael 147.237.72. 166 |aka.i df.il Bad TCP sequence di fferent v ndow scal noni t or 10
Sreanming Engine: TGP Invalid i i ssi
77.126.235.98 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 9
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.179.147.71  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. | 9
Ret ransnm ssi on Packet dropped.
216. 4. 56. 147 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
2.53.45.166  |Israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransnm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
46.19.86.211  |Israel 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. g ., 6
Ret ransm ssi on Packet dropped.
217.31.54.202 |Czech Republic 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
157.55.39.204 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
92.247.181.31 |Bulgaria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
83.250. 47.184  |Sweden 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
50. 87.144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
192. 249. 66. 247 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
82. 205. 84. 62 ga:lcis;i':éa” Territoyfy 47 237.77. 216 |dover. i df . i1 drop First packet isn't SN drop 4
52.16.5.197 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
83.142.164.58 |Russian Federation |147.237.8.24 |e.lifestyleidf.il|Geo-1 ocation enfor cenent gﬁ?olggi'n?n  nbound drop 4
5.254.65. 173 Tur key 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
128.242.249.10 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
Sreanming Engine: TGP Invalid i i ssi
66.249.78.199 |lnited Sates 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 253. 195. 2381 sr ael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
207.46.13.137 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i SSi
79.181.39.105 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g ., 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.53.146. 11 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
66.249.93. 184  |Eur ope 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | . 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
80.178. 152. 218 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | ., 3
Ret r ansnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
66. 249. 93. 247  |Europe 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
66.249. 64.190 |Whited Sates 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | ., 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
66.249. 64. 244 |Uhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | 9 =g Invalid segnent retransmssion. g ., 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109.64.58.39  |israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
109.65. 111. 14 |[israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g ., 3
Ret ransnm ssi on Packet dropped.
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
178. 137. 90. 202 |kr ai ne 147.237.77.216|dover. i df . il Distributed Unauthorized LRL Access on wa i df.il/1556-en/ B ock 3
. . D stributed Unaut hori zed URL Access on
66. 249. 64. 233 |l srael 147.237.77.216|dover. i df . il Wi i df i 1/t al 1/ zkor/ vi ew i . asp B ock 3
2.53.165.153 |[Israel 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
46.19.86.227 |lsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
134. 249. 55. 100 [Wkrai ne 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to ww i df.il/1556-en/ B ock 2
66. 249. 64. 233 |l srael 147.237.77. 216 |dover.i df.i | Mil tipl e Unauthori zed URL Access from 66. 249. 64. 233 B ock 2
66. 249. 64. 233 |l srael 147.237.77.216|dover.i df.i Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew norei nfo.asp |B ock 1
14.102.56.34 |india 147.237.77.216|dover.idf .il PHP At t enpt B ock 1
79.181. 172. 239 I srael 147.237.72. 166 |aka. i df . i | Wnknown Parareter __VI BASTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ nar ki veysachar . aspx
66.249.64.13 |[Israel 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
. . Uhaut hori zed URL Access to
212.199. 57. 194 [l srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel {1 | es/ 8/ 1668. doc B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 125 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 5/ 3395. | pg B ock 1
14.102.56.34 |india 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw i df . i|/wp-1ogin. php B ock 1
) nobi | e. nei tav.idf.i )
216.218.206. 66 |Lhited Sates [147.237.76.39 | Unaut hori zed URL Access to 147. 237. 76. 39/ B ock 1
. . D stributed Unaut hori zed URL Access on
66.249.78.97 |Israel 147.237.72.166|aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
23.106.166.84 |lited Sates |147.237.72.166|aka.idf .il Unknown Paranet er anp; docld in None 1
v aka. i df . i | / neguri miki shur/defaul t. asp
149. 88.37.219 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df .il/mai n-sachar B ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 64. 233 [l srael 147.237.77.216|dover.i df . il v df i1/ at al 1/ zkor/ Vi ew i nut op. asp B ock 1
. . Uhaut hori zed URL Access to
2.53.52.174 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77, 234/ i nages/ shar ed/ bul | et 1. g f B ock 1
66.249.78.234 |lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ def aul t . aspx |Bl ock 1
46.19.86.211 |lsrael 147.237.77.243|nobi l e. i df . i | Suspi ci ous Response Code B ock 1
! . . Uhknown Par aret er 4f 9c0c80 in
157.55.39. 133 |lhited Sates |147.237.72.166|aka.idf.il v aka i df i 1/ mai n/ hone/ def aul t . aspx None 1
! . . Uhaut hori zed URL Access to
68.180.230.45 |Wited States [147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 8913- he/ r ef uah. aspx Bl ock 1
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