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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature |Device Action |Count |
5.135.17. 28 France 147.237.76. 39 nobi | e. nei tav.idf.il B ock_Wp Al _Nets drop 1
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 1
185.94.111.1 Russi an Federation 147.237.76. 38 e.eneitav.idf.il B ock Wp Al Nets drop 1
185.94.111.1 Russi an Federation 147.237.76.176 test.ncore.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Country|Target Address |Site |Slgnarure

93.190.69.10  [Germany 147.237.72. 156 |anan. i df . i 1{16798: HITP. G\U Bash HITP Header Renote Code Execution Wul nerability |B ock 1
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|Top Attackers In ID|

Attacker Address |Target Address At acker ‘Ste ‘Signature
Gountry
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il [Tehila - Perl LW wth fake user agent 3
188. 214. 249. 151(147. 237. 77. 216 |Ronani a dover.idf.il [Xenu Link S euth User Agent
. |SERVER APACHE Apache nod_ssl non-SSL connection to SSL port deni al
106. 186. 113. 132(147. 237. 76. 31 |Japan nakchal . i df . i , - 2
of service attenpt

93. 190. 69. 10 147.237. 72. 156 |Ger many anen.idf.il |ET WEB_SERVER Possi bl e CVE-2014- 6271 Attenpt in Headers 1
80.82.78.38 147. 237. 77. 121 |Net her | ands e.navy.idf.il |ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
66.240.78.146 |Uited Sates  [147.237. 72, 166 |aka ich. i1 |2 SAM NG Engine: TCP Invalid Invalid segnent retransmssion. drop 63
Ret r ansni ssi on Packet dr opped.
69. 159. 48. 189 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 56
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 51
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 35
4.0.0.69 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 27
46.32.121.219 |Jordan 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
136.243.5.203 |Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 20
45. 55. 40. 92 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 14
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
198.58.102.49 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
37.26.149.174 |israel 147, 237. 77176 |rat pash 1 of 11| | SAM NG Engi ne: TGP Inval id - finvalid seqnent retransmssi on, drop 12
Ret r ansni ssi on Packet dr opped.
198.58.102. 156 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
50. 87. 144. 145 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 11
37.204.108.99 |¥SS'an 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10
Federation
87.203.102. 200 |G eece 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10
207.46.13.137 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
157.55.39.106 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
109. 253. 158. 233|I srael 147237, 77, 243 |mwbi e i o 11 | SAM NG Engi ne: TGP Inval id Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dr opped.
208.115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
207.46.13.2 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
66.249.64.190 |United Sares  [147.237. 72, 166 |akaicr. i1 | SN Bngine: TCP Invalid invalid segrent retransnissi on drop 6
Ret r ansmi ssi on Packet dr opped.
99.71.220.192 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
192. 249. 66. 247 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 4
157.55.39.204 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 4
66.249.78.216 |Uited Sates 147,237, 77, 243 |mubi e i i1 |2 €M NG Engine: TQP Invalid  Jinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
109. 64. 201. 161 |I srael 147.237.72. 166 |aka i1 | SAMNg Engi ne: TGP Inval id Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
37.204.108. 99 :Z:::Inl on 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 3
178. 255. 215. 87 |France 147.237.72. 166 |aka a1l | 3MNG Engine: T Invalid Invalid segnent retransnssi on drop 3
Ret r ansni ssi on Packet dr opped.
66.249. 93. 247  |Eur ope 147.237.72. 166 |aka ich. i1 | SAMNG Engine: TGP Invalid - finvalid seqnent retransmssi on, drop 3
Ret r ansni ssi on Packet dr opped.
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
46.19.85.155  |Israel 147,237, 72. 166 |aka ich. i1 | SAM NG Engi ne: TGP Inval id Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dr opped.
91.121. 144. 123 |France 147.237.8.14 |e.orchot.idf.i|Geo-1 ocati on enf or cenent Geo-| ocati on i nbound enf orcenent |drop 3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 3
66.249.66.184 |Uited Sates  |147.237.0.34 |tikshwv.icr.it|> €M NG Engine: TQP Invalid  finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
156.198.197.8 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
128.242.249.12 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3
156. 199. 62. 223 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 2
199.30.24. 164 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2
66. 249. 64. 41 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 2
106. 186. 113. 132|Japan 147.237.76.31 |nakchal .idf.i1|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
82.212.93.38 Jordan 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2
142. 4. 217. 162 Canada 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2
203. 6. 69. 2 Australia 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 2
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|Top Attackers In V\AF|

A tacker Devi ce

‘Oount

Attacker Address ‘Target Address |Site Sgnature

Country Action
66.249. 64.233 [ srael 147. 237.77. 216 |dover . i df . i | Distributed hauthorized URL Access on Bl ock 2
vwwy i df . i | /atal 1/i zkor/ vi ew i ng. asp
208.115.113.82 |lhited Sates [147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/sitelunsel ecat bl e. aspx B ock 2
66.249.78.111 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx  |B ock
. . S Lhtraceabl e Gonnection - Protocol violation
106. 186. 113. 132|Japan 147.237.76.31 |nakchal .idf.il (SSL_OOWN OLI ENT FELLO) None 1
66. 249. 64. 41 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to ww i df.il/atal 1/izkor/ vi ew i ng. asp B ock 1
66.249.78.246 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ nai n/ sachar/ def aul t . aspx  |B ock 1
184.105. 247. 195|Uhited Sates [147.237.72.167|i shuri maka. i df . ifunaut hori zed UR. Access to 147.237.72. 167/ B ock 1
68.180.231.43 |[lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wanidf.il/international _training B ock 1
197. 160. 78. 252 |Egypt 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to waw i df.il/894-ar B ock 1
- - DO stributed Whaut hori zed URL Access on
66.249. 64.233 |[Israel 147.237.77. 216 |dover . i df . i | v df i |/ at al /i zkor/ vi ew i ngt op. asp B ock 1
84.111.94.176 |israel 147.237.72. 166 |aka. i df . i | Wnknown Parareter _V BASTATEENCRYPTED i n None 1
wan aka. i df . i |/ nmai n/ sachar/ nai | box. aspx
66. 249. 64. 238 |l srael 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to wwwvidf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 1
. . Mil tiple Untraceabl e SSL Sessi ons from 106. 186. 113. 132 (Pr ot ocol
106. 186. 113. 132|Japan 147.237.76.31 |nakchal .idf.il viol ation (SSL OONN QLI ENT HELLO)) None 1
66. 249. 64. 18 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
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