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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 6409
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1589
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock Wdp Al Nets drop 6
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCOS- Tool - Swi t chbl adG dest - r eset 2

52.90. 101. 121 Lhited Sates 147. 237. 76. 200 eitan. aka idf.il |Block Np Al Net drop 1

212. 143. 254. 66 | srael 147.237.76. 86 navy.idf.il Bl ock_Ulp Al _Nets drop 1
52.90.101. 121 Lhited Sates 147.237.76. 34 yohal an.idf.il Block Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
163. 172. 140. 23 |147. 237. 72. 167 LKJ?i;:gom ishurimaka.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
89.216.119.94 [147.237.72.217 e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58.218. 204. 211 |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 211 |147.237.76.34 |China yohal an. i df .il ET SCAN Potential SSH Scan 1
42.114.176.102 [147.237.8.24 |V etnam elifestyle.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
198. 20. 69. 74 147.237.76. 147 |Whited Sates |[chinuch. aka.idf.il |ET DROP Dshi el d B ock Li sted Source 1
40. 76. 60. 52 147.237.72. 156 |Whited Sates |anan.idf.il ET SCAN NVAP -sS w ndow 4096 1
195. 216. 176. 244|147.237.8.50 |Latvia e.tikshuv.idf.il [ET SCAN NMAP -sS w ndow 1024 1
40. 76. 60. 52 147.237.72. 156 |Lhited Sates |anan.idf.il ET SCAN NVAP -f -sS 1
173.193.130.50 |147.237.0.35 |lhited Sates |akavs.idf.il ET SCAN NVAP -sS w ndow 3072 1
163. 172. 140. 23 |147.237.76. 198 Ei"intgegom e.yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
163. 172. 140. 23 |147. 237. 72. 167 LKJ?i;:gom ishurimaka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 78. 38 147.237.76. 34 |Net her| ands yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
58.218.204.211 [147.237.76.39 |China nobi | e.nei tav.idf.i [ET SCAN Potential SSH Scan 1
58.218. 204. 211 |147.237.76.30 [China hi nush. i df . i | ET SCAN Potential SSH Scan 1
221. 9. 166. 42 147.237.8.28 |China e.nobi | e-ks.idf.il BT SCAN Behavi oral Lhusual Iy fast inbound Tel net Cbnnecti ons, 1
Potential Scan or Brute Force
42.114.176.102 |(147.237.8.24 |V etnam elifestyleiidf.il [ET SCAN NVAP -f -sS 1
195. 216. 176. 244|147. 237.76. 86 |Latvia navy. i df .il ET SCAN NVAP -sS w ndow 1024 1
40. 76. 60. 52 147.237.72. 156 [Lited Sates |aman.idf.il ET SCAN NMAP -sS wi ndow 2048 1
173.193.130. 50 [147.237.0.35 |Lhited Sates [akavs.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S te ‘Signature
75.107.74.129 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 183
94.228.34.203 |United Kingdom|147.237.77. 216 [dover.idf.il |drop Frst packet isn't SYN drop 132
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 74
2.120.173.126 |United Ki ngdom|147.237.77. 216 [dover.idf.il |drop First packet isn't SN drop 71
66.249.78. 146 |Uited Sates  |147. 237,72, 166 |akaich. i1 |2 €M NG Engine: TCP Invalid - finvalid segnent retransnissi on drop 66
Ret ransm ssi on Packet dr opped.
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 51
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il  |drop First packet isn't SN drop 22
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 20
75.107. 74. 129 Lhited Sates 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 18
54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 12
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 12
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il  |drop First packet isn't SN drop 12
162. 243. 104. 237|Whited Sates 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 12
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 12
66.249.64.100 |United Sates  |147.237. 72, 166 |aka iar.i1 | camNg Engine: TQP Invalid - invalid segnent retransnission dr op 9
Ret r ansni ssi on Packet dr opped.
157.55.39. 106 |lLhited Sates 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 8
207.46.13.137 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 8
157.55.39.204 |Lhited Sates 147.237.77. 216 |dover.idf.il  |drop Frst packet isn't SYN drop 7
104.13.249.81 |lWhited Sates 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 7
62. 16. 67. 30 :ZZ::FI on 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 6
192. 249. 66. 247 |Lhited Sates 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 6
62.16.72. 138 g;z:;nl on 147.237.77. 216 |dover.idf.il  |drop FHrst packet isn't SYN drop 6
207. 46. 13. 2 Lhited Sates 147.237.77. 216 |dover.idf.il  |drop Frst packet isn't SYN drop 6
92.247.181.31 |Bilgaria 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 6
50. 87.144. 145 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
70.51. 3. 219 Canada 147.237.77. 216 |dover.idf.il  |drop Frst packet isn't SYN drop 4
199.30.25.184  |United Sates  |147. 237. 76. 200 e tan. aka i of . i| | SAM NG Engi ne: TCP Invalid i nvalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
104. 13. 249. 81 Lhited Sates 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
37.26.148.208 |lsrael 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 4
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 4
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
174.37.194. 144 |Whited Sates 147.237.77. 121 |e.navy.idf.il |Geo-| ocati on enf or cenent Geo-1ocation i nbound enf orcenent |drop 4
46.19.85.7 I srael 147.237.76.31 |nakchal.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 4
70.82.118.4  [Canada 147.237.77. 216 |dover.idf i1 |Bad TCP sequence Vﬂdzirsin;ngt Wth different mnitor  [3
177.193. 23. 152 |Brazil 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 2
141. 8. 183. 16 :ZZ::FI on 147.237.77. 176 |nat pash.i df . il [dr op First packet isn't SYN drop 2
95.186.198.81 |Saudi Arabia 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 2
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 2
141. 8. 184. 13 :Z:::Inl on 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 2
88.191.108.74 |Fance 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 2
64.12.253.130 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 2
123.254.121. 195|Australia 147.237.77. 216 |dover.idf.il  |drop Frst packet isn't SN drop 2
51. 255. 65. 75 France 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 2
130. 193. 37. 10 :ZZ::FI on 147.237.77. 216 |dover.idf.il  |[drop First packet isn't SYN drop 2
149.78.154.69 |lsrael 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 2
199. 30. 25. 3 Lhited Sates 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 2
54.221.158. 153 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 2
184. 105. 247. 239|United Sates  [147.237.8.24 |e.lifestyle.idf|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |[dr op 1
52.29.21.27 Ger many 147.237.77. 216 |dover.idf.il  |drop First packet isn't SYN drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
186.202.95.56 |Brazil 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 186. 202. 95. 56 B ock
66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew i ng. asp B ock
46.117.223.120 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock
. . Uhaut hori zed URL Access to
66.249.66. 125 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8871- he/ r ef uah. aspx B ock 1
141.212. 122. 161|United Sates 147.237.76.31 |nakchal .idf.il [Unauthorized URL Access to 147.237.76. 31/ B ock 1
66.249. 64. 143 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ news. aspx |B ock 1
186.202. 95.56 |Brazil 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-adm n/ B ock 1
66.249.69. 124 [Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
157.55.39. 106 |lhited Sates 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to ww i df.il/1283-17615-en/ dover. asp B ock 1
198.58.103.92 |lhited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/1294- he/ wan i df . il Bl ock 1
: . . Unaut hori zed URL Access to
74. 6. 254. 127 Lited Sates 147.237.77. 216 |dover . i df . i | vowei i1/ p storagel i1 es/ Of si ze220x0/ 16770, | pg Bl ock 1
37.26.148.208 |lsrael 147.237.0.19 |madi matal . i df. i |Suspici ous Response Code Bl ock
157.55.39.135 |lhited Sates 147.237.72. 166 |aka. i df . i | Uhknown Paraneter catld in ww aka.idf.il/kanhar/ None 1
. . Unaut hori zed URL Access to
66.249. 66. 121  |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 3 2363.| pg B ock 1
199. 30. 24. 157 |Uited Sates 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to ww aman. idf.il/scripts.asnx/getjs B ock 1
74.82.47.4 Lhited Sates 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237. 77. 216/ B ock 1
157.55.39.204 |thited Sates 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on www i df.il/error.htm B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 123  [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel 111 es/ 6/ si e100x0/ 2796. ] pg B ock 1
207. 46.13.2 Lhited Sates 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to v idf.il/error. htm B ock 1
130. 193. 51. 91 RJSIS::I”i o 147.237.76.200 |ei t an. aka. i df . i | |thaut hori zed URL Access to eitan. aka.idf.il/1105 en/ contactus. aspx |B ock 1
51. 255. 65. 76 France 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/snalinihtm/6. asp B ock 1
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