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M 209. 126. 230. 74
[ 66. 249. 64. 190
W 139. 162. 216. 112
197. 45. 132. 217
Il 84. 228. 254. 88
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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 3
80. 82. 78. 38 Net her | ands 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCOS- Tool - Swi t chbl adG dest - r eset 2
50. 207. 42. 93 Lhited Sates 147.237.76. 201 e.atal.idf.il B ock_Wp Al _Nets drop 2
104. 131. 108. 100 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Np Al Net drop 1
209. 126. 136. 2 Lhited Sates 147. 237.76. 30 hi nush. i df . i | ock Wip Al Nets drop 1
94.102. 49. 116 Net her | ands 147.237.76. 34 yohal an.idf.il B ock Np Al _Net drop 1
73.42.76. 220 Lhited Sates 147.237.76. 148 ggcenter.aka. i df.il ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |S gnature Devi ce Action |Oount |

180. 201.32. 5 Chi na 147.237.72. 166 |aka. i df . i|16798: HITP. GWJ Bash HITP Header Renote Code Execution Wul nerability |B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

70.82.118. 4 147. 237. 77. 216 |Canada dover.idf.il Xenu Link Seuth User Agent 5
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 66. 23 147.237.77.226|hited Sates |wun chanatz. aka. idf.il [ET SCAN NVAP -sA (2) 2
183. 60. 48. 25 147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential WNC Scan 5900- 5920 1
177 33.145. 171|147 237 0.34  |rasil Cikshovid il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
107. 158. 255. 194|147. 237.77. 176 |Lhited Sates |natpash.idf.il ET SCAN NVAP -sS w ndow 3072 1
104. 214.29. 239 [147.237.0.34 |Lhited Sates |[tikshuv.idf.il ET SCAN NMAP -sS wi ndow 2048 1
80. 82. 78. 38 147.237.0.34 |Netherlands  |tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 230. 74 [147.237.77.74 |wited Sates |lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
68.116.21.226 |147.237.8.50 |Uhited Sates [e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 230. 74 [147.237.0.15 [Wnited Sates |kosher-kravi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 202 |Chi na e.halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.76. 42 |[China refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
107. 158. 255. 194|147. 237. 77. 176 |Lhited Sates |mat pash.idf.il ET SCAN NVAP -sS w ndow 4096 1
104. 219.238. 10 |147.237.72.217 |Uhited Sates |e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 214.29. 239 |147.237.0.34 |lhited Sates |tikshuv.idf.il ET SCAN NVAP -f -sS 1
209.126.230. 74 |147.237.0.16 [Whited Sates |ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
66.249.78.158 |147.237.72.166 |Lhited Sates |[aka.idf.il SER\/ER APAO_E. Apache nod_ss| non-SS. connection to S8 port 1
deni al of service attenpt
o0l 172. 161 45 |147 237 8. 14 |vexi co o orchot i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
193. 201. 227. 120(147. 237.0. 34  |lkrai ne tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
reanm n ine: TCP Invali i i ssi
73.245.43.179 |lited Sates |147.237.77. 216 |dover.idf. il Streamng Engi ne: TCP alid invalid segnent retransnission. Packet drop 90
Ret r ansni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.78. 146 |lhited Sates |147.237.72. 166 |aka.idf.il g =g Invalid segnent retransmssion. Packet |, 69
Ret r ansni ssi on dr opped.
208.115.111. 73 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 59
Sreamng Engi ne: TCP i
205. 236. 219. 108|Canada 147. 237. 77. 216 |dover . i of . | g =g TCP segnent out of naxi mmalloved f 25
Segrent Limt Enforcenent sequence. Packet dropped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
Sreaning Engine: TCP Invalid i i ssi
66.249. 64.190 |Uited Sates |147.237. 72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. Packet | 12
Ret r ansni ssi on dr opped.
139.162. 216. 112|lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 12
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
Sreanming Engine: TP Invalid i i ssi
84.228.254.88 | srael 147.237.72. 166 |aka i f . g =g Invalid segnent retransmssion. Packet |, 9
Ret r ansmi ssi on dr opped.
203.87.27.234 |Australia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
68.180.231.43 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 8
50. 167.125.92 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 8
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreamng Engine: TQP Invalid i i ssi
66.249.78.199 |Wnited Sates [147.237. 72. 166 |aka.i df .1 g =g Invalid segnent retransmssion. Packet |, ) 6
Ret ransni ssi on dr opped.
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
207.46.13.137 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 5
50.87.144. 145 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 5
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
216.145.14.142 |lhited Sates [147.237.0.34 [tikshuv.idf.il  |Header Rejection ?;“;itrej ection pattern found in moni tor |4
207.46.13. 2 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 4
Sreamng Engine: TQP Invalid i i ssi
157.55.39.134 |Wited Sates |147.237.76. 200 |eitan. aka.idf il 9 =g Invalid segnent retransmssion. Packet |, 4
Ret ransni ssi on dr opped.
192. 249. 66. 247 |Lhited Sates [147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop
52.10. 0. 89 Uited Sates |147.237.77.178|e.matpash.idf.il |Geo-| ocati on enfor cenent Geo-| ocati on i nbound enf or cenent drop
' reanm n ine: TCP Invali i i ssi
178.154.189.8 |osSian 147.237.72. 166 |aka.i df . Strean g Engine @ Invalid invalid segnent retransnission. Packet | op 3
Federation Ret r ansn ssi on dr opped.
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
73.235.247.61 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TP Invalid i i ssi
66.249.78.230 |Uited Sates |147.237.77. 243 |nobile.i o i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.
Sreamng Engine: TQP Invalid i i i
66.249. 64. 177 |wited Sates |147.237. 76. 147 |chi nuch. aka.i df .1 9 =g Invalid segment retransmssion. Packet |, 3
Ret ransni ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi
66.249. 93. 245  |Eur ope 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.
118.160. 133. 92 Tai ven 147. 237. 77. 216 |dover . i of . i Bad TCP sequence SIHAK retransmt with different oo |2
w ndow scal e
50. 110. 235.57 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 2
Russi an S -
95. 220. 215. 64 eration 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
8.37.70.77 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 2
72.106.70.221 |lhited Sates |[147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 2
199. 30. 24. 26 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 2
64. 236. 82. 3 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 2
118. 160. 133. 92 Tai wan 147.237.77. 216 |dover.idf . il drop Frst packet isn't SYN drop 2
45. 35. 64. 142 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 2
52.87.232.15 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 2
118. 160. 133. 92 |Tai wan 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 2
157.55.39.204 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 2
141.212.122. 147|lhited Sates 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
51. 255. 65. 97 France 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
88. 191. 204. 49 Fance 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
Russi an s L
193. 124. 248. 122 eration 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
5.29.213. 220 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
74.82.47.50 Lhited Sates |147.237.77.121|e.navy.idf.il Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 1
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|Top Attackers In V\AF|

At acker

‘Target Address |Site

dgnature

Devi ce

‘Count

Country Action
Russi an . . . Paraneter Type Molation catld in
128.72.24.220 | oo o 147.237.0.34 |tikshuv.idf.il Wy ti kshuv. i of i 1/si tel general . aspx B ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
66.249. 78. 158 |Israel 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT HELLO) None 1
208.115.113.82 Lhited Sates  [147.237.0.34 |tikshuv.idf.il Paraneter Type Molation catld in tikshuv.idf.il/site/gallery. aspx |B ock 1
84.95.208.20 |lsrael 147.237.77.74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 1
52.21.178.185 |Whited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df .il/1519-en/ dover. aspx#. any |Bl ock 1
151. 80. 31. 168 |France 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
70.82.118. 4 Canada 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to wawidf.il./ B ock 1
208.115.113.82 |Lhited Sates  [147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation docld in tikshuv.idf.il/site/story. aspx B ock 1
84.95.208.20 |[Israel 147.237.77.74 |lawidf.il PHP Att enpt B ock 1
66.249. 64. 230 |Israel 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
178. 255. 215. 87 |France 147.237.77. 216 |dover.i df .i | Mil ti pl e Unhaut horized LRL Access from 178. 255, 215. 87 B ock 1
76.90.162. 228 |Wnited Sates |147.237.72. 166 |aka. i df . il Unknown Paranet er __VI ENETATEENCRYPTED i n None 1
ww aka. i df . i |/ nmai n/ sachar/ nai | box. aspx
. . Unknown Paraneter ctl 00$ct | 00$cphMai ncphSachar $ctl 13 in
2.53.34.220 | srael 147.237.72.166|aka. i df . i | v aka. i df . i |/ mai n/ sachar/ paysl i ps. aspx None 1
. m ny- kosher -kravi . id _
216. 218. 206. 66 [Lhited Sates 147.237.0. 17 £l Unaut hori zed URL Access to 147.237.0.17/ B ock 1
84.95.208.20 |Israel 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df .i | Mil tipl e Unauthorized URL Access from 66. 249. 64. 233 B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.i df .i | www. i df . i | /1133-19485- he/ kkkkkkk=23f 25da9kkkkkkk_23f 25d |B ock 1
a9
. . Unaut hori zed URL Access to
80. 82. 78. 38 Net her | ands 147.237.76.42 |refuah.idf.il wa bai du. coni cache/ gl obal /i ng/ gs. gi f Bl ock 1
. . . Uhaut hori zed URL Access to
5.29.191.129 |[Israel 147.237.77.243|nobi l e.i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1302 Bl ock 1
P . URL is Above Root Directory
217.23.14. 168 |Netherl ands 147.237.77.216|dover . i df .i | ww i of i1/ / shared/cl i entscri pts/j querylj query-1 4.2.nin. | s Bl ock 1
109. 67. 141. 82 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/https:/wwidf.il/ B ock 1
. . Unaut hori zed URL Access to
66.249.78.104 |Israel 147.237.77. 170 [maar achot . i df . i | naar achot | df i 1/ pdf /f1 1 es/ 7/ 112387, pf B ock 1
207.46.13.137 |lLhited Sates |147.237.77.216|dover.idf.il Distributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 1
84.95.208.20 |Israel 147.237.76.200|ei tan. aka. i df . i | thknown Per anet er Sear chext in None 1
virwy ei tan. aka. i df . i1/938-he/ ei t an. aspx
5.29.213.220 |Israel 147.237.72. 166 |aka. i df . i | Wnknown Paramet er __VI EVETATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ mas. aspx
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