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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 9932
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 267
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 7

81.218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3

94. 102. 49. 116 Net her | ands 147.237.76. 42 refuah.idf.il B ock Np Al Net drop 1

104. 131. 108. 100 Lhited Sates 147.237.76. 176 test.ncore.idf.il |Bock Np Al Net drop 1

104. 131. 108. 100 Lhited Sates 147. 237. 76. 197 e hinish.idf.il |Bock Np Al Net drop 1
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|Top Attackers In IPS|

At t acker

’Attacker Gount ry ’Target Address |Site

Sgnature

Russi an . . . . .
80. 78. 250. 41 Federati on 147.237.72. 166 |aka. i df .i| |4654: HTTP. PHP Code Injection B ock
211. 220. 63. 148 |Korea, Republic of |147.237.0.34 |ti kshuv. i df . 33?5%:123 G\U Bash HTTP Header Renote Code Execution B ock
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
146. 185.56.58  |147.237. 72. 166 |l srael akaidf.il Xenu Link Seuth User Agent 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
146.185.56.58  |147.237. 76. 200 |I srael eitan. aka.idf.il Xenu Link S euth User Agent 2
91. 201. 236. 155 |147. 237. 76. 148 |krai ne gqcenter. aka. i df . il ET SCAN NVAP -sS w ndow 2048 1
89.248. 167. 131 |147.237.77. 216 |Net her | ands dover.idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 |147.237. 77. 205 |Net her | ands prishaidf.il ET SCAN Potential SSH Scan 1
212.199. 182. 150|147. 237. 77. 216 | srael dover.idf.il portscan: TGP O stributed Portscan 1
89.248. 167. 131 |[147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN Potential SSH Scan 1
209. 126. 230. 74 [147.237.77.216|Wited Sates |dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89.248.167. 131 |147.237.76.86 |Netherlands navy.idf.il ET SCAN Potential SSH Scan 1
189, 220, 46.43 1147 237 76.34 v co yohal an.i o i1 ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89.248.167. 131 [147.237.8.50 [Netherlands e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
89.248.167.131 |[147.237.8.14 |[Netherlands e.orchot.idf.il ET SCAN Potential SSH Scan 1
98.119. 105. 221 |(147.237.77.74 |Wited Sates |lawidf.il ET SCAN NMAP -sS wi ndow 3072 1
80. 82. 79. 104 147. 237. 77. 235 |Net her | ands svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 155 |147.237. 76. 148 |kr ai ne gocent er. aka. i df .i | ET SCAN NMAP -sS wi ndow 3072 1
52.29.223. 39 147, 237. 77. 216 |Ger many dover . idf.il portscan: TCP D stributed Portscan 1
91. 201. 236. 155 |147. 237. 76. 148 |krai ne ggcenter. aka. i df . i | ET SCAN NVAP -f -sS 1
89.248. 167. 131 |[147.237. 77. 212 |Net her| ands e.dover.idf.il ET SCAN Potential SSH Scan 1
89.248. 167. 131 |[147.237. 77. 170 |Net her| ands naar achot . i df . i | ET SCAN Potential SSH Scan 1
211.220. 63. 148 [147.237.0.34  [FO€& REPUDIIC iy iar il ET VB SERVER Possi bl e bash shel | piped to dev tcp Inbound to |,
of VébSer ver
89.248. 167. 131 |147.237. 76. 147 |Net her | ands chi nuch. aka. i df .i ET SCAN Potential SSH Scan 1
89.248. 167. 131 |[147.237. 72. 217 [Net her| ands eidf.il ET SCAN Potential SSH Scan 1
178. 162. 208. 154(147. 237.0.19  |Ger nany madi matal .idf.il ET SCAN Behavi or a Lhusugl ly fast Terminal Server Traffic, 1
Potential Scan or Infection
89.248.167. 131 |[147.237.8.45 |[Netherlands e.eitanidf.il ET SCAN Potential SSH Scan 1
89.248.167.131 [147.237.0.17 |Netherlands mny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
98.119. 105. 221 (147.237.77.74 |wited Sates |lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 78. 38 147.237.77. 61 |Nether| ands e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreanming Engine: TGP Invalid

Inval i d segnent retransnission.

84. 95. 208. 20 I srael 147. 237.76. 200 |ei tan. aka. i df . i S dro 222
Ret r ansni ssi on Packet dropped. P

109. 64. 36. 90 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 30

139. 162. 216. 112|lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 24
Sreamng Engine: TCP Invalid i i ssi

66.249.78.146 |Uited Sates |147.237.72. 166 |aka i df i 9 =g Invalid segnent retransmssion. drop 18
Ret r ansn ssi on Packet dropped.

157.55.39.106 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 12

198.58.102.96 |lLhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 12

208.115.113.89 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 11

38.111.147.86 |lLhited Sates |147.237.77.216 |dover.idf.il drop drop

77.126.196. 240 |Israel 147.237.72. 156 |anan.idf . il dr op Frst packet isn't SN drop

41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

45.72.208.176 |Canada 147.237.77.233|atal .icf.il  |Bad TCP sequence SNretransmt with different mnitor |7

wi ndow scal e
46.19. 85. 215 I srael 147.237.77. 216 |dover.i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 6
e SWNretransnmit wth different .

80. 246.133.95 |lsrael 147.237.76.42 |refuah.idf.il |Bad TCP sequence wi ndow scal e noni t or 6

97.74.24.188 Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 6

46. 19. 85. 254 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber aert 6

46. 19. 85. 254 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i SSi

84.108.63.188 |l srael 147.237.77. 243 |nobi l e. i of . | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

66. 249, 93. 180  |Eur ope 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansn ssi on Packet dr opped.

52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaming Engine: TCP Invalid i i ssi

87.71.85.108  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion drop 6
Ret r ansn ssi on Packet dropped.

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop

208.115.111. 73 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop
Sreamng Engine: TCP Invalid i i ssi

66.249. 66. 184 |Lhited Sates |147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansn ssi on Packet dr opped.

66.65.185.173 |Wiited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5

207. 46. 13. 2 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 5

46. 19. 85. 254 I srael 147.237.77.216|dover.idf.il  |Bad TCP sequence Inval i d ACK nunber alert 5

46. 19. 85. 254 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4

52. 16. 5. 197 Irel and 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 4

105. 106. 79. 188 |Ageria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4

174.118.63.6 Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4

88.191.204.49 |France 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i SSi

66.249.60.79  |Uited Sates [147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

50.87.144.145 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop

66. 249. 64. 238 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop

207.46.13.137 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi

66.249. 66. 44  |Uited Sates |147.237.0.34 |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi

66.249. 93. 249  |Europe 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

199.30.24.150 |Whited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 2

149.78. 124. 218 |Uited Sates |147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber alert 2

149.78.124. 218 |lhited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 2

197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2

68.180.231.43 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 1

169. 229. 3. 91 Lhited Sates [147.237.76.38 |e.e.nmitav.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1

141.212.122. 159|United Sates |147.237.76.202|e.halag.idf.il |Geo-| ocati on enf or cenent Geo-| ocati on inbound enf orcenent [drop 1

184. 105. 247. 236|nited Sates [147.237.0.34 |tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1

157.55.39.135 |Uhited Sates |147.237.76.200 |eitan aka.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1

141.212. 122. 145|United Sates |147.237.76.44 |e.refuah.idf.il |Geo-| ocati on enf or cenent Geo-| ocati on inbound enf orcenent [drop 1

216.218. 206. 106|Lhited Sates |147.237.77.243|nobile.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1

45. 35. 64. 142 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry ‘Target Address |[Site Sgnature Action ‘Count
84.95.208.20 |[Israel 147.237.77.216|dover. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 Bl ock 103
84.95.208.20 |[Israel 147.237.76.200|ei tan. aka. i df .i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 84
146. 185. 56. 58 |l srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 146. 185.56.58 |B ock 8
84.95.208.20 |Israel 147.237.77.233|atal .idf.il Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 Bl ock 8
66. 249. 64. 233 [l srael 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 66. 249, 64. 233 B ock 6
84.95.208.20 |Israel 147.237.77.233|atal .idf.il PHP At t enpt B ock 6
84.95.208.20 |[lsrael 147.237.77. 226 \fm:/\ll chanat z. aka. i d Mil ti pl e Unaut horized URL Access from 84.95.208. 20 B ock 3
157.55.39. 106 |Lhited Sates |147.237.77.216|dover.idf.il D stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 2
5.153.233.130 [Sweden 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to ww idf.il/wp-1ogin. php B ock 2
203. 127. 96. 220 |S ngapor e 147.237.77.216|dover. i df . i | Dstributed Uhauthorized URL Access on waw i df.il/error. htm Bl ock 2
84.95.208.20 |Israel 147.237.77. 216 |dover.i df .i | PHP At t enpt B ock 2
203. 127. 96. 237 |9 ngapor e 147.237.77. 216 |dover . i df .i | Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 2
5.153.233. 130 |Sweden 147.237.77. 216 |dover. i df . i | Dstributed PHP A tenpt B ock 2
68.180.230.45 |Uhited Sates [147.237.76.42 |refuah.idf.il D stributed Wnhauthorized URL Access on 147.237.76.42/robots. txt |B ock 1
66.249.69.5 |Israel 147.237.76.200 |ei tan. aka. i df . i | g?:;hiézlz?ﬁt :Cn;ejtsest/‘;hare 3 usercont 1ol </ nevmend undefined|F 9K 1
207.46.13.137 [lnited Sates [147.237.77.216|dover.idf.il D stributed Uhauthorized URL Access on waw idf.il/error.htm B ock 1
66. 249. 78. 246 |l srael 147.237. 72. 166 |aka. i df . i | oo ;;éieg/lnaﬁ(/x;isilutscl)gener o aspx Bl ock 1
88.198.44.46  |Ger many 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod HEAD for waw aka.idf.il/rights/asp/info.asp |B ock 1
68.180.231.43 |Uhited Sates [147.237.77.216|dover.idf.il Dstributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
216. 218. 206. 66 |Lhited Sates [147.237.77.243|nobil e.idf.il Unaut hori zed URL Access to 147.237.77.243/ B ock 1
66. 249.78. 146 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Uhauthorized URL Access from 66.249. 78. 146 B ock 1
157.55.39. 135 |Lhited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter docid in aka.idf.il/brothers/skira/ defaul t.asp None 1
17.142.155.123 |Uited SQates [147.237.77.74 |lawidf .i | chaut horl zed y;pltcaf;;i b assodi ati on Bl ock 1
66.249.82.88 |[Israel 147.237.77. 216 |dover . i df .i | Dstributed Uhauthorized URL Access on wawidf.il/error.htm B ock 1
66.249. 64. 238 I srael 147.237.77. 216 |dover . i df . i | Dstri buted thaut Zi:)'r/zadaﬁng”c;ess on Bl ock 1
203. 127. 96. 231 |S ngapor e 147.237.77.216|dover. i df . i | Dstributed Uhauthorized URL Access on waw i df.il/error. htm Bl ock 1
109. 64.36.90 |Israel 147.237.77. 216 |dover.i df .i | SSL Untraceabl e Connection - Qpen Mde None 1
74.82.47. 4 Lhited Sates [147.237.0.19 |[nadi matal .idf.il Unaut hori zed URL Access to 147.237.0.19/ B ock 1
220. 255. 148. 8 |9 ngapor e 147.237.77.216|dover.i df .i | Ostributed Lhaut hori zed URL Access on waw i df.il/error. htm Bl ock 1
Unaut hori zed URL Access to
66.249.78. 146 |Israel 147.237.72. 166 [aka. i df . i | wan aka. i df . i1/ rights/asp/info. asp?nodul ei d=2&cat i d=22703&doci d=|B ock 1
22721

157.55.39.136 |Wnited Qates [147.237.72.166|aka. i df . i | gk“:_”itgfo_riilzli(;l ﬁﬁﬁgf;s/st etn;’ﬂ at o5/ i . 25 B ock 1
17.142.159. 155 |Wi ted Sates [147. 237. 7. 176 |nat pash. i df . i | m“é:;;tilzif;:. iulq/LapA:):ICee-s;ppt-zi (e assodi ati on B ock 1
66.249.82.91 |Israel 147.237.77. 216 |dover.idf .i | D stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
66.249. 66.123 I srael 147.237.76.42 |refuah.idf.il e o o st oo/ 1 of U aspx Bl ock 1
2.53.131.71  [Israel 147.237.76.31 |nakchal .idf.il m”:‘:fr:glz_?gfﬂ‘/ fgrf;sast ;S‘/’gener o /ot 1 6 Bl ock 1
80. 246. 133. 95 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css |B ock 1
66. 249. 78. 234 |l srael 147.237.72.166 |aka. i df . i | 'ﬂ?‘l'tzgo;.i ;géllé';egﬁcnisjofrgn / yormn. asp B ock 1
164.132. 161. 24 (Italy 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka. i df . il/ pat zar B ock 1
66.102.8.233 |Uited Sates [147.237.77.216|dover.idf.il Ostributed Lhaut hori zed URL Access on waw i df.il/error. htm Bl ock 1
66.249.82.94 |Israel 147.237.77. 216 |dover.i df .i | D stributed Wnaut horized LRL Access on waw i df.il/error. htm B ock 1
66. 249. 66. 125 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
207.46.13.2  |Uited Sates [147.237.77. 216 |dover. i df . i | chautlori zed [FL pocess dover . ssptit] = Bl ock 1
146.185.56.58 |l srael 147.237.76.200(ei tan. aka. i df . i | Unaut hori zed Method HEAD for www eitan. aka. idf.il/ None 1
66. 249. 78. 240 |l srael 147. 237.72. 166 |aka. i df . i | ;2?“;2?”72636(% stcte;sa;; il es 2/ 68812 pel Bl ock 1
66.102.8.238 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Wnaut horized LRL Access on waw i df.il/error. htm B ock 1
203. 127. 58. 234 |9 ngapor e 147.237.77.216|dover . i df .i | Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
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