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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 49453
208. 115. 111. 73 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7912
52.29. 223. 39 Ger nany 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3278
45. 35. 64. 142 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3157
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 55
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- M SG- Sl owl ori s- DO5- Var 1 dest - r eset 11
81. 218. 65. 210 | srael 147.237. 72. 166 aka.idf.il ock Wdp Al _Nets drop 6
197. 211. 53. 27 N geria 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
212.25.121.195 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
208. 115. 125. 226 Lhited Sates 147.237.76.176 test.ncore.idf.i|B ock Udp All Nets drop 1
208. 115. 125. 226 Lhited Sates 147.237.76. 196 esvivaidf.il [Bock Wdp All Nets drop 1
94.102. 49. 116 Net her | ands 147. 237. 76. 202 e halag.idf.il |Bock Np All Net drop 1
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|Top Attackers In IPS|

At t acker At acker

Country

’Target Address |Site S gnature

93.190.69.10  |Ger many 147. 237. 76. 147 |chi nuch. aka. i df . i fﬁﬁ?;bmif G\ Bash HTTP Header Remote Code Bxecution B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

146.185.56.58 [147.237. 72. 166 |I srael aka. idf.il Xenu Link Seuth User Agent 33
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
13.92.245.177 |147.237.0.19 [thited Sates nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
161. 202. 120. 146|147.237.8.50 [Japan e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
106. 184. 2. 29 147. 237. 72. 217 |Japan eidf.il ET SCAN Potential SSH Scan 1
89.248.167. 131 [147.237.76.31 |Netherl ands nakchal . i df.il ET SCAN Potential SSH Scan 1
80. 82. 79. 104 147.237.8.27 |Netherl ands e.nadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
5.141.210.203 |147.237.77.179 ?ézz;;”im e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
161. 202. 120. 146|147. 237. 76. 30 [Japan hi nush. i df i | ET SCAN NVAP -sS w ndow 1024 1
161. 202, 120, 146|147, 237.0.16  |3apan ny-osher -kravi . f . i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
107.170.8.228 |147.237.0.35 [lhited Sates akavs. i df . il ET SCAN Potential SSH Scan 1
89.248.167. 131 |147.237. 77. 235 [Net her | ands svivaidf.il ET SCAN Potential SSH Scan 1
80. 82. 79. 104 147. 237. 77. 212 [Net her | ands e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1




04-28-2016-02:04:01 to 04-28-2016-03:04:01

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
197.211.53.27 |Ngeria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4286
Sreaning Engine: TCP Invalid i i ssi
66.249.78.146 |lnited Sates |147.237.72. 166 |aka idf il 9 =9 Invalid segnent retransmssion. g, 81
Ret r ansni ssi on Packet dropped.
reamng Engi ne: TCP Invali i i ssi
84.95.208.20  |israel 147. 237.76. 200 |ei tan aka i 11 |} €M NG Enginer TCP Invalid  invalid segnent retransmssi on drop 63
Ret r ansni ssi on Packet dropped.
165. 225. 36. 64 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 60
208.115.111. 73 |Whited Sates |[147.237.77.216|dover.idf.il dr op Frst packet isn't SYN drop 56
66.249.83.245 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SN drop 48
66.249.83.242 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 47
66.249.83.248 |lWhited Sates |[147.237.77.216|dover.idf.il dr op Frst packet isn't SYN drop 43
r eam n ine: TCP Invali i i ssi
84.95.208.20  |Israel 147.237. 72. 166 |aka. i df . Streaming Engine: TCP Invalid  Jinvalid segnent retransnission drop 33
Ret r ansni ssi on Packet dropped.
5.28.133.57 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber noni t or 29
5.28.133.57 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 28
5.28.133. 57 I srael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 28
5.28.133.57 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber alert 28
68.180.231.43 |lLhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SN drop 21
136. 243.5.203 |Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
105. 106. 79. 188 |A geria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
134. 191. 220. 75 z";;gom 147. 237. 77. 216 |dover . i of . i | drop First packet isn't SN drop 18
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 16
207.46. 13.2 Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 13
38.111.147.86 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 13
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 13
r eam n ine: TCP Invali i i ssi
66.24.60.62  |united Sares |147.237. 76,200 |eitan. aka ir i1 | SN Engine: TCPInvalid invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
198.58.103.91 |Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 12
200. 31.14.243 |Col onbi a 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
198.58.102.96 |Whited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop 12
Sreanming Engine: TCP Invalid i i ssi
66.249. 64.190 |Wited Sates |147.237.72.166|aka idf. il 9 =9 Invalid segnent retransmssion drop 12
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
66.249.69.54  |Uited Sates |147.237.76. 200 |ei tan. aka i df i 9 =g Invalid segent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
5.28.133.57 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
198. 58.103. 114 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 10
203. 133. 169. 210 g‘j‘;ic of  |147-287.76.147 [chinuch. aka idf . 1| SYN At tack SYN -> SYN-ACK -> RST rej ect 10
157.55.39.204 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 10
198.58.102. 156 |[Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 10
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
207.46.13.137 |Whited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SN drop
Sreaning Engine: TCP Invalid i i ssi
109. 253. 221. 1741 srael 147.237.77. 243 |nobi 1 e.i o i 9 =9 Invalid segnent retransmssion. g, 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.190  |Israel 147. 237. 77. 243 |nobi l e.i df .| 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
50.87.144. 145 |lhited Sates |[147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 8
45. 35. 64. 142 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 8
Sreanming Engine: TCP Invalid i i ssi
37. 46. 41. 57 I'srael 147. 237.77. 243 |nobi le.i df .1 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
93.221.43.177 |Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreanming Engine: TCP Invalid i i ssi
46.19.85.250  |Israel 147.237. 77. 243 |robi 1 e. i of . i 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
84.95.208.20  |israel 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
185.3.147.246 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dr opped.
139.162. 216. 112|lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop
162.234. 45.241 |[lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop
91. 200.12. 7 Lkr ai ne 147.237.77. 216 |dover.idf.il drop drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 Bl ock 119
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 72
wwv. chamat z. aka. i d ) )
84. 95. 208. 20 I srael 147.237.77. 226 £l Mil tiple Whauthorized URL Access from 84.95. 208. 20 B ock 22
84. 95. 208. 20 I srael 147.237.77.216|dover. i df . il PHP At t enpt B ock 12
146. 185. 56. 58 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 146. 185. 56. 58 [B ock 11
wWww. chanmat z. aka. i d
84. 95. 208. 20 I srael 147. 237.77. 226 - PHP Attenpt B ock 10
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mul ti pl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 8
. . Dstributed Paraneter Type Mol ation on
149. 202. 239. 135|France 147.237.77. 216 [dover. i df . il v i df i 1/1283- en/ dover . aspx paranet er PageNum B ock 6
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Mil tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock
84. 95. 208. 20 I srael 147.237.77.234|hal ag.i df . i | Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock
. . Paranet er Type M ol ati on PageNumin
149. 202. 239. 134|France 147.237.77. 216 |dover . i df . i | v i df i 1/1283- en/ dover . aspx Bl ock 4
146. 185.56.58 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 146. 185. 56. 58 B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf . il PHP Attenpt B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il [Miltiple Uauthorized URL Access from 84.95. 208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 2
134. 191. 220. 74 z‘;;gom 147.237.77. 216 |dover.i df . il D stributed Unhaut horized URL Access on wanidf.il/error. htm B ock 2
66.249. 64. 233 [Israel 147.237.77. 216 |dover.i df . il Mil tipl e Unauthorized URL Access from 66. 249. 64. 233 Bl ock 2
46. 19. 85. 190 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspi ci ous Response Code B ock 2
207.46.13.2 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 2
46. 19. 85. 250 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode B ock 2
157.55.39. 204 |lhited Sates |147.237.77.216|dover.idf .il Mil tiple Unaut horized UR. Access from 157.55. 39. 204 B ock 2
109. 253. 221. 174]I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
54.210.18.124 |Wnited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1
134. 191. 220. 72 E?Ir:;gom 147.237.77.216|dover.idf . il D stributed Uhaut hori zed URL Access on wawidf.il/error. htm Bl ock 1
. . Unaut hori zed URL Access to
84. 95. 208. 20 | srael 147.237.77. 216 |dover. i df .i | v i df i 1/t enpl at s/ honepage! pi vi k. php B ock 1
] ] . Ml tiple Uhtraceabl e SS. Sessions from 169. 229. 3. 91 (Prot ocol
169. 229. 3. 91 Uhited Sates [147.237.72.156|aman.idf.il viol ation (SSL CON QLI ENT HELLO)) None 1
. . Unaut hori zed URL Access to
66. 249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 1/ 3491 | pg B ock 1
45.72.208.176 |Canada 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx  [B ock 1
. . D stributed Uhaut hori zed LRL Access on
149. 202. 239. 135|France 147.237.77. 216 |dover.idf.i | Wi df i |/t enpl at es/ shar ed/ user cont rol s/ header upper/ Bl ock 1
198.58.103. 158 |Lhited Sates |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw idf.il/1294-en/wwyidf.il/english |Bl ock 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 1
146. 185.56.58 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/hinuch B ock 1
. . D stributed Unaut hori zed URL Access on
66.249.78.234  |Israel 147.237.72. 166 [aka. i df . i | 147 237 72. 166/ r obot s. £ xt B ock 1
84. 95. 208. 20 I srael 147.237.77. 176 |nat pash. i df . i | PHP Att enpt Bl ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |PHP Attenpt Bl ock 1
: . . ; Unaut hori zed URL Access to
157.55.39.133 |lhited Sates |147.237.76. 147 |chi nuch. aka. i df .i | chi nuch. aka. i o .i 1/t enpl at es/ gener al / gener al . aspx B ock 1
134. 191. 220. 75 LK!i“r:gegom 147.237.77.216|dover.i df . il D stributed Uhaut hori zed URL Access on wanidf.il/error. htm Bl ock 1
66.249. 64. 243  [Israel 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/viewing. asp [B ock 1
84. 95. 208. 20 I srael 147.237.76.86 |[navy.idf.il Distributed PP Attenpt Bl ock 1
68. 180. 229. 241 [United Sates |147.237.77.176 |mat pash. i df . i | Paraneter Type M ol ation PageNimin Bl ock 1
wwyv cogat . i df . i1/1934- he/ cogat . aspx
84. 95. 208. 20 | sr ael 147.237.77.234|hal ag.i df . i | PHP At enpt B ock
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Dstributed PHP Attenpt B ock
134. 191. 220. 76 LKJ?Ir:;éjom 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on waww i df.il/error. htm B ock 1
66. 249. 66. 50 I srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/nain/giyus/general.aspx [B ock 1
wWww. chanmat z. aka. i d i
84.95.208.20  |Israel 147.237.77. 226, . Wnaut hori zed LRL Access to o B ock 1
foil wawn chamat z. aka. i df . i1/t enpl at es/ honepage/ di v.item
37.46.41.57 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code Bl ock 1
: . . Unaut hori zed URL Access to
207.46.13. 2 Lhited Sates [147.237.77.216|dover.idf.il v i df i | / 1283- 18058- en/ dover . aspx <a hr ef = B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.231.43 |lhited Sates (147.237.77.216|dover.idf.il v i df i 1/1153- he/ dover . aspx B ock 1
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