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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 9651
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2093
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3
141. 0. 15. 36 Nor way 147. 237. 76. 200 eitan.aka.idf.il |JLMPurple Con Linmit Htp drop 3
141. 0. 15. 36 Nor way 147.237. 76. 200 eitan.aka.idf.il |JLM Under Attack GCon Htp drop 2
217.112. 96. 194 Italy 147.237. 76. 86 navy.idf.il Bl ock_Ulp Al _Nets drop 1
94.102. 49. 116 Net her | ands 147.237.76. 199 e.nakchal .idf.il |B ock Np All_Net drop 1
1.251. 238. 57 Korea, Republic of 147.237. 76. 199 e.nakchal .idf.il |Block Wp All Nets drop 1
185.94.111.1 Russi an Federation 147.237.76. 202 e halag.idf.il Bock Np All Net drop 1

31. 148. 219. 200 Net her | ands 147, 237.76. 197 e. hinush.idf.il Bl ock Udp All Nets drop 1
185. 130. 5. 48 Li t huani a 147. 237. 76. 86 navy.idf.il B ock Np Al Net drop 1

80. 101. 214. 86 Net her | ands 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1




04-28-2016-01:04:12 to 04-28-2016-02:04:12

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




04-28-2016-01:04:12 to 04-28-2016-02:04:12

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 88. 65 147.237.76.86 |Lhited Sates [navy.idf.il ET SCAN NVAP -sA (2) 2
107. 158. 255. 194|147. 237.76. 44 |lhited Sates |e.refuah.idf.il ET SCAN NVAP -f -sS 1
91.193.74.175 |147.237.77.226|Gbral tar waw chanat z. aka. idf . i1 [ET SCAN NMAP -sS wi ndow 1024 1
213.16.45.243 [147.237.77.178|Bil garia e. mat pash. i df . il ET SCAN NVAP -sS w ndow 4096 1
87 70. 32, 236 147 237 77. 233 |1 st el atal il ET DO5 Large anount of TCP ZeroVindow - Possible Nkiller2 1
DDos attack
213.16.45.243 |147.237.77.178|Ril garia e.matpash.idf.il ET SCAN NVAP -f -sS 1
58.218.204. 211 [147.237.76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
174.37.194. 144 |147.237.76.38 |lhited Sates |e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 3072 1
13.92.178.142 |147.237.0.33 |lhited Sates [idf.il ET SCAN NMAP -sS w ndow 2048 1
163. 172. 140. 23 [147.237.0. 33 LK?i;gegom idf.il ET SCAN Potential WNC Scan 5900- 5920 1
161. 202. 120. 146|147. 237.0.33  |Japan idf.il ET SCAN NVAP -sS w ndow 1024 1
128.127. 0. 45 147.237.76. 177 |Itay ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
107. 158. 255. 194|147. 237.76. 44 |lhited Sates |e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
106. 186. 113. 132|147.237.0. 17  |Japan mny- kosher -kravi .i df .i | SEWERAPAO_E Apac.he mod_ssl non- S3L. connection to S 1
port denial of service attenpt
91.193.74.175 |147.237.77.179|Gbral tar e mazi.idf.il ET SCAN NMAP -sS w ndow 1024 1
213.16.45.243 |147.237.77. 178 |Bil garia e. nat pash. i df . il ET SCAN NVAP -sS w ndow 2048 1
13.92.178.142 |147.237.0.33 |lhited Sates [idf.il ET SCAN NMAP -sS wi ndow 3072 1
174.37.194. 144 |147.237.76.38 |lhited Sates |e.eneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
13.92.178.142 |147.237.0.33 |lhited Sates [idf.il ET SCAN NVAP -f -sS 1
161. 202, 120, 146|147, 237. 76. 38 |38pmn o o neitavid il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
128.127. 0. 45 147.237.76. 177 |Italy ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
107. 158. 255. 194|147. 237. 76. 44 |lLhited Sates |e.refuah.idf.il ET SCAN NMAP -sS wi ndow 2048 1
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Sreamng Engine: TCP Invalid

Inval id segnent retransnission.

Ret r ansm ssi on

Packet dropped.

66.249.78.146 |Lhited Sates [147.237.72.166 |aka.idf.il Ret r ansmi ssi on Packet  dr opped. drop 69
208. 115.113.89 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 60
151. 80. 23. 54 France 147. 237. 72. 156 |anan. i df .| SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 42
151. 80. 23. 54 France 147. 237. 76. 147 [chi nuch. aka. i df . i I[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 42
92. 111. 66. 53 Net her | ands 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 24
reaming BEngine: TCP Invali i i ssi
66.249.64.190 |lited Sates |[147.237.72.166 |aka idf.il Streamng Engi ne: TCP alid finvalid segnent retransnission drop 21
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.190 | srael 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. |, 18
Ret ransnm ssi on Packet dropped.
87.70.32.236  |Israel 147.237.77. 233 |atal i df i Bad TCP sequence Srretransmt wth i fferent moni tor (17
w ndow scal e
46.19. 85. 115 I srael 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
52.29. 223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
reamn ine: TCP Invali i i ssi
84.108.195.16 |Israel 147.237.77. 243 |nobile. i f . Streamng Engi ne: TCP alid ivvalid segnent retransnission drop 12
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.78.223 |lhited Sates |[147.237.77.243|nobile.idf.il 9 =9 nvalid segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dropped.
67.114.109. 129 |lhited Sates |147.237.72. 156 |anan.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 11
67.114.109. 129 |United Sates [147.237.76. 147 [chinuch. aka.idf.il|SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 11
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
54.72.0.55 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
217.249.32.69 |Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
Sreaming Engine: TGP Invalid i i sSi
176.13.18.85 [ srael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
87.71. 88. 25 I'srael 147. 237.77. 243 |mobi l e, i f . i 9 =g Invalid segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
167. 114. 109. 129|Canada 147. 237. 76. 147 |chi nuch. aka. i of . i I[SYN At t ack rej ect
167. 114. 109. 129|Canada 147.237.72. 156 |anan. i df .i | SYN Attack rej ect
167. 114. 109. 129|Canada 147.237.72. 156 |aman. i df . i | SYN Attack SYN -> SYN ACK -> Ti meout rej ect
Sreaming Engine: TGP Invalid i i sSi
84.95.208.20  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
109. 65.222. 64  |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 186. 18. 252 |Israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid ' i ssi
37.26.148.142 |israel 147. 237.77. 243 |mobi l e, i f . i 9 =g Invalid segrent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
46.19.85.250  |Israel 147. 237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
141. 0. 14. 107 Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 115 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 5
207. 46.13.2 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 5
167. 114. 109. 129|Canada 147. 237. 76. 147 |chi nuch. aka. i df . i I[SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 5
207.46.13.137 |lhited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 5
68.180.231.43 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 5
Sreamng Engine: TCP Invalid i i ssi
37.142.239.44 |Israel 147.237. 72. 167 |i shuri maka. i df . i | 9 =9 nval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i sSi
157.55.12.81  |Wited Sates |147.237.76. 200 |ei tan aka idf.il 9 =g nval i d segnent retransmssi on. dr op 4
Ret ransm ssi on Packet dropped.
208. 115.111. 73 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 4
157.55.39. 106 |lLhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 4
212.179.217. 34 |israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 4
85. 130. 216. 252 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 4
50.87.144.145 |lhited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 4
54.210.184.37 |Lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 4
79.179.31.243 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 3
66. 249. 64. 233 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
94.77.196. 82 Saudi Arabia |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i ssi
87.70.51.233  [israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.95.208.20 | srael 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
Sreamng Engine: TCP Invalid ' i ssi
87. 70. 86. 62 I'srael 147. 237.72. 166 |aka.i df .1 9 =g Invalid segnent retransmssion. drop 3
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Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46.119. 127. 129 |Wkraine 147.237.76.42 |refuah.idf.il Mil tipl e Unaut hori zed URL Access from46.119. 127. 129 B ock 6
46. 19. 85. 190 I srael 147.237.77.243|nobi | e. i df . i | DO stributed Suspici ous Response Qode B ock 4
46.119.127. 129 |Wraine 147.237.76. 42 |refuah.idf.il PHP At t enpt B ock 4
176. 13. 18. 85 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
84.108.195.16 |[Israel 147.237.77.243|nobi | e. i df . i | DO stributed Suspici ous Response Qode B ock 3
79.177.169. 247 |lIsrael 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unaut horized URL Access from79.177. 169. 247 B ock 2
66.249. 64. 233 |l srael 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 66. 249. 64. 233 B ock 2
109. 64. 99. 91 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
87.71.88.25 I srael 147.237.77.243|nobi | e.i df . i | O stributed Suspicious Response Code B ock 2
66.249.78.223 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
109. 186. 18. 252 |l srael 147.237.77.243|nobi | e. i df . i | DO stributed Suspici ous Response Qode B ock 2
79.180.213. 204 |[Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 2
176. 13. 18. 85 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
46.119.127.129 |kraine 147.237.76.42 |refuah.idf.il Mil tipl e Adnin Bl ocking from46. 119. 127. 129 B ock 2
106. 186. 113. 132|Japan 147.237.0.17 $n|y| kosher -kravi .| ?“Stsrffg%b\'ﬁ_i E‘QﬁsTig‘LSLQHOI ocol violation None 2
2.53.139. 6 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 2
66. 249. 64. 182 | srael 147.237.76. 147 chi nuch. aka. i df . i | mmmsvuz:ior:l:czﬁiklfi_d?‘??lelszh;? ed/ user cont r ol s/ header upper / Bl ock !
108. 26. 200. 145 |[United Sates |147. 237. 72. 166 |aka. i df . i | :)Iulr?:?aas] , i?’;geegﬁing:a;:;féoibgcﬁi/ fm’j W kapat 2] [ 1 es012 B ock 1
5.28.130.226 |l srael 147.237.77.234|hal ag. i df . i | ﬂ?f’tzg;’fi?;fegmf‘mpgg;fh;oe &b et 1. gi Bl ock 1
169.229.3.91  |Uited Sates |147.237.76.31 |nakchal .idf.il %sfﬁﬂ&%?iﬁ& - Protocol violation None 1
87.70. 32. 236 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237. 77. 233/ 894- he/ at al . aspx B ock 1
46. 19. 85. 250 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 1
79.177.169. 247 |l srael 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to ww cogat . i df .il/894-ar B ock 1
46.119.127. 129 |Wraine 147.237.76. 42 |refuah.idf.il Lhaut hori zed URL Access to wwu refua. atal .idf.il/xmrpc. php B ock 1
5.29.126.26 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/mai n/sachar/undefined |B ock 1
46.119.127. 129 [Wkraine 147.237.76.42 |refuah.idf.il Adnmin Bl ocki ng B ock 1
46.121.193.116 |Israel 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
5.29.179. 244 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock 1
90.162. 241. 7 Sai n 147.237.72. 166 |aka. i df . i | Mil ti pl e Unauthori zed URL Access from 90. 162. 241. 7 B ock 1
66.249.78.234 | srael 147.237.72. 166 |aka. i df . i | l‘ﬂ‘;‘”tzg‘;r ;Zf‘iez?‘naﬁfzisiutsj’gener o aspx Bl ock 1
157.55.39.204 |United Sates [147. 237.77. 216 |dover . i df . i | O 2 v 1o, dév‘;.asp A Bock |1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il Lhaut hori zed LRL Access to wan kosher-kravi.idf.il/default.aspx  [B ock 1
65.55.210.156 |lhited Sates |147.237.77. 216 |dover.idf.i | O stributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 1
37.26.148.142 |lIsrael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
68.180.231.43 |lnited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 1
164.132.161.7 |italy 147.237.77. 176 |mat pash. i df . i | D stributed Suspici ous Response Qode B ock 1
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