04-28-2016-00:04:01 to 04-28-2016-01:04:01

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |

600"

5004"

400+

3004"

Number 504~
a

Attacks 1004

& & % \ & & & & K
\.\c @Q &\b & @.\c §\é‘ @.\c *.\c 6.\6 s\b
& ; . K & . K
f T F Y& e &
O RY Q &® .\(Q
™ N ((§>
’\6 C)Q
Top Tar get

[Top Attackers |

Nunber
(6]
At acks

Top Attackers

M dover.idf.il
M aka.idf.il
M i shuri maka.idf.i
M anan.idf.il
M chi nuch. aka. i df . i
B tikshuv.idf.il
M nobi le.idf.il
M navy.idf.il

nmadi matal .idf.il
Miawidf.il

M 167. 114. 156. 16
93.173. 14. 164
M 197. 116. 207. 113
151. 80. 23. 54
Il 66. 249. 78. 146
M 93.168.3.179
I 109. 65. 92. 62
W 95. 86. 104. 79

129.174.121.5
M 41.69.127.1
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 5126
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 84
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock Wdp Al Nets drop 6
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3
185. 130. 5. 48 Li t huani a 147.237.76. 148 gacenter.aka.idf.il |Block Np Al Net drop 1
185.94. 111. 1 Russi an Federation 147.237.76. 176 test.ncore.idf.il Block Np Al _Net drop 1
185. 130. 5. 48 Li t huani a 147.237.76. 198 e.yohal an.idf.il Block Np Al _Net drop 1
185.94.111. 1 Russi an Federation 147. 237. 76. 200 eitan. aka.idf.il B ock Np Al _Net dr op 1

31. 148. 219. 200 Net her | ands 147.237. 76. 30 hi nush. i df . i | ock Wdp Al Nets drop 1
185.94.111. 1 Russi an Federati on 147.237.76. 201 e.ata.idf.il Bock Np All Net dr op 1
37.26. 146. 204 | srael 147. 237. 76. 86 navy.idf.il Invalid TGP H ags drop 1
185.94. 111. 1 Russi an Federation 147.237. 76. 30 hi nush. i df .i | Block Np Al _Net drop 1
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|Top Attackers In IPS|

At t acker At acker .
Qount ry arget Address |Site Sgnature
187.167.253.1 |Mexi co 147.237.77.74 |lawidf.il 12347 HITP. PHP-G3 Query String Parameter |nformation DOsclosure B ock 1
Wl nerability
187.167.253.1 |Mexi co 147.237.77. 176 |nat pash. i df . i Iﬁfj;ab'ﬂ?y PHP-C3 Qeery String Paraneter Information O sclosure B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCQP D stributed Portscan 1
104. 219. 238. 10 |147.237.76.38 [Lhited Sates |e.e.neitav.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 79. 104 147. 237. 76. 200 |Net her | ands eitan.aka.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
37.26.149.199 |[147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
220.231. 195. 122|147. 237. 77. 74 |Chi na lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126.230. 74 |147.237.77.74 |Whited Sates |lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
106. 38, 241. 106 |147. 237. 72. 166 |chi na akaidh il SEF\’\/ER APAO—E_Apache nod_ssl non-SSL connection to SSL port 1
deni al of service attenpt
104.214.34.99 |147.237.76. 147 |Uhited Sates |chinuch. aka.idf.il|ET SCAN NMAP -sS wi ndow 1024 1
46.151.52.231 |147.237.77. 233 |Wkrai ne atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
220.231. 195. 122(147. 237. 77. 74 |Chi na lawidf.il ET SCAN NMAP -sS wi ndow 3072 1
209.126.230. 74 |147.237.77.176|Wited Sates |natpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
208. 167. 254. 99 |147.237.77.235|Whited Sates |svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Acti on ‘Count
Sreamng Engine: TCP Invalid i i ssi

93.173.14. 164 | srael 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. | 126
Ret ransm ssi on Packet dr opped.

197. 116. 207. 113|A geria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 83
Sreanming Engine: TCP Invalid i i ssi

66.249.78.146 |Wnited Sates 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | 81
Ret ransnm ssi on Packet dr opped.

93.168. 3. 179 Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 72

109. 65. 92. 62 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Tineout |reject 47

151. 80. 23. 54 France 147. 237.72. 156 |anan. i df .i SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 41

151. 80. 23. 54 France 147. 237. 76. 147 [chi nuch. aka. i df . i [|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 41

129.174.121.5 |Uhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 30

41.69.127.1 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 26

197.116. 207. 113|A geria 147.237.77. 216 |dover.idf.il drop drop 25
Sreanming Engine: TCP Invalid i i ssi

66.249. 66. 184 |Lhited Sates 147.237.0.34  |tikshwv.idf.il 9 =g Invalid segnent retransmssion. | 24
Ret ransnm ssi on Packet dropped.

139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 18

198.58.103. 160 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

85. 130. 216. 252 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |12

162. 243. 118. 199|lhited Sates 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 12
Sreaming Engine: TCP Invalid i i ssi

2.53.23.208 I srael 147. 237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 12
Ret ransni ssi on Packet dr opped.

52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12

198. 58.103. 158 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
Sreanmng Engine: TCP Invalid i i ssi

66.249. 64.190 |lnited Sates 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 12
Ret ransnm ssi on Packet dropped.

54.190. 207.122 |whited Sates 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 11

46.19. 85.0 | srael 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 11

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10

23.249.38.161 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 10

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
Sreanming Engine: TCP Invalid i i ssi

109.65.136.1  |israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. | 9
Ret ransm ssi on Packet dr opped.

85.130. 224.48 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACGK nunber aert 9
Sreanming Engine: TCP Invalid i i ssi

37.26.148.179 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 9
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

66.249.66.50  |Uited Sates 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 9
Ret ransnm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi

62.90. 194. 234 |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. | 9
Ret ransnm ssi on Packet dropped.

85.130. 224. 48 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |9

50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8

68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7

. . SYNFACK retransnmit with .

2.55.186. 158 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent i ndow scal e noni t or 6
Sreanmng Engine: TCP Invalid i i ssi

66.249.66.47  |Uited Sates 147.237.0.34  |tikshwv.idf.il 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.

52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6

95. 86. 104. 79 | srael 147.237.72. 166 |aka. i df .i| SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 6

188. 161. 51. 188 g";'cisgi'géa” Tertitoryts 47, 237. 77. 216 |dover. i df . i dr op First packet ism't SWN drop 6
Sreamng Engine: TP Invalid i i ssi

2.53.139. 6 I'srael 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dr opped.

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6

45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6

93.19.21.61 France 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

Pal estinian Territory S -

37.8.29. 14 Qccup ed 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5

95.86.104.79  |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence i’;‘u':rt‘ggnsmt wth different ) oy 5

95.86.104.79 | srael 147.237.72. 166 |aka.i df i Bad TCP sequence Sretransnmit wih different — Joonitor |5

seqguence
86.10.72. 71 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
95. 86. 104. 79 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |5
Pal estinian Territory, C e .

82. 205. 63. 129 Qccupi ed 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4

17. 142.156. 109 |UWhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4

37.46.41.2 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 64. 99. 91 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 4
27.127.173.152 |Japan 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to wwwyidf.il/newsite/english/main asp |B ock 4
176.13.19.5 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
2.53.23. 208 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
207.46.13.132 |wnited Sates |147.237.77.216|dover.idf .il Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 2
87. 68. 26. 225 I srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed HTTP Met hod B ock 2
. . . S Untraceabl e Gonnection - Protocol violation
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
79.178.183.238 |[Israel 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to wawidf.il/tenplates/article/nobile  |B ock 1
66.249. 64. 3 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/eitan/listpage/ B ock 1
. m ny- kosher-kravi .i [mitiple Utraceabl e SS. Sessions from169.229.3.91 (Protocol
169. 229. 3. 91 Lhited Sates 147.237.0. 17 df il violation (SSL GO QLI ENT HELLO) None 1
87. 68. 26. 225 I srael 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to naarachot.idf.il/pdf/files/8/ B ock 1
. . Unhaut hori zed URL Access to
66. 249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ st yl ef shar ed/ | ayout 2. css B ock 1
Russi an . . D stributed Lhaut hori zed URL Access on
188. 73. 143. 132 eration 147.237.77.216|dover . i df . i vw i o i1/t enpl at es/ ar ti cl ef nobi | e B ock 1
85.65.71.146 | srael 147.237.72. 166 |aka. i df . i | llegal Byte Qe Character in UL /mai v kapat 2/ res#012 B ock 1
our ces/ i nages/ i nner page/ goback. gi f
66.249. 64. 233  [Israel 147.237.77.216|dover.idf .il Ml tipl e Unaut horized URL Access from 66. 249. 64. 233 B ock 1
] . . . . S Untraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Wited Sates |147.237.76.39 [nobile. neitav.idf.il (SSL CONN LI ENT FELLO) None 1
] - . Unaut hori zed URL Access to
90. 162. 241. 7 Spai n 147.237.72. 166 [aka. i df . i | vaww aka, i o . i 1/ nai r home/ pni ot . asp. espafiol Bl ock 1
66.249. 66. 125 [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text. css |B ock 1
17.142.156.109 |[thited Sates |147.237.77. 216 |dover. i df .i| Wnauthorized UL Access to Bl ock 1
w i df . i | / appl e- app-si t e-associ ati on
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
109. 67. 37. 25 I srael 147.237.72.166 |aka. i df . i | aka, i o . i |/ nai v/ sachar/ nai | box. aspx None 1
85. 65. 71. 146 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in URL from85. 65. 71. 146 B ock 1
66.249. 64. 238 [Israel 147.237.77.216|dover.idf .il Ml tipl e Unaut horized URL Access from 66. 249. 64. 238 B ock 1
] . . S Untraceabl e Gonnection - Protocol violation
169.229.3.91  |[thited Sates |147.237.77.234|hal ag.idf.il (SSL CONN LI ENT FELLO) None 1
- - Unaut hori zed URL Access to
95. 86. 84. 210 I srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl e shar ed/ r eset . css B ock 1
68.180. 229. 241 [United Sates  |147.237.77. 176 |mat pash. i df .i | Paraneter Type M ol ati on PageNimi n Bl ock 1
waw cogat . i df . i |/ 2065- he/ cogat . aspx
. - Unaut hori zed URL Access to
213.7.199.252 |Cyprus 147.237.77.216|dover.i df.il v i df i 1/t enpl at es/ honepage nobi | e Bl ock 1
. . Unhaut hori zed URL Access to
109. 253. 227. 73 |Israel 147.237.77. 176 [nat pash. i df . i | voww cogat i o i | /tenpl at es/ general / nobi | @ Bl ock 1
87. 68. 26. 225 I srael 147.237.77. 170 |maar achot . i df . i | Mil ti pl e Unaut horized URL Access from 87. 68. 26. 225 B ock 1
66.249. 64. 238 [Israel 147.237.77.216|dover.idf .l Lhaut hori zed URL Access to wawidf.il/atal 1/izkor/viewing. asp |B ock 1
105. 159. 218. 205|Mor occo 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wawwidf.il/arr/ Bl ock 1
77.75.77.17 Czech Republic |147.237.77. 216|dover . i df . i | Lhaut hori zed URL Access to waw i df. i/ page/ 32/ B ock 1
46.120.137.11 |Israel 147.237.72. 166 [aka. i df . i | Unhaut hori zed Met hod HEAD for ww aka. i df . i |/ mai n/ sachar/ B ock 1
] . . Unhaut hori zed URL Access to
157.55.39.146 |[lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 20293- he/ dover . asp Bl ock 1
66.249.66.121 [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76.42/style/ 1. he/print.css |B ock 1
177.148.181. 88 |Brazil 147. 237. 7. 216 [dover . i df . i | Ostributed Uhaut hori zed LR. Access on Bock |1

WA i df . i1/ newsi t e/ engl i sh/ nai n. asp
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