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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 8724
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2167
197.116. 207. 113 Ageria 147.237.77. 216 dover.idf.il DC5- HTTP-fi ref | ood dest - r eset 10
81.218. 65. 210 | srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 6
79.183. 13. 169 | srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 6
185. 130. 5. 48 Li t huani a 147. 237. 76. 202 e halag.idf.il B ock Np Al _Net drop 1
185. 130. 5. 48 Li t huani a 147.237.76. 34 yohal an.idf.il B ock Np Al _Net drop 1
113.17.184. 25 Chi na 147.237.76. 176 test.ncore.idf.il |Block Wp All Nets drop 1
185. 130. 5. 48 Li t huani a 147.237. 76. 38 eeneitav.idf.il |Block Np All Net drop 1
71.6.167. 142 Lhited Sates 147.237.76. 42 refuah.idf.il Block Udp All Nets drop 1
123. 59. 59. 52 Chi na 147.237.77. 233 atal .idf.il bl ock-sp-traf 1 drop 1
185. 130. 5. 48 Li t huani a 147.237.76. 201 eatal.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
193. 227.34.78 147. 237. 76. 202 Egypt e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
169. 45. 138. 6 147. 237.76. 196 Net her | ands e.sviva.idf.il ET SCAN Potential SSH Scan 1
169. 45. 138. 6 147.237.0.19 Net her | ands nadi matal .idf.il ET SCAN Potential SSH Scan 1
104. 156. 230. 199 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 230. 74 147. 237.76. 38 Lhited Sates e.eneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 227. 34. 78 147. 237. 76. 202 Egypt e halag.idf.il ET SCAN NMAP -sS wi ndow 4096 1
169. 45. 138. 6 147.237.76. 201 Net her | ands e.ata.idf.il ET SCAN Potential SSH Scan 1
169. 45. 138. 6 147.237.76. 176 Net her | ands test.ncore.idf.il ET SCAN Potential SSH Scan 1
107. 158. 255. 194 147. 237. 76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 79. 104 147.237.76. 148 Net her | ands gocent er. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

86.108. 68.233 |Jordan 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SN drop 504

197.116. 207. 113|A geria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 281
Sreanming Engine: TCP Invalid i i ssi

176.13.5.200  [Israel 147.237. 72. 167 |i shuri maka i df .1 9 =g Invalid segment retransmssion. dr op 60
Ret ransni ssi on Packet dropped.

197. 116. 207. 113|A geria 147.237. 77. 216 |dover.i df . i1 drop drop 46

149.101.1. 116 |Whited Sates (147.237.77.216|dover.idf.il drop First packet isn't SYN drop 41

151. 80. 23. 54 France 147.237. 72. 156 [anan. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 39

151. 80. 23. 54 France 147. 237. 76. 147 |chi nuch. aka. i df . i [|]SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 36

149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31

198. 58. 103. 158 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 20

197. 116. 207. 113|A geria 147.237. 77. 216 |dover.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 16

166.137.10.52 |lLhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 16

197. 45. 132. 217 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 13

37.26. 146. 229 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13

208. 115.113. 89 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 12

40.77.167. 31 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 12
Sreaning Engine: TGP Invalid ' i ssi

31.154.165.95 | srael 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.

198. 58. 99. 82 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 12

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
Sreaning Engine: TCP Invalid i i ssi

178.39.157. 212 |Svitzerland  |147. 237.76. 200 |ei tan aka. i of .i 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.

198.58.103.91 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 12

86. 108. 68. 233  |Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
Sreamng Engine: TCP Invalid i i ssi

213.57.185.89 |Israel 147. 237. 77. 243 |nobi | e. i of . i 9 =9 Inval i d segnent retransnission. drop 10
Ret r ansni ssi on Packet dr opped.

52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10

197. 116. 207. 113|A geria 147.237.77. 216 |dover.idf . i1 Bad TCP sequence noni t or 9
Sreanming Engine: TCP Invalid i i ssi

46.19.86.175  |Israel 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segment retransmssion. dr op 9
Ret ransni ssi on Packet dropped.

68.180.231.43 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 9

50. 87. 144. 145 Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SYN drop 8

113. 95. 44, 143 Chi na 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8

. . . SWNretransnmit wth different .

113. 95. 44. 143  |Chi na 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 8

94.77.196. 82 Saudi Arabia  |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 7

79.178.201.67 | srael 147.237.76.42 |refuahidf.il  [Bad TOP sequence S retransmt wth different monitor |7

w ndow scal e

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
Sreaning Engine: TCP Invalid i i ssi

37.26.148.199 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransnssion. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

185.32.179.94 |Israel 147. 237, 77. 243 |nobi l e.i df . | 9 =9 Inval i d segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

94.159. 169. 189 i srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransnssion. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

66.249.66.184 |lnited Sates [147.237.0.34 |tikshuv.idf.il 9 =9 Inval i d segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dr opped.

46. 19. 86. 175 I srael 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6

212.76.106.9 | srael 147.237.72. 166 |aka.idf.il dr op First packet isn't SN drop 6

40. 77. 167. 57 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi

79.177.16.98  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransnssion. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

84.111.80.2  |Israel 147.237.77. 243 |mbi le.i o i1 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.

207. 46. 13. 89 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 5

185.32.179. 179 |lsrael 147.237.72. 167 |i shurimaka. i df . i [|SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

5.102.242.214  |lIsrael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber noni t or 5

82.69. 27. 238 zlnt:gom 147.237.77. 216 |dover.idf.il drop FHrst packet isn't SYN drop 5

46.121.196. 141 |Israel 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

31.38.188.103 |Fance 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 4

178. 39. 157. 212 |Sntzerland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4

45. 35. 64. 142 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 4

192. 249. 66. 247 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 175 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode Bl ock 85
109. 65. 208. 210 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 14
213.57.185.89 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 4
5.248.253.133 |kraine 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df.il/1556-en/ B ock 3
93.172.159.0 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
131.253.25.190 |thited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 3
2.53.163.3 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode Bl ock 2
46.19. 86. 175 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 2
66.249. 64. 233 [Israel 147.237.77.216|dover.idf.il Mil tipl e Unhaut hori zed URL Access from 66. 249. 64. 233 B ock 2
106. 38. 241. 106 |Chi na 147.237.76.86 |navy.idf.il Mil ti pl e Uhaut hori zed URL Access from 106. 38. 241. 106 Bl ock 2
66.249.78.240 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock 1
46.116.52.238 |Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1275-he/ atal . aspx |B ock 1
} ny-kosher-kravi . idf.i |s3_ untraceabl e Gonnection - Protocol viol ation
169. 229. 3. 91 Lhited Sates |147.237.0.16 : (SSL_CONN (LI ENT_HELLO) None 1
. . . URL is Above Root Drectory
113. 95. 44, 143 |Chi na 147.237.77.216|dover . i df . i1 Wi df i1/ ./ shar ed/ user cont rol s/ header upper/ B ock 1
. . Mil tipl e Whaut hori zed Method for Known URL from
84.228.63.150 |Israel 147.237.72. 166 |aka. i df . i | 84. 228. 63. 150 B ock 1
207. 46. 13. 15 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf. il /yohal an/ mai n/ asp B ock 1
. . Unhaut hori zed URL Access to
66.249. 64. 233 [Israel 147.237.77.216|dover.i df .i | v i df i |/ at al 1/ zkor/ i ew i ngt op. asp B ock 1
. wwn, chamat z. aka. i df .
141.212. 122. 161|lhited Sates [147.237.77.226 i Unaut hori zed URL Access to 147.237.77.226/ B ock 1
17.142.156. 171 |Whited Sates |147.237.72. 166 |aka.idf . il Wnaut hori zed URL Access to o Bl ock 1
virwv aka. i df . i |/ appl e- app- si t e-associ at i on
106. 38. 241. 106 |Chi na 147.237.76.86 |navy.idf.il thaut hori zed URL Access to B ock 1
navy.idf.il/main/gi yus/ gi yus/ general . aspx
77.126.40.212 |[israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
. . Unhaut hori zed URL Access to
46. 116. 215.5 I srael 147.237.72.166|aka. i df . i | vwwn aka, i dff i |/ mai v/ sachar / undef i ned Bl ock 1
] . . S Lhtraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Wited Sates [147.237.72.166|aka.idf.il (SSL OONN CLI ENT HELLO) None 1
117.78. 13. 29 Chi na 147.237.72. 156 |arman. i df . i | Lhaut hori zed URL Access to 147.237. 72. 156/ robot s. t xt B ock 1
5.29.11.4 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ 960. css |B ock 1
84.228.63.150 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for ww aka. i df .i |/ mai n/ sachar/ B ock 1
. . Unhaut hori zed URL Access to
66. 249. 64. 243 |Israel 147.237.77.216|dover . i df . i v i df i |/ at al 1/ zkor/ i ew i ngt op. asp B ock 1
149. 78. 195. 125 |I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.46.38.107  |israel 147. 237. 72. 166 |aka. i df . i | thknown Paraneter VI EVETATEENCRYPTED i n None 1
wwn aka. i df . i |/ mai n/ sachar/ nas. aspx
109. 65. 0. 22 I srael 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw i df.il/aman B ock 1
. . DO stributed Uhauthorized URL Access on
79.178.201. 67 |l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl el shar ed/ 960. css B ock 1
46.117.37. 24 I srael 147.237.77.216|dover.i df . il SSL Wntraceabl e Connection - Qpen Mde None 1
185.32.179. 94 |Israel 147.237.77.243|nobi l e.idf . i | D stributed Suspici ous Response Code B ock 1
130. 185. 155. 10 |Sweden 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 1
5.29. 179. 244 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1517-he/ atal . aspx |B ock 1
93. 160. 60. 22 Denrmar k 147.237.77.216|dover.idf .l Uhaut hori zed LRL Access to ww i df.il/newsite/english B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st oragel {1 | es/ 9/ 2689, | pg B ock 1
. . Unknown Paraneter anp;catld in
153.129. 11. 252 |Japan 147.237.72. 166 |aka. i df . i | ww aka i o i1/ 1 ght's/ aspl i nf 0. asp None 1
109.65.176.23 |l srael 147.237. 72. 166 |aka. i df . i | thaut hori zed LR Access to o Bl ock 1
viewv aka. i df . i |/ mai n/ gi yus/ vwan navy. i df . i |
80. 179. 109. 2 I srael 147.237.77.243|nobi l e.i df . i | Uhaut hori zed URL Access to nobi | e.idf.il/nekudot/i ndex B ock 1
46.120. 156. 131 |Israel 147.237.72. 166 |aka. i df . i | Wnknown Parareter _V BASTATEENCRYPTED i n None 1
wan aka. i df . i | / mai n/ sachar/ nai | box. aspx
194. 187. 168. 220|France 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to vww i df . il/894-en/ i df gdover. aspx B ock
130. 185. 155. 10 |Sweden 147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawu i df.i|/wp-1ogin. php B ock
. . Unaut hori zed URL Access to
66. 249.78. 234 I srael 147.237.72.166 [aka. i df . 1 | 147. 237. 72. 166/ nai n/ sachar / r esour ces/ i nages/ i nser vi ce. j pg Bl ock !
157.55.39.128 [wnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1133-19149- he/ dover... [B ock
84.111.80.2 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock
197.116. 207. 113|A geria 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to 147.237.77. 216/ B ock 1
17.142.155. 123 Uited Sates [147.237.77.74 |lawidf.il thauthori zed LRL Access to Bl ock 1

wan nag. i df . i1/ appl e- app-sit e-associ ati on
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