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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |veb Ste |9 gnature | Device Action  |Count |
85. 250. 228. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 3385
109. 253. 133. 15 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet syn drop 466
81.218.37.2 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegot i ation-d i dest - r eset 180
220.181. 108. 152 Chi na 147.237.76. 42 refuah.idf.il TCP handshake vi ol ation, first packet syn drop 30
37.26. 147. 199 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 13
123.218. 153. 6 Japan 147.237.76. 39 nobi | e. nei tav.idf.il Bl ock Wp Al Nets drop 5
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 4
192. 118. 27. 253 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet syn drop 4
37.26.148. 181 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
212.117.136. 7 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
176. 12. 136. 207 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 2
79.183.110. 53 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet syn drop 2
95. 86. 105. 60 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
82. 80. 69. 90 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
2.52.151. 145 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
212.179. 61. 126 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
109. 253. 132. 59 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 1
84.108. 122. 109 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 1
2.54.15. 146 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
199. 203. 215. 1 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Country\Target Address |Ste

|NarTe

|mvi ce Acti 0n|Count |

37.142.128. 208 |l srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |[B ock 7
46. 19. 85. 97 | srael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 6
109. 186. 122. 30 |l srael 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |[B ock 3
37.142.128. 208 |lsrael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |[B ock 3
80. 74. 105. 107 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
220.181.125.15 |China 147.237.77.74 |lawidf.il Cl03: HITP: User Agent Sogou-+web+spi der B ock 1
85. 25. 103. 50 CGer nany 147.237.0. 19 nadi matal.idf.il DVRep_B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.0. 16 ny- kosher-kravi.idf.il |DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.72.14 |dover.idf.il (ol d) DVRep B-N 60 100 B ock 1
46.19. 85. 113 | srael 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |[B ock 1
85. 25. 103. 50 Cer many 147.237.8. 24 e lifestyle.idf.il DVRep _B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il DVRep_B-N 60 100 B ock 1
2.52. 40. 52 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |[B ock 1
185.32.178.74 |lsrael 147.237.72. 166 |aka.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 1
71.6.167. 142 Lhited Sates 147.237.76.201 |e. atal .idf.il DVRep_B-N 60 _100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.76.38 |e.e.neitav.idf.il 7610: | P Reputation B ock 1
85. 25. 103. 50 Ger nany 147.237.76.202 |e.hal ag.idf.il DVRep_B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76.34 |yohalan.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.44 |e.refuah.idf.il DVRep_B-N 60 100 B ock 1
66. 240. 192, 138 |Lhited Sates 147.237.76. 200 |eitan. aka.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Cer many 147.237.77. 226 |wwn chamat z. aka. i df il |7610: | P Reputation B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76.199 |e. nakchal .idf.il DVRep_B-N 60 100 B ock 1
212.25.102.57 |Israel 147.237. 72. 156 |anan.idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute |[B ock 1
84.109. 212. 169 |l srael 147.237. 72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute |[B ock 1
71. 6. 165. 200 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il DVRep_B-N 60 100 B ock 1
93. 120. 27. 62 Romani a 147.237.76.31 |nakchal .idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.8. 46 e.chinuch.idf.il DVRep B-N 60 100 B ock 1
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|Top Attackers In |D|

A tacker

Attacker Address Target Address |Jte
Country

185. 32. 179. 20 | srael 147.237. 72. 167 |i shurimaka.i df.i | |PQlI CY- OTHER TCP packet with urgent flag attenpt 5
82. 80. 230. 200 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
43.255. 191. 165 |Japan 147.237.76.200|eitan. aka. idf.il |ET SCAN Potential SSH Scan 1
2.54.180. 146 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 1
212.179.102. 167|l srael 147.237.72. 166 |aka.idf.il portscan: TCP D stributed Portscan 1
194. 114. 146. 2271 srael 147. 237. 72. 166 |aka.i of i 1 atSEF\’\/E'-\ltemDt APACHE Apache nod_ssl non-SSL connection to SSL port denial of service 1
104. 167. 118. 60 147.237.76.200|eitan.aka.idf.il |ET SCAN NMAP -sS wi ndow 3072 1
79.183.102. 163 |Israel 147.237.72. 166 |aka.idf.il portscan: TCP D stributed Portscan 1
61. 240. 144. 67 Chi na 147.237.0. 15 kosher-kravi .i df.i |[ET SCAN NVAP -sS wi ndow 1024 1
46.116. 107. 243 |l srael 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 1
43.255. 191. 165 [Japan 147.237.76. 202 |e.hal ag.i df .i | ET SCAN Potential SSH Scan 1
37.142.77.189 | srael 147.237.72. 166 |aka.idf.il portscan: TCP D stributed Portscan 1
212. 235. 103. 203|l srael 147.237.72. 166 |aka.idf . il portscan: TGP D stributed Portscan 1
194. 114. 146. 227l srael 147.237.72. 166 |aka.idf.il portscan: TCP D stributed Portscan 1
66. 249. 78. 95 Lhited Sates 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 1
46.117.134. 101 |l srael 147.237.72. 166 |aka.idf.il portscan: TCP D stributed Portscan 1
43.255. 191. 165 [Japan 147.237.77.19 |lawforumidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Country |Target Address |Ste | Message | Name | Device Action |Count |
81.218.71.132 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 4539
212.179. 61. 127 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 2636
80. 94. 146. 53 Sntzerl and 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 1649
84. 228. 157. 56 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 1157
109. 64. 4. 28 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 715
46. 19. 85. 90 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't dr op drop 671
46.19. 86. 228 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 397
105. 36.118. 112 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 367
212.179. 61. 126 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 233
37.26.147. 190 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 194
109. 64. 173. 202 | srael 147.237.76. 42 refuah.idf.il |SINretransmt wth different w ndow scal e Bad TCP sequence |nonitor 141
192. 116. 232. 69 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't dr op drop 137
94. 230. 95. 76 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 135
31. 168. 78. 243 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 109
62. 90. 255. 56 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 87
46.116. 211. 238 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 85
37.26. 148. 138 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 82
109. 186.24. 71 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't dr op drop 81
82.145. 210. 164 Eur ope 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 78
66. 249. 78. 102 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 76
46. 19. 86. 2 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 74
41. 33. 232. 65 Egypt 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 71
37.48.120. 214 Net her | ands 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 69
66. 249. 78. 95 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't dr op drop 67
46.19. 86. 182 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 63
173. 13. 243. 61 Lhited Sates 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 61
108. 50. 210. 59 Lhited Sates 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 61
66. 249. 78. 109 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 60
46. 19. 86. 170 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 55
79.183. 105. 247 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't dr op drop 51
109. 64. 173. 202 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 50
213. 8.52. 149 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 46
95. 86. 112. 147 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 46
66. 249. 78. 166 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 45
149.78.14.9 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 45
70.192. 64. 32 Lhited Sates 147.237.77.216 |dover.idf.il |Frst packet isn't dr op drop 45
46.19. 86. 250 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 42
212.117.136. 8 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 42
66. 249. 78. 173 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 42
5.28.167.170 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 41
176.12. 138. 253 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 40
176. 12. 148. 255 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't dr op drop 39
50. 87. 144. 145 Lhited Sates 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 39
84. 95. 205. 88 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 34
109. 64. 26. 146 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 34
2.54.134. 4 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 32
212.179.221.78 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 32
176.12. 147. 168 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't dr op drop 32
79.176.104. 28 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 31
54.72.0.55 Lhited Sates 147.237.77.216 |dover.idf.il |Frst packet isn't drop drop 31
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Qount ry Target Address |Ste Acti on ‘Count
s Too Many of the Same Response Code (404) in Session from
192. 114. 163. 27 |[Israel 147.237.76.42 |refuah.idf.il 192. 114. 163. 27 Bl ock 63
I R Too Many of the Same Response Code (404) in Session from
109. 253. 140. 79 |[Israel 147.237.0. 19 nadi matal .idf.il 109. 253. 140. 79 Bl ock 15
. . D stributed Uhaut hori zed URL Access on

109. 253. 147. 170|lI srael 147.237.72. 166 |aka.idf.il v aka, i df i 1// mai n/ r abanut / vebr esour ce. axd Bl ock 12

212. 25.102. 57 | srael 147.237.72. 156 |anan.i df . il Unaut hori zed UR. Access to waw aman. i df.il/nodiin/masl uli maspx |B ock 4

2.54.26.12 I'srael 147. 237.72. 166 |aka i df .1 Distributed thauthorized URL Access on Bl ock 3
waw aka. i df . i | // mai n/ har edi ni webr esour ce. axd

46.19.85.147  |israel 147. 237, 72. 166 |aka. i df .i Distributed thauthori zed URL Access on B ock 3
vy aka. i df . i | // mai n/ har edi nd webr esour ce. axd

5.29.167.173 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to wan i df.il/894-he Bl ock 3

: s Unaut hori zed URL Access to

72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il wan navy. i df . i | / 994- 8613- hel navy. aspx. aspx Bl ock 2

176. 12. 145. 244 |l srael 147.237.0. 17 Imny- kosher-kravi . i df. | Untraceabl e S3. Sessi ons: Lhknown Server Certificate None 2

95.86.116.178 |Israel 147. 237. 72. 166 |aka. i df . Distributed thauthorized URL Access on B ock 2
waw aka. i df . i | // mai n/ har edi ni webr esour ce. axd

85. 65. 54. 88 | srael 147.237.72. 166 |aka. i df . il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2

46. 19. 85. 92 I srael 147.237.72. 166 |aka. i of .i | Distributed thauthorized URL Access on B ock 2
waw aka. i df . i 1 // mai n/ har edi nd webr esour ce. axd

176. 12. 148. 73 | srael 147.237.72. 166 |[aka. i df .i | D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 2

147.236. 16. 190 |l srael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 2

109. 64. 204. 57 | srael 147.237.72. 166 |aka.idf .il Lhaut hori zed URL Access to v aka. i df.il/wwtikshuv.idf.il Bl ock 2

87.68.228.78  [Israel 147.237.72. 166 |aka. i of .i | Distributed thauthorized URL Access on B ock 2

v aka. i df . i | // nai n/ har edi mi webr esour ce. axd

66.249.64.77  |israel 147.237.72. 156 |anen. i df . Distributed hadt hori zed LR Access on . B ock 1
waw anan. i df . i | // consol e/ cor e/ doc_ngr/ undef i ned

93.172.169. 104 |israel 147. 237. 72. 156 |anan.i df .i | Wnaut hori zed LRL Access to . B ock 1
waw anan. i df . i |/ consol e/ cor e/ doc_ngr/ undef i ned

46.19. 86. 57 I srael 147. 237.72. 166 |aka.i df . i Distributed Whauthori zed LR Access on B ock 1
waw aka. i df . i |// mai n/ har edi nd webr esour ce. axd

D stributed Unaut hori zed LR Access on

5.29.221. 145 | srael 147.237.72. 166 |aka.idf.il v aka, o i1 /1t t ps: /v aka i of i1/ B ock 1
178. 120. 244. 167|Bel arus 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode Bl ock 1
149. 78. 246. 248 |lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/hebrew statistics/gens.stm |B ock 1
66. 249. 78. 102 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx |B ock 1
66. 249. 64. 26 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ 1129- he/ dover. aspx |B ock 1
R Unaut hori zed URL Access to
212.179.61.126 |[Israel 147.237.77.74 |lawidf.il wow | aw i df . i |/ 163- 7278- hel pat zar . aspxt uyt u8 B ock 1
. . D stributed Uhaut hori zed URL Access on
109. 186. 122. 30 |l srael 147.237.76. 42 |refuah.idf.il 147. 237. 76. 42/ | 1518- he/ r ef uah. aspx Bl ock 1
84.108. 96. 120 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
37.142.171.168 |Israel 147. 237. 72. 166 |aka. i df . Distributed thauthorized URL Access on B ock 1
waw aka. i df . i | // mai n/ har edi ni webr esour ce. axd
Unaut hori zed URL Access to
193. 106. 54. 21 | srael 147.237.72. 166 |aka. i df .il wn aka. i df . i1/ sites/resources/ chi nuch/ styl es/inport/bottonmavi gat o |B ock 1
n. asp
66. 249. 78. 236 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 938- he/ r ef uah. aspx Bl ock 1
2.54.18.124 | srael 147.237.77. 233 |atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock 1
138.134.192. 10 |lsrael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/mlnet Bl ock 1
R Unaut hori zed URL Access to
66. 249. 67. 66 | srael 147.237.76.86 |navy.idf.il 147. 237. 76. 86/ 1132- 8000- he/ navy. aspx Bl ock 1
212.76.117.120 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
46.121. 110. 69 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wwidf.il/https:/wwidf.il/ Bl ock 1
5. 255. 253. 16 RJSf;:I”i on 147. 237. 77. 176 |nat pash. i of . i | Mil ti pl e Unaut hori zed URL Access from 5. 255, 253, 16 B ock 1
180. 76. 4. 64 Chi na 147.237.77. 176 [nat pash. i df . i | Uhaut hori zed URL Access to 147.237.77. 176/ Bl ock 1
79.179.209.82 |israel 147. 237. 72. 156 |aman. i f . Distributed Lhaut hori zed LR Access on B ock 1
vy aman. i df i | //https:/ww anan. i df.il/
o Unaut hori zed URL Access to
66. 249. 78. 109 | srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1133- 16854- he/ dover . aspx Bl ock 1
157. 55. 39. 208 Lhited Sates 147.237. 77. 226 |ww chanat z. aka. i df . i| |Unaut hori zed URL Access to 147.237.77. 226/ Bl ock 1
66. 249. 64. 66 | srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to www nag. i df . il /993/ pat zar . aspx Bl ock 1
109. 253. 137. 141 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
R S ULhtraceabl e Gonnection - Protocol violation
194. 114. 146. 227l srael 147.237.72. 166 |aka.idf . il (SSL_CONN LI ENT HELLO) None 1
66. 249, 78. 242 | srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ Bl ock 1
141.212.122.26 |Lhited Sates 147.237.77. 234 |hal ag.idf.il Unaut hori zed URL Access to 147.237.77.234/ Bl ock 1
s Unaut hori zed URL Access to
66. 249. 69. 36 | srael 147.237.72. 166 |aka.idf . il 147, 237. 72. 166/ nai n/ gi yus/ gi yus/ gener al . aspx B ock 1
61.91. 144. 102 Thai | and 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to ww aka.idf.il/nain/ Bl ock 1
212 117. 143. 2501 srael 147.237. 72. 166 |aka. i df i | Ml tipl g Untraceabl e SSL Sessions from212. 117. 143. 250 (Lhknown None 1
S Sessi on)
R D stributed Unaut hori zed URL Access on
109. 64. 173. 202 |[Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ | 1518- hel r ef uah. aspx Bl ock 1
31.168. 101. 163 |l srael 147.237.72. 166 |aka. i df.i | Lhtraceabl e S Sessi ons: Uhknown SSL Sessi on None 1
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