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|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Country |Target Address |veb Ste |9 gnature |Device Action  |Count |
220.181.108. 94 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 365

85. 65. 225. 21 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 80

95. 86. 74. 78 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 2

198. 12. 64. 170 Lhited Sates 147.237.76. 38 e.eneitav.idf.il B ock Np Al Net drop 1

198. 12. 64. 170 Lhited Sates 147.237.76. 42 refuah.idf.il Bock Np Al Net drop 1

66. 240. 192. 138 Lhited Sates 147.237. 76. 39 nobi | e. nei tav.idf.il Bl ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address \S te | Name |Davi ce Action |Oount |
109. 64.52. 141 |l srael 147.237.72.166 |aka idf.il DVRep_P- N 40- 59 Per ni t 2104
66. 240. 236. 119 |Lhited Sates 147.237. 8. 27 e.nadimatal .idf.il |DVRep_B-N 60_100 Bl ock 2
71.6.167. 142 Lhited Sates 147.237.77.235 |sviva.idf.il DVRep B-N 60 100 Bl ock 2
198. 20. 69. 98 Lhited Sates 147.237.76.196 |e.sviva.idf.il DVRep B-N 60 100 B ock 2
66. 240.236. 119 |Lhited Sates 147.237.76. 147 |chinuch.aka.idf.il |DVRep_B-N 60 100 B ock 2
71.6.135. 131 Lhited Sates 147.237.77.216 |dover.idf.il DVRep_B-N 60_100 B ock 1
198.20.70.114 |lhited Sates 147.237.77.121 |e.navy.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147.237. 8. 46 e.chinuch.idf.il DVRep_B- N 60_100 Bl ock 1
71.6.135.131 Lhited Sates 147.237.76.39 |nobile.neitav.idf.il|DVRep B-N 60 100 Bl ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.86 [navy.idf.il DVRep B-N 60 100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.0. 34 tikshuv.idf.il DVRep_B-N 60_100 B ock 1
85. 250. 86. 244 | srael 147.237.77.216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Bl ock 1
71. 6. 165. 200 Lhited Sates 147.237.0. 19 nadi matal .idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 |lLhited Sates 147.237.72.14 |dover.idf.il (ol d) DVRep_B-N 60_100 Bl ock 1
188. 138. 9. 50 Ger nany 147.237.76.176 |test.ncore.idf.il DVRep B-N 60 100 Bl ock 1
85. 25. 103. 50 Ger nany 147.237.72.166 |aka idf.il DVRep B-N 60 100 B ock 1
71.6.135. 131 Lhited Sates 147.237.77.121 |e.navy.idf.il DVRep_B-N 60_100 B ock 1
66.240. 192. 138 |Lhited Sates 147.237.77.61 |e.cogat.idf.il DVRep_B-N 60_100 B ock 1
87.68.211. 94 | srael 147.237.72.156 |anan.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Bl ock 1
71.6.165. 200 Lhited Sates 147.237.8. 50 e.tikshuv.idf.il DVRep_B-N 60_100 Bl ock 1
188. 138. 9. 50 Ger nany 147.237.76. 177 |ncore.idf.il DVRep B-N 60 100 Bl ock 1
85. 25. 103. 50 CGer nany 147.237.72.217 |e.idf.il DVRep B-N 60 100 B ock 1
71.6.135. 131 Lhited Sates 147.237.77.170 |n@arachot.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.201 |e.atal.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.77.74 |lawidf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep_B- N 60_100 Bl ock 1
66. 240. 236. 119 |Lhited Sates 147.237.77.74 [lawidf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 CGer nany 147.237.77.61 |e.cogat.idf.il DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.77.176 [natpash.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.61 |e.cogat.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 |lLhited Sates 147.237.0. 15 kosher-kravi.idf.il |DVRep_B-N 60_100 Bl ock 1
188. 138. 9. 50 Ger nany 147.237. 8. 27 e.nadimatal .idf.il |DVRep_B-N 60 100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.76.39 |nobile.neitav.idf.il|[DVRep B-N 60 100 B ock 1
66. 240.236. 119 |Lhited Sates 147.237.77.212 |e.dover.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 CGer nany 147.237.77. 227 |e.hanaz.idf.il DVRep_B-N 60_100 B ock 1
46. 19. 85. 37 | srael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 1
85. 25. 103. 50 Ger many 147.237.77.176 |matpash.idf.il DVRep_B- N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste

[Name

|Count
195. 34. 150. 18 Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
66. 249. 67. 30 Lhited Sates 147.237.76.86 [navy.idf.il ET SCAN NVAP -sA (2) 2
81.145.191.82 |Wnited Kingdom |147.237.76.39 |nobile neitav.idf.il ET SCAN NVAP -sS w ndow 3072 1
81.145. 191. 82 Uni ted Kingdom |147.237.76.39 |nobile neitav.idf.il ET SCAN NVAP -f -sS 1
213.210.205.2 |Saudi Arabia 147.237.0.15 |kosher-kravi.idf.il ET SCAN NVAP -f -sS 1
199. 116. 250. 199|Lhited Sates 147.237.76.86 [navy.idf.il ET SCAN Potential SSH Scan 1
91. 238. 134. 92 Pol and 147.237.77. 226 |ww chanat z. aka. i df . i | |ET SCAN NVAP -sS w ndow 1024 1
91. 224, 132. 118 :Z:;:Inl on 147.237.77. 176 |nat pash. i df . i1 ET SCAN NMAP -sS wi ndow 1024 1
91.217.90. 49 Lkr ai ne 147.237.0.19 |nadimatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
81.145.191.82 |United Kingdom |147.237.76.39 |nobile neitav.idf.il ET SCAN NVAP -sS w ndow 2048 1
66.249.69. 122 |Wited Sates 147.237.72. 166 |aka. i df .i | SERVER APACHE Apache mod_ss| non- S8 connection to SS. port denial of 1
servi ce attenpt
50. 7. 217. 50 Czech Republic 147.237.0.200 |ndu.idf.il ET SCAN NMAP -sS wi ndow 1024 1
213.210.205.2 |Saudi Arabia 147.237.0.15 |kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 2048 1
202.71.25.29 I ndi a 147.237.76.31 |nakchal .idf.il ET SCAN NVAP -sS w ndow 4096 1
91. 238. 134. 92 Pol and 147.237.77. 216 |dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.217.90. 49 Lkrai ne 147.237.77. 226 |ww chanat z. aka. i df . i | |ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry |Target Address |[Ste
188. 120. 148. 191 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 17
5.29. 136. 217 | srael 147.237.0.34  |tikshuv.idf.il i’; ;et ransmt wth different wndow Bad TCP sequence noni t or 14
66.249.78.173 |Wited Sates 147.237.77. 216 |dover.idf i1 | V3 1d segnent retransmssion. Packet (Streamng Engine: TCP Invalid drop 14
dr opped. Ret r ansni ssi on
176.12.147.78 |Israel 147.237.77. 216 |dover.icf. i1 | V@ 1d segnent retransmssion. Packet (Sreaning Engine: TCP Invalid drop 12
dr opped. Ret r ansni ssi on
46.19. 85. 116 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 12
89. 149. 110. 134 g")jj‘{i' o 147.237.77. 216 |dover.idf.il  |First packet isnt SN drop drop 10
81.218. 66. 107 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 10
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
66. 249. 78. 95 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
176.12. 143. 195 |1 srael 147 237. 77. 216 ldover i df i | Invalid segnent retransnission. Packet Sreanimg Et'1gi ne. TGP Invalid drop 6
dr opped. Ret r ansni ssi on
46. 19. 86. 196 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 6
176.12.149.89 |Israel 147.237.77. 216 |dover. i of i1~ |3 1d segnent retransmssion. Packet (Streaming Engine: TGP Invalid drop 6
dr opped. Ret r ansn ssi on
5. 102. 254. 42 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 6
46.19. 86. 196 | srael 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 6
176. 12. 149. 167 |Israel 147.237.77. 216 |dover.icf i1 | V@ 1d segnent retransmssion. Packet (Sireaning Engine: TCP Invalid drop 6
dr opped. Ret r ansn ssi on
176.12. 139. 150 |1 srael 147 237. 77. 216 ldover i df i | Inval id segnent retransnission. Packet Sreanimg Et'1gi ne. TGP Invalid drop 6
dr opped. Ret r ansni ssi on
46. 19. 86. 210 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 6
66. 249. 78. 102 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
66. 249. 78. 109 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
79.181. 99. 58 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
95. 86. 74. 78 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 5
95. 86. 74. 78 | srael 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 5
5.102. 254. 42 | srael 147.237.77. 216 |dover.idf.il Inval i d sequence nunier Bad TCP sequence noni t or 5
46. 19. 86. 148 | srael 147.237.72. 166 |aka.i df .i Inval id ACK nunber Bad TCP sequence noni t or 5
41.33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
88. 80. 131. 240 Bul garia 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
176.12.149. 192 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
134.191. 232. 69 |lsrael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 4
176.12. 149. 192 |israel 147.237.77. 216 |dover.icf i1 | V3 1d segnent retransmssion. Packet (Sireaning Engine: TCP Invalid drop 4
dr opped. Ret r ansn ssi on
190. 148. 148. 221 |Quat enal a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
134.191. 232. 69 |lsrael 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 4
96.224.5. 142 Lhited Sates 147.237.77. 170 |naarachot . i df . i | i’; (reetransmlt W th different wndow Bad TCP sequence noni t or 4
176. 12. 137. 229 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
124.13.188. 142 |Mil aysi a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
46.19. 85. 176 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 4
109. 253. 144. 15 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 4
109. 64. 143. 176 |l srael 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 3
105. 156. 255. 211 |Mor occo 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
73.181.149.9 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
190. 237. 115. 145|Peru 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
108. 53.59.131 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 3
46.116. 211. 238 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 3
109. 64. 143. 176 |l srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 3
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
84.228.79. 116 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
149. 78. 99. 152 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
46.117. 194. 57 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
207.46.13. 1 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 2
104. 32. 108. 33 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘Tar get Address ([Ste

Devi ce

‘Count

Country

Action

87. 68. 156. 45 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 8
46.119. 113. 155 |lkrai ne 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to www lawidf.il/tenpl ates/ getfil e/ B ock 3
: s Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. i df . i |/ 994- 8613- hel navy. aspx. aspx B ock 2
66. 249. 64. 73 | srael 147.237. 72. 156 |anan.i df .i | D stributed Lhaut horized URL Access on waw anan.idf.il//m B ock 1
185. 32.178. 221 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
: s Unaut hori zed URL Access to
142.54,161.131 |lhited Sates 147.237. 77. 216 |dover.idf.il W i df . i |/ 1559- en/ dover . aspx/ t r ackback/ B ock 1
5. 255. 253. 124 gz:;;r: on 147.237. 77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-he B ock 1
80. 246. 130. 109 I srael 147, 237.72. 166 |aka. i o . | Distributed Lhauthorized LR Access on Bl ock 1
wwn aka. i df . i |// mai n/ rabanut / webresour ce. axd
s Unaut hori zed URL Access to
66. 249. 75. 42 | srael 147.237.72. 166 |aka. i df .il 147.237.72. 166/ si p_st orage/ f i | s/ 6/ xExGxexax™xa 3 B ock 1
s O stributed Unaut hori zed URL Access on
66. 249. 64.24 I srael 147.237.77. 216 |dover . i of .11 147.237. 77. 216/ | t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
157.55.39.208 |lhited Sates 147.237. 77. 226 [ww chanat z. aka. i df . i | [Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
96. 224. 5. 142 Lhited Sates 147.237.77. 170 |na@arachot . i df .i | CVE- 2011- 3192: Apache_htt pd_Renot e Deni al _of Service ME B ock 1
68.180.228.34 |[lhited Sates  |147.237.0.34 [tikshuv.idf.il Wnaut hori zed URL Access to Bl ock 1
ww ti kshuv. i df . i1/ shared/ user control s/ header upper/
66. 249. 64. 75 | srael 147.237.72. 156 |anan.idf.il Unaut hori zed URL Access to ww aman.idf.il/n B ock 1
s Unaut hori zed URL Access to
188. 165. 15. 13  |Fance 147.237.77. 216 |dover.idf.il wan i df i 1/1133- 21744- ar / i df gdover . aspx B ock 1
157.55.39.3  |Wiited Sates  |147.237.72. 166 |aka i df il Wnaut hori zed URL Access to . Bl ock 1
wan aka. i df . i |/ rights/ asp/ hone. asp/ i nf 0. asp
46. 19. 86. 98 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
s Unaut hori zed URL Access to
84.108. 109. 182 |l srael 147.237.72. 166 |aka.idf .il i aka, i df . i 1/ yohal an/ nai n/m . . 91&doci d=63754 B ock 1
66. 249. 78. 51 | srael 147.237.77.234 |hal ag.idf.il Uhaut hori zed URL Access to v | ogi stics.atal.idf.il/nobile/ B ock 1
66. 249. 64. 27 | srael 147.237.72. 156 |anan.idf.il D stributed Lhaut hori zed URL Access on list.ips.gov.il// B ock 1
157.55.39.210 |lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to wwwn navy.idf.il/sip storage/ B ock 1
109. 253. 130. 216 i srael 147.237.72. 166 |aka. i df . Distributed Whaut horized LR Access on B ock 1
wan aka. i df . i | // mai n/ har edi mi webr esour ce. axd
68.180.228. 117 |lhited Sates 147.237.77. 216 |dover.idf.il D stributed Suspici ous Response Gode B ock 1
192. 157. 245. 129|lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wan idf.il/pricing B ock 1
66. 249. 64. 77 | srael 147.237.72. 156 |anan.i df .il D stributed Whaut hori zed URL Access on waw anan.idf.il//m B ock 1
157. 55. 39. 15 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wwu i df.il/newsite/english/maatzar.stm |B ock 1
Russi an s o
46. 101. 178. 175 Feder ati on 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
s D stributed Uhaut hori zed URL Access on
66.249.78.95 | srael 147.237.77. 216 |dover. i df .11 147. 237. 77. 216/ / t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
s Unhaut hori zed URL Access to
66. 249. 64. 28 | srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1086- 7837- he/ dover . aspx B ock 1
185. 5. 249. 191 147.237.72. 166 |aka.idf .il CVE-2013- 4810: JBoss Renote Conmand Execution 1 B ock 1
109. 253. 146. 137|l srael 147.237.72.166 |aka.idf.il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
192.187.110.98 |lhited Sates 147.237. 77. 170 |n@arachot . i df .i | Lhaut hori zed URL Access to testpl. piwo. pila. pl/testproxy. php B ock 1
s Unhaut hori zed URL Access to
66. 249.67. 30 I srael 147.237.76.86 navy.idf. il vwwv navy. i df . i1 /tenpl at es/tenpl at econtrol s/1inks/undefi ned Bl ock !
157. 55. 39. 24 Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to www idf.il/1133-14816- he/ dov B ock 1
87.68.211. 94 | srael 147.237.72. 156 |anan.i df .i| Uhaut hori zed URL Access to www anan.idf.il/https:/ww aman.idf.il/ |B ock 1
66. 249. 78. 102 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ 1097- he/ dover . aspx B ock 1
66. 249. 64. 66 | srael 147.237. 77. 226 |ww chanat z. aka. i df . i | |Unaut hori zed URL Access to 147.237.77. 226/ 938- he/ hanaz. aspx B ock 1
185. 5. 249. 191 147.237.72. 166 |aka.idf .il Lhaut hori zed URL Access to aka.idf.il/invoker/ejbi nvokerservl et/ B ock 1
134. 249. 53. 8 Lkr ai ne 147.237.72. 156 |anan.idf .i| Uhaut hori zed URL Access to list.ips.gov.il/ B ock 1
5.29.136.217  |israel 147.237.0.34  |tikshuv.idf.il Miltiple Fullwdth/Hal fwidth Ui code Bncoding on URJParaneter (4) g 1
from5. 29. 136. 217
79.177.174. 47 | srael 147.237.72. 166 |aka.idf .il Lhaut hori zed URL Access to waw aka.idf.il/https:/ww aka.idf.il/ B ock 1
192.187.110.98 |lhited Sates 147.237. 77. 226 [ww chanat z. aka. i df . i | [Unhaut hori zed URL Access to testp4. pospr.waw pl / t est proxy. php B ock 1
sl SS_ Lhtraceabl e Gonnection - Protocol viol ation
66. 249. 69. 122 | srael 147.237.72. 166 |aka.idf .il (SSL_CONN CLI ENT HELLO) None 1
Unaut hori zed URL Access to
157.55.39.178 |lhited Sates 147.237.72. 166 |aka.idf .il wan aka. i df . i1/ sites/resources/ kanhar/styl es/inport/bottommavi gat on. |B ock 1
asp
66. 249. 64. 4 I srael 147.237.77.74 |lawidf.il llegal Paraneter Encoding searchlext in None 1
wan | aw i df . i 1/ 275- he/ pat zar . aspx
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