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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 16631
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2994
79.177.189. 30 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 101
212.143. 254. 66 I srael 147. 237.76. 86 navy. i df .i | Block Udp All Nets drop 6

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2

198. 20. 70. 114 Lhited Sates 147.237. 76. 148 gogcenter.aka. idf.il |Bock Np Al _Net drop 1

208. 115. 125. 226 Lhited Sates 147.237. 76. 42 refuah.idf.il ock Udp Al _Nets drop 1
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|Top Attackers In IPS|
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘S’te

Signature

at t enpt

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
. ) o C5- WNDOMS M crosoft Wndows RDP RST deni al of service
165. 166. 54. 234 |147.237.0. 19 Lhited Sates |nadimatal.idf.il
at t enpt
195. 216. 176. 244|147. 237. 77. 234 |Latvia hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
. .. |C5WNDOMS Mcrosoft Wndows RDP RST deni al of service
165. 166. 54. 234 |147.237.0.17 |lhited Sates |mny-kosher-kravi.idf.il 1
at t enpt
. o 5-WNDOAS M crosoft Wndows RDP RST denial of service
165. 166. 54. 234 |147.237.77.212|thited Sates |e. dover.idf.il 1
at t enpt
107. 158. 255. 194|147. 237. 76. 176 [Lhited Sates |test.ncore.idf.il ET SCAN NVAP -sS w ndow 2048 1
. o 5-WNDOAMS M crosoft Wndows RDP RST denial of service
165. 166. 54. 234 |147.237.77.176 |Lhited Sates |natpash.idf.il 1
at t enpt
, . ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
89. 206. 11. 98 147.237.76.30 [Pol and hi nush. i df . i | ) 1
Potential Scan or Brute Force
. o G5-WNDOAS M crosoft Wndows RDP RST denial of service
165. 166. 54. 234 |147.237. 76. 198 |Lhited Sates [e.yohal an.idf.il 1
at t enpt
76.181.249. 213 |147.237.76.198|Lhited Sates [e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
. L C5- WNDOMS M crosoft Wndows RDP RST deni al of service
165. 166. 54. 234 |147.237.76.196|Lhited Sates |e.sviva.idf.il 1
at t enpt
46.151.52.231 |147.237.77. 179 |Wrai ne e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
. . o 5 WNDOMS M crosoft Wndows RDP RST deni al of service
165. 166. 54. 234 [147.237.8.50 |Lhited Sates |e.tikshuv.idf.il 1
at t enpt
. ) o 5-WNDOAS M crosoft Wndows RDP RST denial of service
165. 166. 54. 234 |147.237.8. 28 Lhited Sates |e.nobile-ks.idf.il 1
at t enpt
. . o 5 WNDOMS M crosoft Wndows RDP RST deni al of service
165. 166. 54. 234 [147.237.8.24 |Whited Sates |e.lifestyle.idf.il 1
at t enpt
, _ L ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic,
165. 166. 54. 234 |147.237.0.19 [thited Sates |nadimatal.idf.il ) ) 1
Potential Scan or Infection
149.78.154.69 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
. . o 5-WNDOAS M crosoft Wndows RDP RST denial of service
165. 166. 54. 234 |147.237. 77. 205 |Lhited Sates |prisha.idf.il 1
at t enpt
107. 158. 255. 194|147. 237. 76. 176 |Uhited Sates |test.ncore.idf.il ET SCAN NVAP -f -sS 1
. o C5- WNDOMS M crosoft Wndows RDP RST deni al of service
165. 166. 54. 234 |147.237.77.61 |Lhited Sates |e.cogat.idf.il 1
at t enpt
76.181.249.213 |147.237.76.198|thited Sates |e.yohalan.idf.il ET SCAN NMAP -sS w ndow 2048 1
. ) o 5 WNDOMB M crosoft Wndows RDP RST deni al of service
165. 166. 54. 234 |147.237.76. 197 |Lhited Sates |e hinush.idf.il 1
at t enpt
76.181.249. 213 |147.237.76.198|Lhited Sates [e.yohal an.idf.il ET SCAN NVAP -f -sS 1
) L 5 WNDOMS M crosoft Wndows RDP RST deni al of service
165. 166. 54. 234 |147.237.72. 156 [Lhited Sates |aman.idf.il 1
at t enpt
46.120. 234. 150 |(147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
) . L 5 WNDOMS M crosoft Wndows RDP RST deni al of service
165. 166. 54. 234 |147.237.8.45 |lhited Sates |e.eitan.idf.il 1
at t enpt
. ! o 5 WNDOMS M crosoft Wndows RDP RST deni al of service
165. 166. 54. 234 [147.237.8.27 |Uited Sates |e.nadimatal.idf.il 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste Signature

213.57.199. 131 |Israel 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 64

213.57.199. 131 |[Israel 147.237.77. 216 |dover.idf.i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 56

213.57.199. 131 |[Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 51

reamn ine: TCP Invali i i ssi

176.13.0.242  |israel 147.237.77. 243 |nobi l e.i df . | Stream g Engine P Invalidfinvalid segnent retransmssion. |, op 44
Ret r ansmi ssi on Packet dropped.

213.57.199. 131 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 42

69. 30.213.202 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
Sreaning BEngine: TCP Invalid i i ssi

2.53.132. 56 I'srael 147. 237.77. 243 |mobi l e. i . i 9 =9 Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi

109. 65. 146. 183 |Israel 147.237.77. 243 |nobil e.i df . 9 =9 Invalid segnent retransmssion. . 15
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi

109. 253. 215. 1971 sr ael 147. 237.77. 243 |mobi l e. i . i 9 =9 Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dropped.

37.238.198. 35 Irag 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
Sreaning Engine: TCP Invalid i i ssi

66.249. 66. 184 |United Sates 147.237.0.34 |tikshwv.idf.il 9 =g Inval id segnent retransmssion. |, 12
Ret ransmi ssi on Packet dropped.

198. 58. 99. 82 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

162. 243. 125. 185|lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
Sreaning BEngine: TCP Invalid i i ssi

46.19. 86. 68 I'srael 147. 237. 77. 176 |t pash. i df .i | 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi

176.13.6.209  |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. . 12
Ret ransm ssi on Packet dropped.

131.131. 192. 215|Uhited Sates 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 11

79.181.160.69 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 11

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10

68.180.231.43 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9

207. 46. 13. 49 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7

reaming BEngine: TCP Invali i i ssi

79.177.178.19 |israel 147. 237, 77, 243 |t L e o1 | €AM NG Engine: TP Invalidinvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dropped.

139.162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i sSi

46.19.85.131  |Israel 147.237. 77. 243 |nobi l e.i df .1 9 =9 Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.

52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6

94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6

192.115.83.5 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning BEngine: TP Invalid i i ssi

87.70.79.196  |israel 147. 237.72. 166 |aka i of . i 9 =g Inval id segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

192.115.83.5 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert 5

185. 61.138. 125 |[lkrai ne 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5

37.238.198.35 |lraq 147.237.77. 216 |dover.idf . il drop SAMrul e drop 5

31.210. 186. 118 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber monitor |5

52.16.5. 197 I'rel and 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 4

45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf . il drop First packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i ssi

192. 114. 105. 2541 srael 147.237.72. 167 |i shuri maka. i df . i | 9 =9 Invalid segnent retransmssion. . 4
Ret ransm ssi on Packet dropped.

31.25.77.104  |FASSUNANTMILOY.)) 17 537 77, 176 [ratpeshicf.il  |dr op Frst packet isn't SN drop 4

Qccupi ed

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
Sreaning Engine: TCP Invalid i i ssi

87.71.63.199  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi

37.26.147.229 |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

143.127.2. 4 Lhited Sates 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi

66.249. 78. 146 |Lhited Sates 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

185. 3. 147.5 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi

93.158.152. 49 |Russian Federation |147.237. 76. 147 |chi nuch. aka. i df .| 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

66.249. 64.190 |United Sates 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi

87.70.39.76 I srael 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

2.53.130.190  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi

66. 249. 93. 184  |Europe 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

2.55.182.176 |l srael 147.237.76.86 |navy.idf.il 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

. . . . . Geo- | ocati on i nbound
180.201.32.5 Chi na 147.237.8.50 |e.tikshuv.idf.il |[Geo-| ocati on enfor cenent enf or cenent drop 3
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
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46.19. 85. 214 I srael 147.237.72. 166 |aka.idf il .
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.53.132.56 | srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code B ock 117
109. 65. 208. 210 |l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 5
176. 13. 0. 242 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 5
2.53.132.56 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
2.53.163.3 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 4
109. 65. 146. 183 |l srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 4
109. 253. 215. 197|I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
5.102.194.179 |[Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
109. 65. 41. 101 |Israel 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response Code B ock 3
77.126.174. 115 |lsrael 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code B ock 3
185. 120. 126. 24 |l srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt;?r&f?/ Cu;eggrcﬁim;es” <t chi | ddocunent &/ 1071 Bl ock 3
46. 19. 86. 179 I srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Qode B ock 2
109. 160. 224. 133I srael 147.237.0.19 |nadimatal .idf.il nma;“rtnh:tr;f?zfﬁ/ Spﬁ;e:;/;j‘;dup it enakal Gaunt 1y, aspx Bl ock 2
46.19. 85. 131 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 2
192. 115. 103. 1281 srael 147.237.72. 166 |aka. i df . i | mu;?;riidzf?I')’f;?‘;?rzgu:/ocrom actus. asp B ock 2
184.168.46.19 |Uited Sates |147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from 184. 168. 46. 19 B ock 2
131.131.192. 215|thited Sates  [147.237.77.216|dover.idf .il Unaut hori zed URL Access to www i df . il/894-en/i df gdover. aspx B ock 2
85. 169. 43. 56 France 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/wp-1ogin. php Bl ock 1
69. 89. 31. 60 Uhited Sates |147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to tikshuv.idf.il/wordpress/wp-admn/ B ock 1
204.79.180.182 [nited Sates [147.237.77.216|dover.idf .il Dstributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 1
46.120.27.99 I srael 147.237.77.74 [lawidf. il mult;v(:ri Id?(.eidl ;ﬁscﬁiizsgff ol | owr esour ce/ cr eat e/ B ock !
188.227.78. 184 :32::3 on 147.237.77. 216 dover . i df . i | \;Pj\rwarztferl I?{p:m;f:::ts/l ge]n]:jt Io?ri end/ sendt of ri end. aspx Bl ock !
37.26.147.229 |Israel 147.237.77. 243 |nobi | e. i df . i | et :?r(;fz‘f? , g;eggrcyis(;p;;es/l < ehi | ddocunent o/ 1152 B ock 1
79.177.170.97 [israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka.idf.il/nain/sachar/fag. aspx  |B ock

200. 74. 240. 180 |Panama 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237.77.216/ Bl ock
66.249.81.212 |[Israel 147.237.77. 216 |dover.i df .i | Dstributed Lhauthorized URL Access on wawidf.il/error.htm B ock 1
95.86.114.147 | srael 147.237.72.166 |aka. i df . i | 'O'u'riﬁ , i?“ageeg’?inz:a;:g;eéogcﬁi/ f"aj W kapat 2/ res#012 B ock 1
74.86.147.196 |lhited Sates |147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/test/wp-admn/ B ock 1
207. 46. 13. 89 Lhited Sates |147.237.77.216|dover.idf .il D stributed Wnaut horized URL Access on waw i df.il/error. htm B ock
54.210.18.124 |Lhited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock
188.227.78. 184 :Z:::tr} on 147.237.77. 216 [dover . i df . i | \;Pwarwva?ztferl I-;);F:eenp:fg:tsll :2n|dt Io?ri end/ sendt of ri end. aspx B ock !
79.177.178.19 [Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock
204.79.180.69 |lhited Sates |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock
66.249.81.215 |[Israel 147.237.77. 216 |dover.i df .i | Dstributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 1
46. 73. 155, 249 :3:::30” 147.237.0.15 |kosher-kravi . i df . i[Uhaut hori zed URL Access to 147.237.0. 15/ B ock 1
182. 107. 205. 177|Chi na 147.237.77. 216 |dover. i df . i | m:;pff)'e Eﬁ;rgd;lﬁf;gmml o header upper Bl ock 1
109.64.5.128  |Israel 147. 237.72. 166 |aka. i df . i | mbgiaﬁf El”f;’i;l”?v p Si‘;j"gﬁt‘ o a?\il?:e(r:q iagm(/ <oarch Bl ock 1
77.126.40.212 |lIsrael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mode None 1
207.46.13.143 |[United Sates  |147.237.77. 216 |dover. i df .i | e o b adover . aspx Bl ock 1
66.249. 64. 233 |l srael 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 66. 249. 64. 233 B ock 1
46. 19. 85. 245 I srael 147.237.76.42 |refuah.idf.il Abnormal |y Long Request et hod B ock 1
79.177.179.232 [israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/tenplates/article/ nobile B ock 1
204.79.180.135 |[lhited Sates [147.237.77.216|dover.idf.il Distributed Uhauthorized URL Access on waw idf.il/error. htm Bl ock 1
66.249. 81. 218 |[Israel 147.237.77. 216 |dover.i df .i | Dstributed Lhauthorized URL Access on wawidf.il/error.htm B ock 1
46.119.112.23 |Wraine 147.237.77. 216 |dover.i df .i | Dstributed PHP At tenpt B ock 1
212.227.119.20 |Ger many 147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to tikshuv.idf.il/bl og/ wp-admnin/ B ock 1
194. 90. 128. 185 |l srael 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 194. 90. 128. 185 B ock 1
66.249. 64. 233 [Israel 147.237.77. 216 |dover.i df .i | Paraneter Type Mol ati on PageNumin waw i df .il/1133-he/ dover. aspx |B ock 1
131.131.192. 215|thited Sates  |147.237.77.216|dover.idf .il Mil tipl e Wauthori zed URL Access from 131. 131.192. 215 B ock 1
46. 19. 85. 245 | sr ael 147.237.76.42 |refuah.idf.il Mal for med LR B ock 1

04-27-2016-22:04:03 to 04-27-2016-23:04:

03




