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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4644
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 196
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3

185. 103. 252. 98 Russi an Federation 147.237.76. 86 navy.idf.il B ock_Udp Al Nets drop 1

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1

31. 148. 219. 200 Net her | ands 147.237.76. 176 test.ncore.idf.i|B ock Udp All Nets drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

37.238.198.35 [147.237.77.216]lrag dover.idf.il SERVER VEBAPP | ogi n. ht m access 12

37.238.198.35 [147.237.77.216|Iraq dover . idf.il SERVER- WEBAPP adm n. php access 10

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4

37.238.198.35 [147.237.77.216]lrag dover.idf.il SERVER- WEBAPP adni nl ogi n access 4

N L SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port

106. 186. 113. 132|147. 237. 72. 167 |Japan i shurimaka.idf.il . . - 1
deni al of service attenpt

58.218.204.211 [147.237.76.39 |thina nobi le.neitav.idf.il [ET SCAN Potential SSH Scan 1

203.86.29.220 [147.237.0.16 |thina ny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 3072 1

, L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,

187.161. 3. 69 147.237.77.74 |Mexi co lawidf.il i 1
Potential Scan or Brute Force

107. 158. 255. 194|147. 237. 76. 197 |Lhited Sates [e. hinush.idf.il ET SCAN NMAP -sS wi ndow 4096 1

106. 184. 2. 29 147. 237.76. 42 |Japan refuah.idf.il ET SCAN Potential SSH Scan 1

58.218.204.211 [147.237.0.15 |thina kosher-kravi .idf.il ET SCAN Potential SSH Scan 1

203.86.29.220 [147.237.0.16 |China ny-kosher-kravi.idf.il |[ET SCAN NMAP -sS wi ndow 4096 1

. L ET SCAN Behavi oral Wwsual |y fast Terminal Server Traffic,

195. 216. 176. 244|147. 237.77.61 |Latvia e.cogat.idf.il . . 1
Potential Scan or Infection

187 161 3. 69 147 237 77, 234 |Mexi co hel acLi df i | ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1

T B .t Potential Scan or Brute Force
107. 158. 255. 194|147. 237. 77. 227 |Uhited Sates |e hamaz.idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
37.238.198. 35 Irag 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 303
93. 80. 220. 52 Russi an Federati on 147.237.77.234 |hal ag.i df . il drop First packet isn't SYN drop 121
109. 173. 50. 254 |Russi an Federation 147.237.77.234 |hal ag.idf.il drop First packet isn't SYN drop 121
46. 242. 30. 116 Russi an Federation 147.237.77. 234 |hal ag.idf . il dr op Frst packet isn't SN drop 121
66.249.78.146 |United Sates 147.237. 72. 166 |aka. i o .i Streamng Engine: TQP Invalid limvalid segrent retramsmssion. |, o

Ret r ansni ssi on Packet dr opped. P tt
38.111.147.86 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 65
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 51
176.13. 2. 92 I srael 147.237. 72. 167 | shuri maka i o i || €2 NG Engi ne: TCP Tnval i d i el i d segnent retransmssion. |

Ret r ansni ssi on Packet dr opped. P 48
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 45
2.89.133.73 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
66.249.64.190 |Wnited Sates 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Inval id linvalid segnent retransmssion. |

Ret r ansni ssi on Packet dr opped. P 27
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
207. 46. 13. 89 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
24.114.103. 203 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 21
38. 111. 147. 86 Lhited Sates 147.237.77. 216 |dover.idf.il dr op drop 21
46. 175. 29. 53 Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 18
207. 46. 13. 49 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
5.47.147.182 Tur key 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
31. 25. 77. 194 ga;lcisgi'gc'ja” Termitory. 147 237.77. 176 |natpash.icf.il  |drop First packet isn't SWN drop 17
52. 68. 136. 185 |Japan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
149.78.146. 219 |l srael 147,237, 77. 243 |mobi 1 a1 | ©aM NG Engine: QP Tnval id fimalid segnent retransmssion. |

Ret r ansni ssi on Packet dr opped. P 15
5.108. 133.162 |Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 15
87.71.16.204 [ srael 147.237.77. 234 |hal ag. i o . i | Bad TCP sequence mdgitvr:::]rzt wehdfferent | onitor |15
109.64.22.32  [israel 147.237.72. 166 |aka.i df .i Streamng Engi ne: TCP Inval id linvalid segnent retransmission. |

Ret r ansni ssi on Packet dropped. P 15
109. 67. 190. 122 |l srael 147, 237.77. 243 |moti e i1 || Samng Engine: TP Invalid linvalid segrent retransmssion. |,

Ret r ansni ssi on Packet dr opped. P 15
79.181. 49. 131 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14
142. 165. 85. 248 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
198.58.102. 155 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
176.13.2.229  [israel 147.237.72. 166 |aka.i df .i Streamng Engi ne: TCP Inval id linvalid segnent retransmission. |

Ret r ansni ssi on Packet dr opped. P 12
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
176.77.49. 223 |Russi an Federation 147.237.77.234 |hal ag.idf.il drop Frst packet isn't SN drop 10
98. 25.149.245 |lWhited Sates 147.237.72. 156 |aman.idf .il dr op Frst packet isn't SN drop 10
176.228.178.26 |l srael 147, 237.76. 200 [ei tan aka i o .11 || S NG Engine: T 1nvalid linvalid segment retransmssion. | o

Ret r ansni ssi on Packet dr opped. P 10
119. 76. 68. 63 Thai | and 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
109. 160. 169. 20 |Israel 147 237.72. 166 |aka.i df i1 Sream ng Engi ne: TCP Invalid [invalid segnent retransnission. dro

Ret r ansni ssi on Packet dr opped. P o
95. 86. 104. 124 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
80. 178. 157. 108 |Israel 147.237. 77, 243 |bi e i of 1 | €M NG Engine: TCP Invalid finvalid segnent retransmssion. o

Ret r ansni ssi on Packet dr opped. P 8
40.77.167. 31 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
46. 117. 160. 3 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
80.98. 7. 157 Hungary 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
179. 210. 189. 38 |Brazil 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
52.16.5. 197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
89. 223. 238. 216 |Hungary 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
174.30.170.33 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
5.28.176.120  |Israel 147.237. 72. 166 |aka. i o .i Streamng Engine: TQP Invalid limvalid segrent retramsmssion. |, o

Ret r ansni ssi on Packet dr opped. P 6
80.246.137. 234 | srael 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid |invalid segrent retransnission. | o

Ret r ansni ssi on Packet dr opped. P 6
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
5.29.68.5 | srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |[Site dgnature Action ‘Count
37.238.198.35 |irag 147.237.77.216|dover.i df .i | Mil tipl e Unaut hori zed URL Access from 37.238.198. 35 B ock 96
109. 65. 41. 101 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 91
37.238.198.35 |[iraqg 147.237.77. 216 |dover.i df .i | Ml tipl e Adnin B ocking from 37.238.198. 35 B ock 88
37.238.198.35 |[irag 147.237.77.216|dover. i df .i | PHP At tenpt B ock 69
2.53.136. 116 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 5
66.249. 64. 233  [Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 5
2.53.163.3 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode Bl ock 4
80.178. 157. 108 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 3
184.168.46.19 |Uited Sates 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 184. 168. 46. 19 B ock 3
149. 78. 146. 219 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock 3
2.53.29.123 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
213. 8. 204. 65 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
. . . . Lhtraceabl e S Sessions: Protocol viol ation
106. 186. 113. 132|Japan 147.237.72.167|i shuri maka. i df . il (SSL_OONN QLI ENT HELLO) None 1
. . Unaut hori zed URL Access to
79.178.200.34 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ 1518- he/ r ef uah. aspx Bl ock 1
m ny- kosher - kravi . i
209. 126.230. 74 |Whited Sates 147.237.0. 17 of niyl D stributed Uhaut hori zed URL Access on / B ock 1
45.117. 156. 154 |M et nam 147.237.77. 216 |dover . i df . i | Distributed Ml fornmed URL B ock 1
. . . Uhaut hori zed URL Access to
180. 76. 15. 22 Chi na 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl e/ 1. hel | angstyl e. css B ock 1
. . Unaut hori zed URL Access to
87.70.93.9 | srael 147.237.77. 216 |dover . i df . il v i i 1/ 894- en/ i dff gdover . aspx Bl ock 1
66.249.66.50 | srael 147.237.0.34 |tikshuv.idf.il thaut hori zed URL Access to B ock 1
tikshuv.idf.il/nain/giyus/ general . aspx
. . Unaut hori zed Met hod HEAD for
212.199.53. 161 |[Israel 147.237.72. 166 [aka. i df . i | v aka i of i1/l ui it enpl at es/ hone. asp B ock 1
195.154.58.30 |France 147.237.77. 216 |dover . i df .i | Mil tiple NALL Character in Method from 195. 154. 58. 30 Bl ock 1
. . Unaut hori zed URL Access to
109. 64. 49. 218 |l srael 147.237.77. 216 |dover . i df .i | ww i i1/t enpl at es/ art i cl ef nobi | e B ock 1
209. 126. 230. 74 |Wnited Sates 147.237.0.19 |madimatal .idf.il Uhaut hori zed URL Access to / B ock 1
45.117.156. 154 |V etnam 147.237.77. 216 |dover . i df . i | Distributed thaut hori zed URL Access on B ock 1
pr oxyj udge. us/ j udge. php
. . Unaut hori zed URL Access to
87.71.16. 204 I sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. g f Bl ock 1
. . . Unknown Par amet er PageNumin
66. 249. 69. 13 I srael 147.237.76.200(ei tan. aka. i df . il eitan. aka i df .i 1/ 938-en/ ei t an. aspx None 1
203.127.96.212 |9 ngapore 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wawnidf.il/error.htm B ock 1
80. 246. 137. 234 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
212.129.33.127 |France 147.237.77.216|dover.i df .i | Distributed Ml fornmed URL B ock 1
46.120. 69. 75 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
184.168.46.19 |lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ Bl ock 1
92.39. 60. 8 gf' dova, Republic 1,7 537 77.233latal .idf.il Unaut hori zed URL Access to / B ock 1
] . - Paraneter Type M ol ati on PageNumin
68.180.229. 241 [Uited Sates 147.237.77. 176 (@t pash. i df . i | v cogat . i df . i |/ 1043- hel cogat . aspx B ock 1
213.8.204.71 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/gius B ock 1
207. 46. 13. 89 Lhited Sates 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to wawn i df.il/aman B ock 1
85.113.101.0 glcis;ilgéan Termitorvts 47, 237. 77. 176 |t pash.idf.il Uhaut hori zed LRL Access to www cogat . i df . il/894-ar B ock 1
212.129. 33. 127 |France 147. 237.77. 216 |dover . i df . i | Distributed Lhaut hori zed URL Access on B ock 1
pr oxyj udge. us/ j udge. php
Uhaut hori zed URL Access to
66.249. 64. 3 I srael 147.237.77. 176 |mat pash. i df . i | waw cogat . i df . i |/ usef ul i nfor mat i on/ i dkoni i pages/ nasai yot 0 [Bl ock 1
4112010. aspx
195. 154.58.30  |France 147.237.77. 216 |dover . i df . i | Distributed thaut hori zed URL Access on B ock 1
pr oxyj udge. us/ j udge. php
93.173.236.204 |[Israel 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to wwwnidf.il/ https:/twitter.comt [B ock 1
77.127.44.221  |Israel 147.237.72. 167 )i shuri maka. i df .i | Untraceabl e SSL Sessi ons: (pen Mde None 1
: ; . ] Unaut hori zed URL Access to
208.115.113. 82 |[wnited Sates 147.237.0.34 |tikshuv.idf.il ti kshuv. i of i 1/5i tef unsel ecat bl e. aspx B ock 1
37.238.198.35 |[Iraqg 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwuidf.il/ar/admn/ B ock 1
] . . . Mil tiple Lhtraceabl e SSL Sessions from 169. 229. 3. 91
169. 229. 3. 91 Lhited Sates 147.237.0.34 |tikshuv.idf.il (Protocol viol ation (SS. GO QLI ENT FELLO) None 1
. . Paraneter Type Mol ati on SearchText in
87.70.93.9 | srael 147.237.77. 216 |dover . i df . il v i df i 171065- en/ dover . aspx Bl ock 1
Uhaut hori zed URL Access to
212.150. 209. 205! srael 147.237.72. 166 |aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=58603&doci d= |B ock 1
26205
37.238.198.35 |[Iraqg 147.237.77.216|dover.i df .i | Adnin B ocki ng B ock 1
195.154.58.30 |France 147.237.77. 216 |dover . i df . i | Mitiplelllegal Byte (e Character in Method from B ock 1

195. 154. 58. 30
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