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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 9371
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1324
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3

104. 153.173. 100 Lhited Sates 147.237.76. 200 eitan.aka.idf.i|B ock Udp All Nets drop 2
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|Top Attackers In IPS|

At t acker At t acker . !

count ry get Address |Site Sgnature
209. 15. 196. 171 |Canada 147.237.72. 166 |aka. i df . i | 5670: HTTP. SQ Injection (SALECT) B ock
93.90.147.81  |Sweden 147.237.72. 166 |aka. i df . i | 5670 HTTP. SQ Injection (SALECT) B ock
93.190.69.10  |Ger many 147. 237. 76. 147 |chi nuch. aka. i df . i 351?:5'17[3 G\ Bash HITP Header Renote Code Bxecution Bl ock 1
93.190.69.10  |Ger many 147.237.72. 166 |aka. i df . i | \137:;;”'_{':': G\ Bash HITP Header Renote Code Bxecution B ock 1
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|Top Attackers In |D|

Target Address ‘Attacker Qountry |Ste

Signature

93.90.147.81  |147.237.72. 166 |Sweden aka.idf.il A Injection - Select From 6
209. 15. 196. 171 [147. 237. 72. 166 [Canada aka.idf.il SQ Injection - Select From 6
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
189. 68. 88. 189 [147.237.0.35 |Razil akavs. i df il ET SCAN Potential SSH Scan 2
189. 68. 88. 189 [147.237.0.15 |Brazil kosher-kravi .idf.i |ET SCAN Potential SSH Scan 1
163. 172. 140. 23 [147. 237. 72. 166 [Uni ted Ki ngdom |aka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
60.249. 179. 44 |147.237. 76. 176 |Tai wan test.ncore.idf.il |ET SCAN NMAP -sS w ndow 4096 1
192.127.94.7 |147.237.77.216|lnited Sates dover.idf.il portscan: TCP Distributed Portscan 1
189. 68. 88. 189 |147.237.0.33 |Bazil idf.il ET SCAN Potential SSH Scan 1
163. 172. 140. 23 |147. 237. 72. 167 |Uni ted Kingdom [ishurimaka.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
163. 172. 140. 23 |147. 237. 72. 156 |Lhi ted Ki ngdom  |anan.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
86,57 1. 140 147 237 0.34 |lran Islanic tikshov. i ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Republ i ¢ of Potential Scan or Brute Force
60. 249. 179. 44 |147.237. 76. 176 |Tai wan test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 230. 74 [147. 237. 77. 212 |Wited Sates e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
189. 218. 18. 202 [147. 237.0.34  |Mexi co tikshuv.idf.il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Cbnnecti ons, 1
Potential Scan or Brute Force
189. 68. 88. 189 [147.237.0.34 |Brazil tikshuv.idf il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Qountry |Target Address |[Ste Signature Action ‘Count
Sreaning Engine: TP Invalid i i ssi
66.249. 78. 146 |lhited Sates 147.237. 72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 81
Ret r ansmi ssi on Packet dr opped.
89.187.219. 181 |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 60
94.59. 42. 67 thited Arab 147.237.76.86 |navy.idf.il  [Bad TCP sequence Srretransmt with different window | o ;o |51
Enir at es scal e
198. 251. 60.85 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 47
84.228. 84. 83 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 43
109. 64.175. 120 |Israel 147.237.77.234|nal ag.icf.il  [Bad TCP sequence ?C(g;e”ansm't with different wndow | onitor |39
Sreaming Engine: TCP Invalid i i ssi
87.70.52.243  |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransnssion. drop 36
Ret r ansmi ssi on Packet dr opped.
109. 64.175. 120 |Israel 147.237.77.233|atdl .idf.il  [Bad TCP sequence ?C(g;e”ansm't with different wndow | onitor |28
Sreaming Engine: TCP Invalid i i ssi
46.19.85.166  |Israel 147. 237. 77. 176 |nat pash. i df . i | g =g Invalid segnent retransnssi on. drop 27
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
37. 46.39. 62 I'srael 147. 237. 77. 243 |nobi l e. i df . i1 9 =g Invalid segnent retransmssion. drop 27
Ret r ansmi ssi on Packet dr opped.
84.228. 84. 83 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 23
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
Sreamng Engine: TCP Invalid ' i ssi
176.13.2.233  |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TP Invalid i i ssi
66.249. 64.190 |lnited Sates 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmssion. drop 15
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
149.78.72.170 |Wited Sates 147. 237.77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. drop 14
Ret r ansni ssi on Packet dr opped.
45.55.59. 6 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
24.115.108.7 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
94.59. 42. 67 ;il]rtaetdesﬁrab 147.237.76. 196 |e.sviva.idf.il |Geo-1 ocati on enf or cenent Geo-| ocati on i nbound enforcenent  |drop 9
68.180.231.43 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
207. 46. 13. 49 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
197.157.19.34 |Uganda 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
94.59. 42. 67 ;:ill::tdesﬁ’ab 147.237. 76. 198 |e. yohal an.i df .i1|Geo- | ocat i on enf or cenent Geo-l ocati on inbound enforcenent  |drop 8
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
Sreanming Engine: TP Invalid i i ssi
109. 253.220.5 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segment retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Uhited Arab S . S
94.59. 42. 67 Enirat es 147.237.76. 201 |e.atal .idf.il Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cerent drop 6
Sreanming Engine: TP Invalid i i ssi
66. 249. 93. 247  |Eur ope 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
176.13. 1. 84 I'srael 147. 237.77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
5. 39. 180. 210 Lhi ted Ki ngdom 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber monitor |6
40.77.167.57 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
192. 249. 66. 247 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
141.8.132.78 Russi an Federation |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 5
Pal estini an . . -
82. 205. 45. 130 Territory, Gecupi ed 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
37.26.146.161 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
31.168.161.46 |lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 4
121.42.0.63 Chi na 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
37.26.146.167 |lsrael 147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 4
45, 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
207. 46. 13. 89 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
37.26.146. 167 |lsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
. . SYNHFAK retransmit with different .
37.26. 146. 167 |lsrael 147.237.72. 166 |aka.i df il Bad TCP sequence vi ndow scal e noni t or 3
Sreanming Engine: TP Invalid i i ssi
85. 130. 231. 158 |Israel 147.237.77. 243 |nobil e. i df . 9 =g Invalid segment retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
46.19.85.162  |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
212.78.216.54 |Netherlands 147. 237. 72. 156 |aman. i df . i | Bad TCP sequence Invalid sequence nunber monitor |3
Sreaning Engine: TP Invalid i i ssi
79.183.98.16 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
185.27. 106. 113 | srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransnssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
S reaning Engi ne: TCP i
209. 126.230. 74 |Wited Sates 147. 237. 77. 170 |nearachot . i f . | g =g TCP segnent out of maxi mum drop 3
Segnent Limt Enforcenent al | oned sequence. Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
37. 46. 39. 62 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock 6
66. 249. 66. 184 |l srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unhaut hori zed URL Access from 66. 249. 66. 184 B ock 2
46.19. 85. 19 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
66.249. 64. 233 |l srael 147.237.77.216|dover. i df .i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 233 Bl ock 2
149.78.72.170 |lnited Sates [147.237.77.243|nobile.idf.il D stributed Suspicious Response Code B ock 2
109. 64. 175. 120 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136-he/ atal . aspx  |B ock 1
80. 246. 136. 228 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
. ww. chanmat z. aka. i d .
209. 126. 230. 74 |lhited Sates |147.237.77.226 £l Unhaut hori zed URL Access to / B ock 1
46.120.113.66 | srael 147.237.72.166 |aka. i df . i | thknoun Paraneter ct| 00Sct | 00ScphMei nsc i n None 1
viwwv aka. i df . i | / nai n/ sachar/
130. 185. 155. 82 |Sweden 147.237.77. 216 |dover.i df .i | PHP Attenpt B ock 1
. . Unknown Paraneter __ VI EASTATEENCRYPTED i n
89. 139. 50. 66 I srael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai rv Sachar / mar ki veysachar . aspx None 1
176.13.1. 84 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response CGode Bl ock 1
37.26.146.244 |israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx B ock 1
109. 64.214. 99  |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
84.94.114.184 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
209. 126. 230. 74 |Wnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to / B ock 1
46.120.113.66 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
130. 185. 155. 82 |Sweden 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwy i df.i|/wp-1ogin. php B ock 1
93.173. 39. 45 I srael 147.237.72.167|i shuri maka. i df . il Unt raceabl e SSL Sessi ons: (pen Mde None 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
176.13.16. 246 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx  |B ock 1
109. 65. 215. 216 |l srael 147.237.72.167|i shuri maka. i df . il Unt raceabl e SSL Sessi ons: (pen Mde None 1
84. 228. 233. 247 |Israel 147.237.77. 176 |nat pash. i df . i | Paraneter Type Molation Searchlext in Bl ock 1
wan cogat . i df . i | /938- he/ cogat . aspx
209.212.22.130 |[Wnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df.il/894-en/i df gdover . aspx B ock 1
. . Unhaut hori zed URL Access to
66.249. 64. 175 |l srael 147.237.72. 166 |aka. i df . il aka. i f i1/ giyus/ | ogi 1 nevservi ce. asnx/j s B ock 1
149.50.31.55 | srael 147.237.72. 166 |aka. i df . i | llegal Byte Qode Character in R /mai kapatz//resi012 Bl ock 1
our ces/ i nages/ i nner page/ goback. gi f
94.59. 42. 67 g:;desN 8 1147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
. . Uhaut hori zed URL Access to
66.249. 78.206 |l srael 147.237.72. 166 |aka. i df . i | aka. i f .i1/gi yus/ | ogi 1/ aut henti cat i onservi ce. asm/| s B ock 1
] . . Paranet er Type M ol ati on ct| 00$Cont ent A aceHbl der 1t xt Brai | in
192. 206. 203. 100|Wnited Sates |147.237.77. 216 (dover. i df . il v i df i 1/ 1038- en/ dover . aspx B ock 1
109. 67. 228. 230 |Israel 147.237.77.216|dover. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . Paraneter Type Mol ati on SearchText in
84.228. 233. 247 |l srael 147.237.77. 216 |dover . i df .i | v i df i 171065- he/ dover . aspx B ock 1
2.53.43.161 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501-he/ atal . aspx  |B ock 1
94.59. 42. 67 ;Ertaetdesﬁab 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to 147.237.76. 86/ get _st at us. cgi Bl ock 1
68.180.230.45 |[Lnited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
209. 126. 230. 74 |Wnited Sates |147.237.77. 170 |naar achot . i df . il Uhaut hori zed URL Access to / B ock 1
Paraneter Type Mol ation
46.19. 85. 91 I srael 147.237.76.31 |nakchal .idf.il ct | 00$Cont ent P acetbl der 1$ucFagont r ol $t xt Search in B ock 1
wane nakhal . i df . i 1 /1072- he/ nakhal . aspx
. . . D stributed Lhaut hori zed URL Access on
109.99.71.63  [Romani a 147.237.77. 216 [dover. i df . i | v i i 1/ 894- en/ i dff gdover . aspx B ock 1
87.71. 66. 159 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx |H ock 1
66.249. 64. 233 [Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wawwidf.il/atal 1/izkor/viewing. asp |B ock 1
. . SS. Untraceabl e Gonnection - Protocol violation
2.53.158. 174 I srael 147.237.77. 216 |dover . i df . i | (SSL CONN LI ENT HELLO) None 1
157. 55. 39. 27 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to v aka.idf.il/klali.aspx B ock 1
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