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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 448

192. 164. 241. 72 Austria 147.237.76. 148 ggcenter.aka. i df.il ock_Udp All _Nets dr op 5

81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock Udp Al Nets drop 3

80. 82. 78. 38 Net her | ands 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2

80. 82. 78. 38 Net her | ands 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 forward 2

197. 115. 101. 96 Ageria 147.237.77. 216 dover.idf.il DCB- HTTP-fi ref | ood dest - r eset 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |9 gnat ure
167. 114. 156. 16 |Canada 147.237.77.216 |dover.idf .il |8262. HITP. Soworis DoS Tool B ock 2
5.43.221.172  |Palestinian Territory, Qcupied147.237.77.176 |nat pash. i df . i[[14170: HITP: B ank User-Agent (descriptor but no string) |B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

103. 231. 46. 144 |147.237.77.216|India dover.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 42
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
91. 201. 236. 158 |147. 237.77. 178 |krai ne e.matpash.idf.il |ET SCAN NMVAP -sS w ndow 3072 1
91. 201. 236. 158 |147.237.77. 178 |krai ne emtpash.idf.il |ET SCAN NVAP -f -sS 1
80.82.78.38 147.237.76.86 |Netherlands navy. i df . il ET SCAN NMAP -sS wi ndow 1024 1
, _ L SERVER APACHE Apache nmod_ssl non-SSL connection to SSL port
67.79. 37. 250 147.237.76.30 |Lhited Sates |hinush.idf.il ) . - 1
deni al of service attenpt
. . L ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
122. 164. 100. 104|147. 237.76. 30 |India hi nush. i df il . 1
Potential Scan or Brute Force
91. 201. 236. 158 |147. 237.77. 178 |krai ne e.matpash.idf.il |ET SCAN NMVAP -sS w ndow 2048 1
91.201. 236. 158 |[147.237.0.35 |lkraine akavs. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
80.82.78. 38 147.237.0.15 [Netherl ands kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
, L SERVER APACHE Apache nmod_ssl non- SSL connection to SSL port
66.249.78.158 [147.237.72.166|Wited Sates |aka.idf.il ) . - 1
deni al of service attenpt
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP Distributed Portscan 1
104. 214.25. 64 |147.237.77.61 |Lhited Sates |e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

ountry ‘Target Address |Ste Signature
197. 115. 101. 96 |A geria 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1620
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 962
197.115. 101. 96 |A geria 147.237.77. 216 |dover.idf.il dr op drop 434
197. 115. 101. 96 |A geria 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 108
205.203.135.1 |[Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 51
66.249.78.146 |lhited Sates  |147.237.72. 166 |aka.i df .| Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 42
Ret r ansni ssi on Packet dr opped.
84.108.59.37 [Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdgitvr::;nlt Wth different moni tor |38
79.177.123. 178 |l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SYN drop 29
2.53.15. 40 I srael 147. 237, 76. 200 |ei tan. aka.icf.i1 |2 " SN ng Engl ne: TG Invalid invalid segnent retransnission. drop 24
Ret ransm ssi on Packet dr opped.
79. 178, 2565. 226 |I srael 147237, 72. 167 |i shur i maka. i o 1 || S NG Engine: TCP Invalid invalid segnent retransnission. drop 24
Ret r ansmi ssi on Packet dr opped.
2.53.57.102 I srael 147.237. 72. 166 |aka.i of .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 23
54.72.73.168 [lreland 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 21
82.196.42.196 |Wnited Ki ngdom|147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 20
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 20
207. 46. 13. 89 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 20
199.58.86.211 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 20
172.56. 16. 250 |lLhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 18
50. 87. 144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16
68.180.231.43 |[lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 16
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 15
69. 27. 151. 62 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
37.26.148. 246 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
197. 45. 132. 217 |Hgypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 14
198. 58. 102. 155 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
40.77.167.31 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
37.26. 146. 205 |lsrael 147.237. 72. 156 |anan.i df . il dr op Frst packet isn't SYN drop 12
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
198.58.102.96 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
208.115.113. 89 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 10
66. 249, 66,184 |Uited Sates  |147.237.0.34 |tikshwicr.i1 | €M Ng Engine: TCP Invalid finvalid segnent retransnission drop 9
Ret ransm ssi on Packet dr opped.
207. 46. 13. 49 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
40. 77. 167. 57 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
88.172. 156. 221 |France 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 9
172.56. 16. 250 |Lhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
208. 115. 111. 73 |Lhited S ates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
5.28.131. 108 | srael 147.237.72. 156 |anan.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
200.128.7.98 Brazil 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
87.70.79.196 |l srael 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
69. 248. 129. 181 [Lhited S ates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
185. 27. 105. 143 |I srael 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
92.247.181.31 |Bugaria 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
128.72.212. 131 gjg:;’} o 147.237.0.34 |tikshuv.idf.il |drop First packet isn't SN drop 6
79.177.178. 170 |l srael 147.237.72.166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
172.56.16.250 |lLhited Sates 147.237.77. 216 |dover.idf.il SYN Attack rej ect 6
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
212.179. 21. 194 |I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence v?l:dgirsgaslnlt wWth dfferent monitor |6
79.177. 178. 170 |I sr ael 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁﬁsg reansm't wthdifferent | onitor |6
2.55.17. 211 | srael 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SYN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46.19. 86. 19 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 55
93.172.159.0 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 40
80. 246. 137.209 |[Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock
81.218.241.26 |lsrael 147.237.76.86 |navy.idf.il Mil tipl e Uhaut horized URL Access from 81.218.241. 26 B ock
109. 253. 226. 233|I srael 147.237.77. 216 |dover.i df . i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm Bl ock
. . Uhaut hori zed URL Access to
31.210. 176. 149 |lIsrael 147.237.77. 176 |nat pash. i df . i | v cogat i df i 1/si p storagelfi | es/ 9/ 4629. ] pg Bl ock 3
109. 253. 223. 102|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
81.218.241.26 |[Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 81.218. 241. 26 Bl ock 2
80. 246. 136. 128 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
40. 77. 167. 57 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed UR. Access on www i df.il/error.htm Bl ock 2
66.249.81.215 |[lIsrael 147.237.77.216|dover. i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
66.249.81.218 |[lIsrael 147.237.77.216|dover. i df . i | D stributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
87.71.31.4 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
80.246.136.91 |[Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 1
. . DO stributed Whaut hori zed URL Access on
212.179.21. 194 |Israel 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ styl el shar ed! reset . css B ock 1
. . S Untraceabl e Gonnection - Protocol violation
66.249. 78.158 [l srael 147.237.72. 166 [aka. i df . i | (SSL OONN LI ENT FELLO) None 1
23.81.90. 154 Lhited Sates  |147.237.77.216|dover.idf .il Unhaut hori zed URL Access to 147.237.77. 216/ B ock 1
] . . ; S Untraceabl e Gonnection - Protocol violation
67.79. 37. 250 Lhited Sates |147.237.76.30 |hinush.idf.il (SSL OONN LI ENT FELLO) None 1
ny- kosher -kravi . i df |unauthorized URL Access to
66.249.65. 232 I srael 147.237.0.16 il v ny- kosher - kravi . i df . i|/shared/ clientscripts/swobject.js Bl ock !
177.102.18.225 |Brazil 147.237.77.216|dover. i df .i | Mil tipl e Uhaut hori zed UR. Access from 177.102. 18. 225 B ock 1
. . Uhaut hori zed URL Access to
66.249.78.234 |Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ edi ml yormn/ yonan. asp B ock 1
123.59.59.52  |china 147.237.72. 166 |aka. i df . i | thaut hori zed LRL Access to B ock 1
waw. naf engwo. cn/ mai n/ hore/ def aul t. aspx
83. 68. 225. 42 Sweden 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to wawidf.il/dail'a=0 B ock 1
. . Uhaut hori zed URL Access to
79.182. 43. 91 | srael 147.237.77.74 |lawidf.il vow | aw i df i 1/t enpl at es/ general / mobi | e B ock 1
- kosher-kravi . i df i
66. 249. 65. 239 I srael 147.237.0.16 |V Wnautt hori zed LR Access to Bl ock 1
il v ny- kosher -kravi . i df . il/robots. txt
177.102.18. 225 |Brazil 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to www i df . i/ portuguese/ Bl ock 1
109. 64.225.34 | srael 147.237.72. 166 |aka. i df . i | Unknown Paranet er ctl 00Sct | 00Scphiei n$ephSachar $et1 57 in None 1
wan aka. i df . i | / nai n/ sachar/ paysl i ps. aspx
66.249.81.212 |Israel 147.237.77.216|dover. i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
141.8.132. 112 RJSIS:;”i o 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to i aka. i df . i1/ key/ aswd56425csa B ock 1
84.108. 59. 37 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css |B ock 1
80.82.78.38  |[Netherlands  [147.237.76.31 |nakchal .idf.il thaut hori zed LR Access to . Bl ock 1
waw. bai du. cond cache/ gl obal /i ng/ gs. gi f
. . . Unaut hori zed URL Access to
180.76. 15.161  |Chi na 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 994- 8905- he/ r ef uah. aspx Bl ock 1
66.249. 66. 184 I srael 147.237.0.34 |tikshuv.idf.il thaut hori zed LR. Access to Bt ock 1
waw ti kshuv. i df . i/ shared/ user control s/ header upper/
149. 78. 136. 150 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
. . Unknown Paranet er ctl 00$ct | 00$cphMai n$cphSachar $ct150. x in
85. 250. 105. 188 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i |/ nai n/ sachar / paysl i ps. aspx None 1
. . Uhaut hori zed URL Access to
80.82.78. 38 Nt her | ands 147.237.76.86 [navy.idf.il v bai du. cond cache/ gl obal /i n/ gs. gi f Bl ock 1
197.115.101. 96 |Ageria 147.237.77. 216 |dover.idf .il Unhaut hori zed URL Access to 147.237.77.216/ Bl ock 1
66.249.78. 146 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to ww aka.idf.il/tiznorret B ock 1
109. 253. 226. 215|1 sr ael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mvde None 1
. . Uhaut hori zed URL Access to
5.22.131. 105 | srael 147.237.77.216|dover.i df . i | vawnc i df i 1/t enpl at es/ honepage robi | e B ock 1
. . Uhaut hori zed URL Access to
81.218.241. 26 | sr ael 147.237.76.86 navy. | df. il ww navy. i df.il/sip storage/fil es/6/si ze338x0/ 1796. j pg Bl ock !
46.116.40.129 |Israel 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to wwuidf.il/tenplates/contactus/nobil e |B ock 1
157.55. 39. 13 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to 147.237.77.216/ B ock 1
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