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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker Country

Address

‘Target

‘Signature

167. 114. 156. 16 Canada 147.237.77.216  |dover.idf.il I;]: handshake violation, first packet not g 3457
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 2646
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1510
197. 115. 101. 96 Ageria 147.237.77. 216 dover.idf.il DOS- HTTP-f i r ef | ood dest - r eset 677
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- M SC- Sl owl ori s- DO5- Var 1 dest - reset 13
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_UWp Al _Nets drop 9
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2
180. 157. 15. 150 Chi na 147.237.76. 42 refuah.idf.il Bl ock Udp All Nets drop 2
108. 7. 152. 220 Lhited Sates 147.237.77.176 nat pash. i df .1 :;]; handshake violation, first packet not . 2
123.171.174. 64 Chi na 147.237.76. 42 refuah.idf.il B ock_Udp All _Nets drop 2
117.57.60. 139 Chi na 147.237. 76. 42 refuah.idf.il B ock Wp Al Nets drop 1
197. 115. 101. 96 Ageria 147.237.77. 216 dover.i df il ;?; handshake viol ation, first packet not . 1
94.102. 49. 116 Net her | ands 147.237. 76. 39 nobi | e.neitav.idf.i|Block Np All _Net drop 1
117.90. 97. 26 Chi na 147.237.76. 42 refuah.idf.il B ock_Udp All _Nets drop 1
222.174.213. 195 Chi na 147.237. 76. 42 refuah.idf.il B ock Wp Al Nets drop 1
182. 202. 27. 0 Chi na 147.237.76. 42 refuah.idf.il Block Udp All Nets drop 1
112.12.187.176 Chi na 147.237.76. 42 refuah.idf.il Bl ock Wp Al Nets drop 1
125. 90. 244. 142 Chi na 147.237. 76. 42 refuah.idf.il ock Wdp Al _Nets drop 1
82.102. 199, 46 Pal est_l nian Territory, 147. 237. 77. 216 dover idf il TQP handshake vi ol ation, first packet not drop 1
Cceupi ed syn
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|Top Attackers In IPS|

At t acker Address|Attacker Qount ry |Target Address |Site |Sgnalure

211.220. 63. 148 |Korea, Republic of |147.237.77.233 |atal . i df.[16798: HITP. G\ Bash HITP Header Renote Code Execution Wul nerability |B ock 1
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deni al of service attenpt

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
84.94.235.121 |147.237.72. 166 |l srael aka.idf.il ET SCAN NVAP -sA (2) 2
188. 214. 249. 150(147. 237. 77. 216 |Romani a dover.idf.il Xenu Link Seuth User Agent 2
80. 82.78. 38 147.237.8.50 [Netherl ands e.tikshuv.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
58.218.204. 211 |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
218. 200. 188. 213|147.237.0.15 |China kosher-kravi.idf.i|ET SCAN Potential SSH Scan 1
46.19. 85. 115 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
11 220.63. 148|147 237 77 033 |fOr€a Republic | . o ET V(BB SERVER Possi bl e bash shel | piped to dev tcp I nbound to 1
of VébSer ver
13.92.100. 128 |147.237.77.212|lhited Sates |e dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
202.115.30.83 |147.237.8.46 |China e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
177 9.12. 3 147 237 0.35  |pragil akave. i df il ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
87.71.75. 152 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
80.82.78. 38 147. 237. 77. 234 |Net her | ands hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
26,139, 8. 198 147.237.8.28  |Hingary o robil eks. i df ] ET SISAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
58.218. 204. 211 |[147.237.76.38 [China eeneitav.id.il [ET SCAN Potential SSH Scan 1
213.151. 45. 179 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
13.92.100. 128 |147.237.77.212|lhited Sates |e dover.idf.il ET SCAN NMAP -sS wi ndow 3072 1
202.115.30.83 |147.237.8.46 |China e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
13.92.100. 128 |147.237.77.212|thited Sates |e.dover.idf.il ET SCAN NVAP -f -sS 1
195. 216. 176. 244|147.237.8.50 |Latvia e.tikshuv.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
106. 186, 113, 132|147, 237. 77. 176 |30 rat pash  f 1 SERVER APACHE Apache nod_ssl non-SSL connection to SSL port 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
197.115.101. 96 |Ageria 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 4929
197.115.101.96 |Ageria 147.237.77. 216 |dover.i df .i | [dr op drop 2458
197.115.101. 96 |Ageria 147.237.77. 216 |dover.idf .il [Bad TCP sequence Inval i d ACK nunber noni t or 706
195. 151. 206. 228 :ZZ::FI on 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 453
91. 228.167. 109 |9 ovakia 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 122
208. 115.113.89 |lhited Sates 147.237. 77. 216 |dover.i df .i | [dr op Frst packet isn't SN drop 111
37.26. 148. 226 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SYN drop 62
205.203.135.1 |lhited Sates 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 51
197. 45.132. 217 |Egypt 147.237. 77. 216 |dover.i df .i | [dr op Frst packet isn't SN drop 51
68.180.231.43 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SYN drop 50
139. 162. 216. 112|Lhited Sates 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 48
40. 77. 167. 57 Lhited Sates 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 46
54.152.1. 126 Lhited Sates 147.237.77. 216 |dover.i df il [dr op First packet isn't SN drop 42
207. 46. 13. 49 Lhited Sates 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 37
176.31.117.76 |Rance 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 33
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 32
195. 34.150. 18 |Austria 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 31
93. 80. 165. 230 g;z:;nl on 147.237.77. 216 |dover.i df .i | [dr op Frst packet isn't SYN drop 30
192. 206. 203. 100|Lhited Sates 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 30
207. 46. 13. 89 Lhited Sates 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SYN drop 28
66.240.78.146 |Wnited Sares  [147. 237.72. 166 |akaicr.it |2! €@M NG Engine: TCP Invalid Invalid segnent retransmssi on drop 27
Ret ransn ssi on Packet dr opped.
54.72.0.55 Irel and 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 26
50. 87. 144.145 |lhited Sates 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 26
46. 19. 86. 224 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SWN drop 24
52.29.223.39 Ger many 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 24
198.58.102.96 |lLhited Sates 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 24
40.77.167. 31 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SWN drop 22
91.228.167.38 |Yovakia 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 21
54.72.73.168 Irel and 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SN drop 21
85. 250. 157. 239 I srael 147.237.77. 234 |hal ag.if .i1|Bad TCP sequence fzgge”ansm't with different wndow), oivor |21
198. 100. 144.55 |Canada 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SYN drop 21
88.198. 157. 214 |Ger many 147.237.77. 216 |dover.i of .i | [dr op First packet isn't SN drop 18
195. 60. 232. 57 | srael 147.237.77. 216 |dover.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 17
107.77. 68. 86 Lhited Sates 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SYN drop 16
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 14
198.133.178. 17 |lhited Sates 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 14
88. 254. 109. 108 |Turkey 147.237.77. 216 |dover.i of .i | [dr op First packet isn't SYN drop 13
73.37.30.104 Lhited Sates 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SN drop 12
46.19. 85. 115 I srael 147.237.76.42 |refuah.idf.i|Bad TCP sequence I'nval i d ACK nunber alert 12
69. 137.40. 113 |lhited Sates 147.237.77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 12
198.58.103. 114 |lLhited Sates 147.237.77. 216 |dover.i of il [dr op Frst packet isn't SN drop 12
46.19. 85. 115 I srael 147.237.76.42 |refuah.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or 12
162. 243. 116. 152|lLhited Sates 147.237.77. 216 |dover.i of .i | [dr op First packet isn't SYN drop 12
204. 237. 2. 151 Canada 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 12
198. 58.103. 160 |Lhited Sates 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 12
87.70.52.243  |israel 147237, 72. 166 |aka ich 11 | SAM NG Engine: TCP Inval i d Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dr opped.
46.19.85.238  |israel 147 237.77. 243 ot e, o, [T @M NG Engi ne: TCP Invalid Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.
37.26. 146. 158 |lsrael 147.237.77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 10
87.203. 102. 200 |G eece 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 10
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 10
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93.172.159.0 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 79
109. 65. 208. 210 |l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 14
46. 19. 86. 227 I srael 147.237.0.19 |madimatal .idf.il D stribut ed Suspi ci ous Response Code B ock 5
81.218.241.26 |lsrael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut horized URL Access from 81. 218. 241. 26 B ock 4
37.26.147.233 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 85. 238 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 3
84.228. 244. 143 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 85. 242 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
66.249. 64. 233 [Israel 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/viewing. asp |B ock 2
149.78.84.162 | srael 147.237.72. 166 |aka. i df . i | Distributed thauthorized Method for Known LR on B ock 2
wwy aka. i df . i |/ nai n/ sachar/
2.53. 42. 210 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 2
_ m ny- kosher - kravi . i _
71. 6. 146. 185 Lhited Sates 147.237.0. 17 df il Unaut hori zed URL Access to 147.237.0.17/ B ock 1
208.115.113.82 |hited Sates [147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/sitellinks.aspx B ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
106. 186. 113. 132|Japan 147.237.77. 176 |mat pash. i df . i | (SSL CONN LI ENT HELLO) None 1
66. 249. 66. 157 | srael 147.237.77. 233 |atal i df .i | Uhaut hori zed URL Access to wawn atal .idf.il/1316-he/ abimon aax B ock 1
aspx. Np'LoALNI
157.55.39. 187 |Uhited Sates [147.237.72.166|aka.idf.il Unhknown Paraneter docid in aka.idf.il/nai n/ haredi migeneral . aspx |None 1
. . D stributed Unhauthori zed URL Access on
87.69.89.8 I srael 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1136- hel at al . aspx B ock 1
77.75.76. 165 Czech Republic [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df .il/ page/ 29/ Bl ock 1
46. 117, 24. 91 srael 147.237.72. 166 |aka. i df .i | Unknown ‘Pare‘met er ctl 00$ct | 00$_CphMi| n$cphSachar $ct 1 55 in None 1
wwy aka. i df . i |/ mai n/ sachar/ paysl i ps. aspx
109. 64. 26. 109 |l srael 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to ww aman. i df.il/nodiin/extras B ock 1
. . Unhaut hori zed URL Access to
81.218.241.26 |l srael 147.237.77. 216 |dover . i df . i | v i df i /i nages/ 1., he/ but t onback. png B ock 1
66. 249. 78. 97 I srael 147.237.72.166|aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
. - Unhaut hori zed URL Access to
188.120. 154. 10 (I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
87.70.103.156 |Israel 147.237. 72. 156 |anan. i df . i | Wnauthori zed UL Access to B ock 1
v anan. i df . il /https:/www anan. i df.il/
77.75.79.11 Czech Republic [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df .il/page/ 31/ Bl ock 1
65. 55. 210. 12 Lhited Sates |147.237.77.216|dover.idf .il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm Bl ock 1
84.108.29.202 |[Israel 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to wawidf.il/https: /v idf.il/ B ock 1
68.180.229.226 |lnited Sates [147.237.77.74 |lawidf.il Uhaut hori zed URL Access to v | aw i df.il/14-he Bl ock 1
195. 151. 206. 228 RJSIS:;ni on 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wwidf.il/russian/ B ock 1
80.179.119.22 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
] . . Par aneter Type M ol ati on PageNumin
68.180.230.108 [Wited Sates |147.237.76.31 [nakchal .idf.il v nakhal i df i 1/ 1117- he/ nakhal . aspx Bl ock 1
197.115.101. 96 |Ageria 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
46.19. 86. 105 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 1
. . Mil tiple Unhtraceabl e SSL Sessi ons from 106. 186. 113. 132
106. 186. 113. 132|Japan 147.237.77. 176 |nat pash. i df . i | (Protocol viol ation (SS. COW OLI ENT FELLO)) None 1
80.246.130.18 |[Israel 147.237.77. 216 |dover . i df . i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
. - Unhaut hori zed URL Access to
66.249.66. 121 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 1/ 3241. | pg B ock 1
149. 88. 189. 120 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LR Access to wan aka.idf.il/sip storage/files/4/  |B ock 1
- . D stributed Lhaut hori zed URL Access on
85. 250. 157. 239 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
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