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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 21831
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1393
5. 102. 242. 37 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 210
149. 78. 84. 13 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 204
73.143.247. 211 Lhited Sates 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1
84.254.19. 118 G eece 147. 237. 76. 200 eitan. aka.idf.il Bl ock_Ulp All _Nets drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 1
38.229.1.13 Lhited Sates 147.237. 76. 148 ggcenter.aka.idf.il |Bock Np Al Net dr op 1

109. 64. 128. 168 | srael 147.237.77. 216 dover.idf.il Invalid L4 Header Length drop 1
71.6.146. 185 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock Udp All Nets drop 1

109. 64. 128. 168 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

At tacker At tacker Tar get

Sgnature

Country Addr ess

Korea, Republic 147, 237. 0. 17 m ny- kosher - kravi . i df . [16798: HITP: @QW Bash HITP Header Renote Code Execution

211. 220. 63. 148 of il Wil nerability

Bl ock 1
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|Top Attackers In |D|

Target Address

A tacker
CGountry

Signature

82. 81. 68. 2 147.237.0.34 [Israel tikshuv.idf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
103. 246. 225. 29 [147. 237.77. 216 I ndi a dover.idf.il ET SCAN NVAP -sA (2) 2
67.130.39.67 |147.237.77.176|lhited Sates nat pash. i df .i| ET SCAN NVAP -f -sS 1
40. 76. 60. 52 147.237.77.176 |Lhited Sates nat pash. i df . i | ET SCAN NVAP -sS w ndow 3072 1
198.20.69.98 [147.237.76.201|Wited Sates eatal.idf.il ET DRCP Dshield B ock Listed Source 1
113.59.33.61  [147.237.76.42 |China refuah.idf.il ET SCAN NVAP -sS wi ndow 4096 1
104. 219. 238. 10 [147.237.77.61 |Lhited Sates e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
67.130.39.67 |147.237.77.176|lhited Sates nat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
66.240.213.93 |[147.237.8.28 |Uited Sates €. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
40. 76. 60. 52 147.237.77.176 |Lhited Sates nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
211 220, 63. 148 |147 237 0,17 [|KOrea Republic mny- kosher-kravi i df.i | ET VBB SHRVER Possi bl e bash shel | piped to dev tcp I nbound to 1
of VbSer ver
113.59.33.61  [147.237.76.42 [China refuah.idf.il ET SCAN NVAP -sS wi ndow 3072 1
67.130.39.67 |147.237.77.176|hited Sates nat pash. i df .i | ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
reamn ine: TCP Invali i i ssi
66.249. 78. 146 |Wnited Sates |147.237.72. 166 |aka idf.il Strean g Engine @ Invalid Jinvalid segnent retransnissi on drop 45
Ret ransm ssi on Packet dropped.
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
37.26.148.226 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
46.19. 85. 162 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 13
46. 19. 85. 162 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 13
Sreanming Engine: TCP Invalid i i SSi
176.13.9.6 I sr ael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 12
Ret ransm ssi on Packet dropped.
46. 19. 85. 162 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber alert 7
46. 19. 85. 162 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d AGK nunber noni t or 7
212.143.142.56 |l srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 7
2.53.53. 40 | srael 147.237.72. 167 [i shurimaka. i df . i [|SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
193. 43. 246. 250 |l srael 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 6
79.177.21.170 |lsrael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreamng Engine: TCP Invalid i i ssi
87.70.10.227  |israel 147.237.72. 166 |aka i df .i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
37.26.149.152 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on. drop 6
Ret ransm ssi on Packet dropped.
. . SYNVACK retransmt wth different .
79.177.21.170 |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal e noni t or 6
reaming BEngine: TCP Invali i i ssi
2.53.51. 60 I'srael 147.237.77. 243 |moti e ior i |27 €M NG Engine: TGP Invalid  Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
194.29.238.10 |Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
5.102. 242. 37 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence I'nval i d AGK nunber noni t or
79.177.21.170 |lIsrael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout alert
Sreamng Engine: TP Invalid i i ssi
2.53.181.184  |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
84.228. 253. 159 |Israel 147.237.77. 243 |moti e ior. i |27 €M NG Engine: TGP Invalid  Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
98.232.163.119 |tnited Sates [147.237.0.34 |tikshuv.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
o Sreamng Engine: TCP Invalid _
109. 64. 128. 168 |l srael 147.237. 77. 216 |dover.idf.il Checksum Inval i d checksum Packet dropped. [drop 5
197.211.53.27 |Ngeria 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop
2.53.186. 11 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
108. 30. 105. 45 |Lhited Sates |147.237.72.166 |aka.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
. . SYNPAXK retransmit with different .
2.53.49. 86 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 4
87.70. 49. 214 I sr ael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4
reamn ine: TCP Invali i i ssi
79.177.103.45 |israel 147. 237, 76. 200 |ei tan. aka i of. i1 || SAM NG Engine: TCP alid invalid segnent retransnission drop 4
Ret ransm ssi on Packet dropped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
2.53.24.12 I'srael 147. 237. 72. 166 |aka. i of . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249. 64.249 |Wnited Sates |147. 237. 76. 147 |chinuch. aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.183. 166. 140 I srael 147. 237. 72. 166 |aka. i f . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
5.22.131.121 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 3
reamn ine: TCP Invali i i ssi
84.229.249. 48 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
81.218.208.55 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
66.249. 66. 184 |Uiited Sates |147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
31.168.117. 131 |[Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
79.183. 183. 218 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.9.72 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
79.180.190.12 |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.22.129.246  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
77.127.126.87 |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.102. 240.236 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
87.70.53. 61 I srael 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.10.64  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
46.19.85.247  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
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A tacker

Attacker Address Qount ry

82.81.93. 158 | srael

‘ Target Address

147.237.72. 166

dte

aka.idf.il

Signature

Sreaning Engine: TGP Invalid
Ret r ansm ssi on

Inval id segnent retransnission.

Packet dropped.

109. 253. 142. 135]|I srael

147. 237. 72. 166

aka.idf.il

Sreamng Engine: TCP Invalid
Ret ransm ssi on

Inval id segnent retransnission.

Packet dropped.
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|Top Attackers In V\AF|

At acker

Devi ce

country ‘Target Address |Site Sgnature Action ‘Count
109.67.36.91 |[Israel 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code Bl ock 147
46.120. 216. 160 | srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 33
2.53.42. 210 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 6
2.55.7.255 | srael 147.237.0.19 |nadimatal .idf.i| [Ostributed Suspicious Response Code Bl ock 5
109. 253. 225. 49 [l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 4
2.55.160.217 |lsrael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 3
93.172.159.0 |Israel 147.237.0.19 |nadimatal .idf.il| |[Ostributed Suspicious Response Code Bl ock 3
66. 249. 64. 233 [l srael 147.237.77. 216 |dover . i df . i | Ml tiple Uhauthorized URL Access from 66. 249. 64. 233 B ock 2
207.46.13.49 |Uited Sates 147.237.77. 216 |dover.idf . il Distributed Whaut hori zed URL Access on wwidf.il/error. htm B ock 2
109. 253. 225. 39 [l srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code Bl ock 2
77.125. 124. 195 [l srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. idf.il/tenpl ates/ news/ nobile  |B ock 1
65.55.210.84 |lhited Sates 147.237.77. 216 |dover.idf . il Distributed Whaut hori zed URL Access on wwidf.il/error. htm B ock 1
2.55.134.227 |Israel 147.237.77.74 |lawidf.il Unaut hori zed LRL Access to waw |l aw idf.il/tenpl ates/ general /nobile |B ock 1
169.229.3.91 |lhited Sates  [147.237.0.15 |kosher-kravi.idf.i|lllegal Byte Qde Character in Mthod B ock 1
80. 95. 38. 249 gzzijt”im 147.237.0.19 |nadimatal .idf.il |Praneter Type Violation ReturnUt| in nadimatal.idf.il/login. aspx B ock 1
66.249. 66. 121 |Israel 147.237.76.42 |refuah.idf.il ll’zif‘tzgglri?éefzﬁp f:tco‘is‘;et/?i | es/ 81 3058, | pg Bl ock 1
169.229.3.91 |thited Sates  [147.237.77.216|dover.idf .il Mitiple Illegal Bte Gode Character in LR from169.229. 3. 91 B ock 1
37.142.64.43 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 1
2.53.51. 60 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 1
79.177.238.51 |lsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
65.55.210.203 |Uhited Sates 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on www idf.il/error. htm B ock 1
169.229.3.91 |[nited Sates  |147.237.77.170[m@arachot.idf.il |Mitiple Aobnormally Long Request from 169.229.3.91 B ock 1
66.249. 66. 123 I srael 147.237.76.42 |refuah.idf.il ﬂ?”tzg;";gejzfg‘p ;thoerzz e es/al2 412, pg Bl ock 1
169.229.3.91 |lhited Sates 147.237.77.216|dover. i df .i | Mil tipl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
2.53.181.184 |Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
157.55.2.167 |Whited Sates 147.237.77.216|dover . i df .i | Distributed Whaut hori zed URL Access on waw idf.il/error. htm Bl ock 1
79. 178. 224. 125 |l srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw idf.il/https:/wwnidf.il/ B ock 1
65.158.81. 132 [United Sates  [147.237.77.216 |dover. i df il LR e Ahove Roor Drectory s/ cqueryl query-1.4.2. i Bl ock 1
169.229.3.91 |lLhited Sates 147.237.77. 170 |naarachot . i df .i| [Mitiple Il11egal Byte Code Character in Method from 169. 229. 3. 91 Bl ock 1
17.142.156. 109 |Lhited Sates  [147.237.77.216|dover.idf .il Uhaut hori zed URL Access to v i df . il/appl e- app-si t e-associ ati on B ock 1
109. 65. 176. 23 |l srael 147.237.77.216|dover.idf . il Distributed Unauthori zed URL Access on wawwidf.il/https:/waidf.il/ |B ock 1
66. 249. 78. 154 |Israel 147.237.76.86 |navy.idf.il Unaut hori zed LRL Access to navy.idf.il/edi niyonan/ enl ar ge. asp B ock 1
199.30.16.172 |lhited Sates  [147.237.77.216|dover.idf . il Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 1
46.210. 219.57 [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ reset . css B ock 1
157.55.12.66 |Lhited Sates 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on www idf.il/error. htm B ock 1
79. 180. 105. 148 [l srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw i df.il/tenpl at es/ honepage/ nobile  |B ock 1
169.229.3.91 |[nited Sates  [147.237.77.170(maarachot.idf.il [NULL Character in Mthod B ock 1
31.168.82.94 |Israel 147.237.72. 166 [aka.i df . i | Unhaut hori zed Method CPTI ONS for waw aka. i df . i |/ mai n/ sachar/ B ock 1
66. 249. 78. 246 [l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock 1
52.2.127.11 Lhited Sates  |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsitel english/ nain. asp B ock 1
2.55.19.252  |Israel 147.237.77. 234 |hal ag. i df . i | ﬁ?f’;ggf;ifgmlﬂ‘mpggjssh;oe /bl et L. i Bl ock 1
169.229.3.91 [Whited Sates  [147.237.0.15 |kosher-kravi .idf.i|Abnormal Iy Long Request method B ock 1
79.182.29.16 |l srael 147.237.72. 166 |aka. i df . i | mn;’k“; Iﬁr?m;r Ncééfr?:}jtgazsz‘;ZﬁS)fCphsaChar$Ct' S5in None 1
66.249.66.50 |[lIsrael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to tikshuv.idf.il/main/giyus/ general . aspx B ock
169.229.3.91 |thited Sates  [147.237.77.216|dover.idf .il Mitiple Illegal Byte Qode Character in Mthod from 169. 229. 3. 91 B ock
37.46.41.121 |Israel 147.237.72. 166 |aka. i df . i | tnknown Paraneter VI EVETATEENCRYPTED i n None 1

ww aka. i df . i1/ nmai n/ sachar/ nai | box. aspx
2.53.43. 161 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
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