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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3670
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3306
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2
192.114.91. 211 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1
37.117. 24. 60 Italy 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1
94.102. 49. 116 Net her | ands 147.237.76. 34 yohal an.idf.il B ock Np Al _Net drop 1
211.108. 247. 141 Korea, Republic of 147.237.76. 30 hi nush.idf.il B ock_Udp All _Nets dr op 1
71.6.165. 200 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ock Wp Al Nets drop 1
14.29. 32. 135 Chi na 147.237.76. 39 nobile.neitav.idf.il |JLM Under Attack Con Tcp drop 1

94. 102. 49. 116 Net her | ands 147.237.76. 30 hi nush. i df .i | B ock Np Al Net drop 1
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|Top Attackers In IPS|
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
111. 119. 185. 124(147. 237. 77. 216 |Paki stan dover.idf.il Xenu Link Seuth User Agent 3
98. 119. 105. 221 |(147.237.76.38 [lLnited Sates eemitav.idf.il |[ET SCAN NVAP -sS wi ndow 3072 1
98.119. 105. 221 [147.237.76.38 |[Lhited Sates eemitav.idf.il |ET SCAN NVAP -f -sS 1
66.240.213.93  [147.237.76.86 [Lited Sates navy. i df.il ET SCAN NMAP -sS wi ndow 1024 1
46.166. 138. 159 |147.237.76.44 [Netherl ands e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
5.141.210.203 |147.237.77.205 gj::;”ion prishaidf.il ET SCAN NVAP -sS wi ndow 1024 1
128.127.0. 45 147.237.76. 148 [Italy gacenter. aka. i df.i [ET SCAN NVAP -sS wi ndow 1024 1
104. 219. 238. 10 |147.237.76.198|lhited Sates e.yohalan.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
98.119. 105. 221 |[147.237.76.38 [lLhited Sates eemitav.id.il |ET SCAN NVAP -sS wi ndow 2048 1
97 78.111. 173|147 237 76.30 |United Sates hirushi b il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.166.138. 172 |147.237.76.44 |Netherlands e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
13. 82. 25. 17 147.237.77.74 |lhited Sates lawidf.il ET SCAN NVAP -sS wi ndow 4096 1
128.127.0. 45 147.237.76. 148Italy gacenter. aka i df .i [ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Qountry |[Target Address |Jte Signature Acti on ‘Count
194. 248.0.190 |Nor way 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 81
91.228.167.109 |49 ovakia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 81
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 68
91.228.167.38 [Jovakia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 62
217.15.83.77 France 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 60
213.61.254.68  |Ger many 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 34
40.77.167. 57 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 26
109. 64. 166. 136 |l srael 147.237.72. 166 |aka. i df . il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 25
176.13.11. 6 I'sr ael 147. 237, 72. 167 |i shurimaka i o || €2 NG Egine: TGP Invalid invalid segrent retransnission dr op 24
Ret r ansni ssi on Packet dr opped.
109. 64. 166. 136 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence ﬂﬁtﬁ;gxr:c;gth moni tor |19
87.70.52.243  |israel 147.237.72. 166 |aka.i df .l Streaming Engine: TCP Invalid finvalid segnent retransmission drop 18
Ret r ansni ssi on Packet dr opped.
5.114.41. 137 :éxbl :2'3“" 147. 237.77. 216 |dover i df .1 | Bad TCP sequence Inval i d ACK nunber moni tor |18
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
37.26.149.163 | srael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 15
Ret ransni ssi on Packet dr opped.
128. 68. 5. 235 Russi an Federation |147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
207. 46. 13. 89 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
203. 133. 169. 231 |Korea, Republic of |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 13
77.126.12.112  |israel 147, 237, 76. 200 |eitan aka i of i1 || @M NG Engine: TCP Invalid Jinvalid segnent retransmssion drop 12
Ret r ansni ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
212.3.100. 54 Wrai ne 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 12
176.13.4.242  |israel 147.237.72. 166 |aka.i df .l Streaming Engine: TCP Invalid finvalid segnent retransmission drop 12
Ret r ansni ssi on Packet dr opped.
139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
69.22.185.249 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
50. 116. 30. 23 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
66.249. 66.190 |United Sates 147.237.0.38 |tikshv.icr.i1 |2/ €AMNg Engine: TCP Invalid fimvalid segnent retransmssion. | o 12
Ret r ansni ssi on Packet dr opped.
198. 58.103. 102 |lhited Sates 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 11
68.180. 231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
197. 45. 132. 217 |Hgypt 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 10
5.114.41. 137 ::ara;z'u :zlzﬁ'c 147. 237.77. 216 |dover. i df .1 | Bad TCP sequence Invalid ACK nunber aert 9
89.138.71. 147  |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
50. 153.14. 150 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
207. 46. 13. 49 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
37.130.224.22  |Netherl ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
95. 150. 62. 150 United Kingdom |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
40.77.167. 31 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
89.138.71. 147  |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber aert 7
92.247.181.29 |Bilgaria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
66.249. 93.180  |Eur ope 147. 237.72. 166 |aka. i of . i Streaning Bngine: TCP Invalid |invalid segnent retransmission. | 6
Ret r ansni ssi on Packet dr opped.
66.249.64.190 |Wnited Sates 147.237.72. 166 |aka.i df . Streaming Engine: TCP Invalid finvalid segnent retransmission drop 6
Ret r ansni ssi on Packet dr opped.
185.32.179.39 |l srael 147, 237.72. 167 i shurimaka i || @M NG Engine: TP Invalid Jinvalid segnent retransmission. | 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 54 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 6
46.19.85.1 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46.19. 85.54 I srael 147.237.77. 216 |dover . i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
54.161.102. 211 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46.19.85. 1 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
141.8.132.78 Russi an Federation |147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
77.124.29.184 |israel 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
189. 79. 74. 138 Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.53.42.210 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 173
2.53.29.123 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 98
185. 32. 179. 223 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 93
109. 253. 136. 213|I srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 29
79.178.110. 245 |lIsrael 147.237.77. 216 |dover . i df . i | Ml tiple Unhauthorized URL Access from 79. 178. 110. 245 B ock 12
79.183.17.155 |[Israel 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 6
80. 246. 133. 220 |l srael 147.237.77.216|dover. i df .i | Distributed Wauthorized URL Access on ww idf.il/error. htm B ock 4
66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df . i | Ml tiple Uhauthorized URL Access from 66. 249. 64. 233 B ock 3
62.30.2.174 Uni ted Ki ngdom |147.237.77. 216 |dover.idf.il Distributed Whaut hori zed URL Access on wwidf.il/error. htm B ock 3
149.88.102.68 |l srael 147.237.77.74 |lawidf.il mu;:;riijf?llﬁ‘mgzgﬁshgﬂ focent er i ten B ock 3
93.47.155.208 |[italy 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wwu aka. i df.il/main/ gi yus/ general B ock 2
109. 65.208.25  |Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat . i df .il/894-ar Bl ock 2
46.19. 85. 93 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.121. 147. 167 |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
157. 55. 2. 158 Lhited Sates 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed URL Access on wawidf.il/error. htm B ock 1
5.28.184.8 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|PHP At t enpt B ock 1
87.71.18.181 | srael 147.237.72.166 |aka. i df . i | m”;k":i Z?rﬁ';er:;;/ ;x\m;%mmaé& None 1
68.180.231.43 |United Sates  |147.237.77. 216 |dover. i df .i | O Zed R e 1 wover. J—— Bl ock 1
219. 74. 36. 56 S ngapor e 147.237.77. 216 |dover.idf . il Distributed Whaut horized URL Access on wwvidf.il/error. htm B ock 1
160.220.3.91  |Wnited Sates  |147.237.76.31 |nakchal .idf.il ﬁﬁh%éﬁzﬁfgﬁﬁté&@;[#zen NFBA T URL Bl ock 1
130. 185. 155. 10 |Sweden 147.237.76.42 |refuah.idf.il PHP Attenpt B ock 1
46.116.67.234 |Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to vwwu |l aw i df.il/sip_storage/ B ock 1
80. 246. 133. 121 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
199. 30. 24. 97 Lited Sates 147.237.77.216|dover.i df . i | Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 1
66.249.78.234 | srael 147.237.72. 166 |aka. i df . i | ﬂ‘;‘”tzggr;;efegt gfsctejfa;; (i1 es 9/ 69059, pel Bl ock 1
160. 176. 38. 164 |Morocco 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to wwv i df.il/wp-admn B ock
5.28.184.8 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to wwu chi nuch. aka.idf.il/xmrpc. php B ock 1
79.177.1. 243 I srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/tenpl at es/ newsf | ash/ nobi | e Bl ock 1
176.52. 44. 13 :Z:::t”i on 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka.idf.il/iturintasp/" Bl ock 1
66.249.66. 121 I srael 147.237.76.42 |refuah.idf.il ﬂ‘;‘“tzg;’r;gefzfg‘p ﬁcoizz . 2356, pg Bl ock 1
130. 185. 155. 10 |Sweden 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to waw refua. atal .idf.il/wp-1ogin. php B ock 1
46.117.240.46 |Israel 147.237.76.42 |refuah.idf.il Mil tipl e Uhaut horized URL Access from 46. 117. 240. 46 B ock
66.249.78.240 I srael 147.237.72. 166 |aka. i df . i | ﬁ?”;g?r;;ef&% gfgf;sa;; (i1 es/ 41 69044, pcl Bl ock 1
199. 30. 25. 18 Lited Sates 147.237.77.216|dover.i df . i | Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 1
65.55.210.100 |[wnited Sates 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed URL Access on wwidf.il/error. htm B ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.31 |nakchal .idf.il Abnormal |y Long Request net hod Bl ock 1
108. 26. 200. 145 |lnited Sates 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 1
5.29.58. 115 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
184. 105. 139. 68 |lLhited Sates 147.237.0. 19 madi matal .idf.il|Unauthorized URL Access to 147.237.0. 19/ B ock 1
66. 249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
46.117.240.46 |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to wamn refua. atal.idf.il/sip storage/files/ B ock 1
149. 78. 149. 245 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to ww aka. i df . i|/nai n/ sachar/ undefi ned B ock 1
2.53.37.217 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
85. 64. 66. 79 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/tenpl at es/ honepage/ nobile  |Bl ock 1
68.180.231.43 |Wiited Sates 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 68. 180. 231. 43 Bl ock 1
199. 30. 25. 93 Lited Sates 147.237.77.216|dover.i df . i | Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 1
65.55.210.184 |[Wnited Sates 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed URL Access on wwidf.il/error. htm B ock 1
169. 229. 3. 91 Lhited Sates  |147.237.76.31 |nakchal .idf.il Qr:u?g?%;g Eﬁgﬁ?ﬂﬁ?&éﬁﬂﬁzm ] NtPA Bl ock 1
66.249. 78.104 |l srael 147.237.72. 166 [aka. i df . i | Distributed Unauthorized URL Access on 147.237. 72. 166/ B ock

46.118. 156. 3 krai ne 147.237.77. 216 [dover . i df .i | Unaut hori zed URL Access to waw i df.il/1556-en/ B ock 1
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